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Abstract walsiud

In the globalized world that we are witnessing today,
technology is part of the daily activities of many people,
specifically forensic investigators who have come to obtain
information that integrates with the investigation process
through the Internet through many tools that integrate in
different and varied forms to make technology applicable
in the judicial system, and the digital forensic investigation
process becomes more effective.

The current study gains its importance from the meta-
data that contributes to the digital forensic investigation,
and achieves the integrative link between informational ev-
idence, investigators, and the digital forensic investigation
process, and how to deal with informational evidence to
avoid its misuse to obstruct criminal investigations and to
reveal the role of the EXIF Viewer Pro program in the pro-
cess of extracting information through metadata. In a way
that achieves promising justice. The study aims to clarify the
importance of metadata in digital criminal investigation, and
accordingly relied on the descriptive analytical approach,
and used the EXIF Viewer Pro program to extract metadata
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from digital images in the application. The study was also
able to develop recommendations for what should be taken
into consideration, whether from researchers when design-
ing similar solutions, or from officials when planning to use
them, so that they are very effective.

The most important findings of the study: Metadata de-
tection software such as: EXIF Viewer Pro contributes to
providing strong analysis and evidence that gives certain-
ty and reliability in passing judgments on criminal cases,
in addition to the fact that modern software for metadata
extraction answers the questions (who, when, how) For fo-
rensic investigators, modern software dispense to detect
metadata from the geolocation element; Due to its misuse, it
cannot accurately answer the question (where) of the crim-
inal investigator.
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Figure 1- proposed model for identifying associations in digital evidence using metadata
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9 Focal length (5.4mm (35mm equivalent: 36mm $y8dl a=dl 9

10 CCD Width 5.23mm ol ylszdiial Blsf 10
1 Exposure time (s(1/10 0.100 Gasdl edg 1
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Figure 2- Netadata containers (Orozco et al 2015)
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Make samsung
Model LI-GS00FY
X Resolution 72

Y Resolution 72
Resolution Unit inch

Software PhotoScape
Date Time 2018-08-08 09:12:54
YCoCr Positioning—centered

Exif IFD Pointer Offset 224
GPS Info IFD Pointer Offset 3200

) Camera
Exposure Time 1129
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Exposure Program  Normal program
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Figure 4- Shows the original system (Gangwar,
2018)
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YCbCr Positioning  centered
Exif IFD Pointer Offset 240
GPS Info IFD Pointer Offset 3216
& Camera

o)) yy3 é a7l g\ ho\ xSl ¢ @ sy - 3 JKd
Figure 3-Shows the make and mode of the camera & Software

usedin image editing (Gangwar,2018)
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AUSTRALIAN SPORTS COMMISSION: ASC Media Awards 2017
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30 Credit Photo Narelle Spangher, Australian Sports Commission 8 5l youon 30
31 Headline ASC Media Awards 2017 February 1, 2018 R 31
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