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Abstract

Over a period of 30 years, a number of fired GLOCK car-
tridge cases have been evaluated. A total of 3156 GLOCK fire-
arms were used to generate a sample of the same size. Our
research hypothesis was that no cartridge cases fired from dif-
ferent 9 mm semiautomatic GLOCK pistols would be mistaken
as coming from the same gun (a false match). Using optical
comparison microscopy, two separate experiments were car-
ried out to test this hypothesis. A subsample of 617 test-fired
cartridge cases were subjected to algorithmic comparison
by the Integrated Ballistics Identification System (IBIS). The
second experiment subjected the full set of 3,156 cases to
manual comparisons using traditional pattern matching. None
of the cartridge cases were “matched” by either of these two
experiments. Using these empirical findings, an established
conservative Bayesian probability model was used to estimate
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the chance that a 9 mm cartridge case, fired from a GLOCK,
could be mistaken as coming from the same firearm when in
fact it did not (i.e., the false match probability).
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1. Introduction

Since at least 1925, forensic examiners have
used optical comparison microscopy to examine
firearm and toolmark evidence [1]. For fired bullets,
the trained firearm examiner microscopically evalu-
ates the fine scratches (striae), while for fired car-
tridge cases, the trained firearms examiner evalu-
ates both the striae and impressions (or “features”)
found on bearing surfaces. The examiner then dis-
criminates between features that randomly occur
and toolmarks imparted during the manufacturing
process [2,3]. Individual features that are deter-
mined to occur at random form a pattern unique to
a specific firearm. Moran provides excellent infor-
mation concerning the AFTE Theory of Identifica-
tion and Range of Conclusions used by the trained
firearms examiner community [2]. We also note
that firearm and toolmark identifications can always
be—and quite often are, as required in most ac-
credited laboratories—verified by another qualified
examiner.

In order to test the hypothesis that individual ran-
dom features found on fired bullets and cartridge
cases are unique to the specific firearm that impart-
ed them, extensive empirical research has been
conducted and reported on for the past 100+ years.
Three excellent references by Ronald Nichols, in-
cluding a presentation at the ATF Laboratory in Cali-
fornia [4—6], comprise a very comprehensive review
of the literature that pertains to firearm and toolmark

identification criteria.
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In 2011, Petraco, a senior forensic scientist re-
tired from the New York Police Department Crime
Laboratory, authored a textbook covering the col-
lection and examination of impression evidence
based on AFTE training materials. This reference
book has been well received in the forensic and
academic communities [7,8]. Additional articles by
Grzybowski et al. and Biasotti et al. [9—11] offer a
valuable compendium of reference materials that
discuss scientific methods and the reliability and va-
lidity of the field of firearm and toolmark identifica-
tion. For additional discussion of research that has
been conducted for cartridge cases through 2013,
see previous work [12].

In 2014, a landmark study was performed by
lowa State University. This was the first “black box”
study performed in the field of firearms identifica-
tion. The researchers test fired 25 new Ruger SR9
firearms and prepared tests consisting of 15 sets of
3 known test fires with 1 unknown cartridge case.
Participants were asked how many of the 3 knowns
were suitable for comparison and whether or not
the unknown was fired in the same firearm as the
knowns in that particular set [13].

In 2014 and 2015, several groups published
studies examining cartridge cases using 3D imag-
ing. Both consecutively [14] and non-consecutive-
ly [15,16] manufactured firearms were used to fire
cartridge cases. Even in the worst-case-scenario of
consecutively manufactured firearms, algorithms on

the 3D images could correctly identify the images




1[0[s8|J. E. Hamby et al.

to the correct firearm, further illustrating that tools
impart unique surface topographies which are iden-
tifiable.

2016 gave rise to a presidential report known
as the PCAST report [17] that concluded black box
studies like the 2014 Baldwin study, known as the
Ames | study, [13] were the only acceptable type
of study to establish the scientific validity of a field.
PCAST defined a black box study as an empirical
study that assesses the opinions reached from a
comparison. This would be opposed to a white box
study that assesses how opinions were reached
in a comparison. They further concluded that two
black box studies would be sufficient to address this
question. Although firearms identification only had
one at the time the PCAST report was published,
others soon followed.

A white box study was also published in 2016 by
Smith, et al. which was designed to look at factors
involved in the decision making process as well as
calculate the classical error rate for the participants.
Tests were designed with 12 bullets and 12 car-
tridge cases in an open-set design. The false-posi-
tive error rate (FPR) was 0.144% and 0.000% and
the false-negative error rate (FNR) was 0.433% and
0.105%, for cartridge cases and bullets respective-
ly. Additionally, the overall error rate for this study
was reported to be 0.303% [18].

In 2017, a NIST study was published that
demonstrated the use of the Congruent Matching
Cell (CMC) algorithm to compare 3D topographical
measurements of cartridge cases sourced from a
previously distributed proficiency tests. The objec-
tive computer algorithm utilized by the authors re-

veals quantitatively what examiners observe and

report on qualitatively; leading the authors to con-
clude that it is “possible to relate qualitative similar-
ity to a quantifiable similarity metric.” [19]. Although
not acknowledged by the authors, this research
also further supports the idea that inconclusive de-
cisions are necessary and appropriate in firearms
examinations due to the overlap observed in some
of the histograms where the algorithm struggled to
accurately make a binary choice.

Song et al. in 2018 further refined their CMC al-
gorithm and measured the error rate of the algorithm
using topographical data from 40 cartridge cases
fired in 10 consecutively manufactured Ruger 9 mm
slides and 95 cartridge cases fired in 11 non-con-
secutively manufactured Ruger 9 mm slides. Using
the forced binary choice design, the authors calcu-
lated FPRs and FNRs for each dataset. The FPR
and FNR for the consecutively manufactured data-
set was 5.6 x 10-19 and 1.2 x 10-3, respectively;
while the FPR and FNR for the non-consecutively
manufactured dataset was 1.8 x 10-17 and 2.2 x
10-4, respectively [20].

Also in 2018, a second black box study was
published by Keisler, et al. In this study, the authors
created test kits with 20 sets of two cartridge cases
each. Participants were asked to evaluate each set
and make a decision of identification, inconclusive,
or exclusion. The authors of this study reported the
overall error rate to be 0%. Furthermore, the sensi-
tivity was calculated as 99.7%, and the specificity
was 79.9% [21]. The successful completion of this
second black box study was deemed to meet the
earlier PCAST criteria for foundational validity.

In a study in 2019 [22], researchers applied 3D

topographical similarity scoring criteria to bullets
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from 3 different sets of a previous study known as
the “Ruger 10 barrel test” [23] as well as a propri-
etary set of 406 bullets from 136 various firearms.
The authors found similar error rates as those seen
previously for cartridge cases (between 1 x 10-6 and
1 x 10-10], indicating that the objective comparison
of bullets and cartridge cases by computer algo-
rithms support and complement visual comparisons
by properly trained human examiners. The same
year, two of the authors of this study published an
update on the previous “Ruger 10 barrel test”. They
examined the error rate of 697 participants from 32
different countries, using both optical comparison
microscopy as well as 8 different computerized im-
aging systems. Based on their analysis, the error
rate for this test was determined to be 0.053% with
a 95% probability interval of [1.1 x 10-5%, 0.16%)]
[24].

In 2020, Law and Morris used the CMC algorithm
to examine the similarity between cartridge cases
and double-casts of those same cartridge cases
in order to determine how well the double-casting
process replicates the surface topography of a car-
tridge case. This study determined that double-cast-
ing faithfully reproduces the surface topography of
cartridge cases. Due to the demonstrated ability to
provide participants with virtually identical copies of
the same samples, this method provides a method
for consistent training across examiners and better
reproducibility in proficiency tests as well as valida-
tion studies [25].

Work published by the Center for Statistics and
Applications in Forensic Evidence at lowa State
University (CSAFE) in 2020 also applied different

similarity scoring algorithms to bullets. In this study,
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the authors found significant ambiguity in the SAM
CMS scoring due to same-source distribution over-
lap with different-source distribution, concluding
that a binary decision threshold or cutoff value does
not exist that completely separates same-source
scores from different-source scores across all three
scoring measures [26]. The presence of a third cate-
gory would potentially resolve this discrepancy and
further supports the appropriateness for an incon-
clusive category as reflected in actual casework.

In 2021, Chapnick et al. published a study using
Virtual Comparison Microscopy (VCM). Their study
involved 107 participants with each participant ex-
amining 40 test sets of fired cartridge cases from
firearms with a variety of makes, models, and cali-
bers. By using VCM, the participants all viewed the
same items and were asked to annotate the com-
pared sets. This allowed a classical error rate to be
calculated but also provided heat map illustrations
of the areas found to be similar or different by partic-
ipants. The overall FPR and FNR were 0.43% and
0.00%, respectively [27].

In 2021 another study was conducted by Law
and Morris [28]. In this open set study, double casts
of cartridge cases were created and sent to study
participants for examination and comparison. The
examiners who participated did not have the firearm
used to generate the original cartridge cases. This
study had a small sample size of 18 examiners who
volunteered to participate in the study. Also, while
choosing to include "inconclusive" as a response,
the authors only considered one subcategory of in-
conclusive described in the AFTE range of conclu-
sions to be a "true" inconclusive. Depending on the

ground truth, inconclusive conclusions of the other
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two categories were considered incorrect respons-
es by the authors, though they are a normal part
of the standard of practice. The participants of the
study do not seem to have been made aware of the
authors study design decision to mark two subcate-
gories of inconclusive conclusions contained in the
AFTE range of conclusions as incorrect. The study
found accuracy issues and variability within the con-
clusions given by the examiners, however as noted
by the authors the accuracy/variation issues were
almost exclusively contained within the inconclusive
categories. One false positive conclusion was ob-
served.

In 2022, Monson et al. described a study they
conducted (known as Ames Il) and the factors for
which they accounted in the design of the study. In
this study, which was a double-blind, open set, black
box study, they produced test kits consisting of 30
comparison sets. Of these sets, 15 were 2 known
cartridge cases and 1 unknown cartridge case to be
compared to the knowns in that set. The remaining
15 were of the same design but with bullets instead
of cartridge cases. The items in these sets were
produced from 23 consecutively manufactured Be-
retta slides and barrels, 10 Jimenez consecutively
finished slides and barrels, and 4 random Beretta
slides and barrels from the FBI Reference Firearms
Collection (RFC). The authors stated that “[a]nalysis
of experimental results will be presented in a series
of forthcoming publications” [29]. Indeed, later the
same year, the authors did publish results which re-
vealed a FPR of 0.656% and 0.933% for bullets and
cartridge cases, respectively and a FNR of 2.87%
and 1.87% for bullets and cartridge cases, respec-

tively. The authors note that “[tlhe majority of errors

were made by a limited number of examiners” and
further that their results “are consistent with prior
studies, despite its comprehensive design and chal-
lenging specimens” [30].

In this study, the authors continue to explore
the likelihood of whether or not cartridge cases
fired from different model GLOCK semiautomatic
9 mm pistols might be incorrectly matched to the
wrong firearm by a qualified firearms examiner or
the IBIS computer aided identification system. That
is, the operating hypothesis of this study is that no
cartridge cases fired from different 9 mm semi-au-
tomatic GLOCK pistols should be determined to
match each other, by either human comparison
using pattern recognition (a trained firearms exam-
iner) or machine comparison (IBIS). GLOCKs are
ideal in the sense that they are commonly encoun-
tered in case work and are very well known to gen-
erally produce well-defined firing pin aperture shear
on the primer of cartridge cases fired in them. Thus,
a false match rate estimate on these could provide
a “baseline” lower bound on the false match rate for
more difficult toolmark comparisons.

Given the empirical findings detailed below, an
established Bayesian model was then employed to
estimate the probability of falsely matching an ex-
pended 9 mm cartridge case from a semiautomatic
pistol that did not fire it [31]. Such an error rate esti-
mate is the type of “quality assurance” embodied in

the Daubert standard.

2. Materials and Methods

As previously described, over a one-month pe-
riod in 1997, 617 9 mm GLOCK pistols were each

test fired four times to obtain fired cartridge cases
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for evaluation, which were then collected into enve-
lopes with randomly assigned control numbers from
1 to 617. The cartridge cases were subsequently
removed from each envelope, scribed with the as-
signed control numbers, and placed in plastic am-
munition trays for examination. Initially, all four test
fires were intercompared using optical comparison
microscopy as a control to ensure the individual
characteristics present were reproducing on test
fires, then one representative test fired cartridge
case from each of the 617 guns were imaged into
the Integrated Ballistics Identification System (IBIS)
by Specialist John Brooks and a request was made
to Forensic Technology, Inc. (FTI), Montreal, Can-
ada, to perform correlations to determine whether
any of the cases “matched” to each other (i.e., were
misidentified to one another) based solely on the
IBIS correlation score. These examinations involved
a total of (617 x 616)/2 = 190,036 pairwise com-
parisons by the IBIS correlation algorithm. As these
cartridge cases were all fired from different 9 mm
firearms, none of these cartridge cases should be
identified to another cartridge case from this study.

A second microscopic examination of the firing
pin aperture shear marks by trained firearms exam-
iners was then carried out on this original set of 617
cases, as well as two more groups of cartridge cas-
es collected over the subsequent two decades. The
first of these groups consisted of two test fired 9 mm
cartridge cases obtained from 700 different GLOCK
firearms over a 5-year period as part of their quali-
ty assurance program (1,400 cartridge cases). The
second of these groups consisted of 315 recently
fired GLOCK cartridge cases—including 12 from

consecutively manufactured slides obtained by
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one of the authors from GLOCK. The third group of
1,839 GLOCK cartridge cases was obtained from
various forensic laboratories (four test fires from
each firearm that were collected to be used as ref-
erence samples in the case of an officer involved
shooting) and archives from GLOCK (two test fires
each, as generated in the factory and examined for
quality control). These cartridge cases were aggre-
gated with the original sample of 617 from 1997 and
collectively examined using a Leica Model K-2700
comparison microscope (Leica Microsystems, Wet-
zlar, Germany), an American Optical Model K-1453
Forensic Comparison Microscope, or a Leica Mod-
el DMC Forensic Comparison Microscope. Table 1
lists information for the 9 mm ammunition used in
this research.

The examination protocol was as follows: the
first cartridge case was designated as the primary
case and placed on the left side of the comparison
microscope. Using the right side of the comparison
microscope, the remaining 3,155 fired cartridge
cases were compared to the primary cartridge case
until all 3,156 cases were examined. After case
number 1 was examined against the other cartridge
cases, the entire process started again. Cartridge
case 2 was then examined against the other 3,154
and so forth until all cartridge cases were exam-
ined against each other. This resulted in (3,156 x
3,155)/2 = 4,978,590 unique pairwise comparisons
by a trained human forensic firearms examiner (par-
tially by Dr. Hamby, and partially by co-author Steve
Norris). For reference, Figures 1 and 2 show exam-
ples of both a “nonmatch” and a “match” for 9 mm
GLOCK pistol firing pin aperture shear marks.

Although not included in this analysis, it is im-
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Table 1- Types of 9 mm ammunition evaluated
during this research project

Headstamp Case Primer
*FC 10 Brass Silver
Tulammo Steel Bronze

FC NT Brass Bronze
FC Nickel Silver
CCl Aluminium Silver

*WCC 04 Brass Brass
*WCC 05 Brass Brass
R-P Brass Brass
R-P Brass Silver
WIN Brass Silver
Barnes Nickel Silver
Speer Brass Silver
Hornady Nickel Silver
Pro Grade Brass Silver

GECO Brass Silver

WIN Brass Brass
Hornady Nickel Brass
RTAC Brass Silver
Speer 13 Nickel Silver

Aguila Brass Brass
GFI Brass Silver
CBC Brass Brass

Figure 1 - Example of a 9 mm GLOCK firing pin aperture
shear mark known non-match (KNM)

Figure 2 - -Example of a 9 mm GLOCK firing pin aperture
shear mark known match (KM)

portant to note that in addition to examination by
trained firearms examiners, a subset of these car-
tridge cases was utilized in a firearms examiner
training program developed by the International
Forensic Science Laboratory & Training Centre,
where it was used to train new firearms examiners
in Belize, Botswana, Jamaica, Guam, and several
US crime laboratories. In these exercises, trainees
were presented with different combinations of same
source and different source comparisons. Types
of exercises such as these are regularly used as
training tests to help new firearms examiners to
develop their threshold for source attribution con-
clusions or competency tests to complete training.
Furthermore, these specific descriptive assessment
training exercises serve as somewhat of a blind ver-

ification of the initial findings in this study.

3. Statistical Analysis

Based on the stated hypothesis, this study was
designed to estimate the chances of a “false match”,
or that the firing pin aperture shear marks on car-

tridge cases fired from two different 9 mm GLOCKs
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would be assessed as having been fired from the
same 9 mm GLOCK. From a computational pat-
tern recognition point of view, the human examiner
or the IBIS is playing the role of a “classifier” [32].
Thus, rephrasing slightly, we wish to estimate the
“classifiers” expected false match rate (FMR). We
would like to have a measure of uncertainty in our
estimate with some given level of probability (i.e.,
an interval around the expected FMR) as well.

Typically, in a study of this design, a frequen-
tist-based approach is used to estimate the FMR
which exploits the binomial distribution [22,33]. This
is problematic for two main reasons: First, no false
matches were observed in this study (discussed be-
low) and thus baring ad hoc techniques, no interval
estimates for FMR are possible. Second, when mul-
tiple firearms are tested multiple times, the binomial
model can underestimate variability [33,34]. This is
true not only in our case, but in any design using
pairwise comparisons [32].

This is where Bayesian methodology can be of
some assistance. All unknowns are treated as ran-
dom variables in Bayesian statistics. “Knowledge”
in quantities of interest is represented as a probabil-
ity distribution. A Bayesian technique takes what is
“known” or “believed” about an unknown parameter
(FMR in our case) and represents it as a prior distri-
bution. Then, updating this with data via a likelihood
function, one obtains a posterior distribution on the
parameter(s) of interest. Everything we currently
“know” about the parameter (FMR for this study)
in light of data from the experiment is summarized
by its posterior distribution. Bayes theorem can be

compactly expressed in our situation as:
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data|FMR)

(FMR|data) = 2 Doty PFMR)

On the left-hand side is the posterior probability
density for FMR. The “data” in our case are the re-
sults of the human/IBIS comparisons. The rightmost
term is the prior probability density for our belief as
to what the FMR is before observing the experi-
mental data. Here, we would like to assume little
and take the prior to be fairly uniform on the interval
(0,1). The term in the denominator is often referred
to as the “evidence” and is difficult to compute di-
rectly. However, with the technique we will employ
for this study (Markov chain Monte Carlo sampling),
it can be ignored. The remaining term on the right-
hand side is the data’s likelihood function. Schuck-
ers has noted that for this type of study design, a
beta-binomial model for the likelihood function can
model the data well and incorporate extra varia-
tion not accounted for in the binomial model which
assumes statistically independent comparisons
[31,32]. Couched in Bayes’ theorem, this framework
also allows us to easily give an interval estimate of
uncertainty around the posterior FMR [31].

Specifically, let n be the number of comparisons
the examiner (human or machine) conducted and x
the number of false matches made. Table 2 lists n

and x for each of the two experiments.

Table 2- Results of comparison experiments.

Human Examiner
IBIS Comparisons?® .
Comparisonsa

Sample
. 617 3,156
size
nb 190,036 4,978,590
XC 0 0
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For each comparison the examiner (i.e. the clas-
sifier) executes is a possibly correlated Bernoulli tri-
al with a probability of a false match p. The number
of false matches, x, is modeled as a binomial prob-

ability mass function:
x ~ binomial(n,p) i.e. binomial(z|n,p) = <Z>p‘”(1 —p)" T

The FMR, p, is represented as a beta probability

density function with parameters a and :

r
p ~ beta(a, 8) i.e. beta(pla, 5) =

The joint probability density over x and p is then:
f(x,p) = beta(p|a, §) x binomial(z|n, p),

By integrating over p:

T(a+ B (a+x)T(B+n+x)
Ha)T(B)T(a+ B +n)

/ f(@,p) dp = beta-binomial(zla, §,n) = (z)

we are left with a likelihood function for the data,

y (i.e. a beta-binomial likelihood) which naturally

b

[ I I ]
0.0 0.5 1.0 15
FMR|x (%)

Figure 3 - -Posterior probability distribution (zoomed in) for
false match rate of firing pin aperture shear marks given
data obtained in this study.

incorporates increased variance over the simpler
binomial likelihood model. The increased variance
over the binomial likelihood accounts for correlation
induced by pair-wise comparisons [31].

At this point we seem to have replaced what we
were really interested in, the FMR (i.e. p), with a
and 3. However, FMR can be recovered from a and
B as:

o
o+

FMR =

Half-Cauchy priors with location 0 and scale 100
are assigned for parameters a and b. These priors
were chosen because the prior on FMR was fair-
ly evenly spread between 0% and 100% and they
implied a moderate amount of correlation between
pair-wise comparisons, a priori. The general Hamil-
tonian Monte-Carlo software Stan [35] was used to

sample the posterior for a and f3:

p(a, B|x,n) o beta-binomial(x|«, ,n) x half-
Cauchy(a|0,100) x half-Cauchy(/3]0, 100)

Eight chains were used with 20,000 iterations
each. The first 10,000 iterations of each chain were
treated as warm-ups and thrown away. The final
chains were thinned to retain only every tenth sam-
ple. R-hat convergence diagnostics were all 1.0 (the
chains are effectively converged) [36]. Autocorrela-
tion plots showed no sign of significant within chain
correlation. A total of 8,000 (marginal) samples for a
and b were drawn from the posterior. This posterior
sample of a and b was then used to compute the

FMR posterior by the equation above.

AJFSFM 2024; Volume 6 Special Issue (ASFSFM 2023)




4. Results and Discussion

The original set of 617 fired cases were digital-
ly imaged and entered into the Integrated Ballistics
Identification System (IBIS) for correlation against
each other. It was found that the instrument had
the capacity and capability to handle the number of
cartridge cases and to achieve zero misidentifica-
tions. Mike McLean from FTI provided the following
information concerning their evaluation. He stated
“...Forensic Technology (FTI) was provided test re-
sults from 617 test fired exhibits from 617 different
GLOCK pistols. FTI then imaged and correlated all
of these samples against one another in order to
see if any matches were among these samples. It
was found that none of the 617 Test Samples were
matches to one another...” (M. McLean, personnel
communication, June 1992).

Regarding the optical microscopy comparisons,
each of the 3,156 fired cartridge cases examined by
a human could be seen to have unique individual
characteristics. The cartridge cases were therefore
individualized to the exclusion of the remaining car-
tridge cases. Thus, using pattern matching identifi-
cation criteria with optical comparison microscopy,
trained firearms examiners were able to determine
that each cartridge case had firing pin aperture stri-
ae that would not be mistakenly associated with
the wrong firearm. Figure 3 also demonstrates this
finding from a statistical perspective. The figure is
the (approximate) posterior distribution for the FMR
given the data contained in Table 2. It shows the
(posterior) probability of a false match rate to have
a mean value of 0.1% and a median value 0.03%.
The 95% credibility interval for the FMR is [4x10-

7%, 0.4%]. Given the false match rate model from
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these results, it can be inferred that the probability
of two different 9 mm semiautomatic Glocks pro-
ducing firing pin aperture shear marks that could be
mistaken as coming from the same Glock is high-
ly unlikely. One limitation of our study is that it is
a closed set test design. Closed set designs have
been proposed to underestimate the error rate of a
study [29, 37].

One of the firearms examiners that performed
these examinations had approximately four years of
experience performing independent casework when
he examined a portion of the cartridge cases in this
study. The other firearm examiner had been per-
forming independent casework for approximately
45 years. The firearms examiner trainees were pro-
vided selected items from this study approximately
one year into their respective training programs. It is
noteworthy that recent studies have shown no sig-
nificant difference in discrimination ability between
properly trained examiners with varying years of ex-

perience [30, 38].

5. Conclusion

Forensic firearms’ examiners have routinely iden-
tified or excluded fired bullets and cartridge cases
with suspect firearms over the past 100+ years. This
research project, involving the comparison of 3,156
fired cartridge cases against each other, empirical-
ly validated the premise that each was identifiable
and unique. An upper limit to a false match proba-
bility for this group of firing pin aperture shear marks
on cartridge cases was conservatively estimated
to be 0.4% based on these findings. Although no
firearm-to-cartridge case identifications were made

in this research, the results support the concept of
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identifying fired cartridge cases to the firearm that
fired. A future avenue for further study could include
having some of these cartridge cases re-examined
blindly as well as subjecting some of these items to
3D surface topography measurements and subse-

quent virtual comparison microscopy.
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