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Abstract

The scientific methodology for forensic examination of
handwriting is based on studying the individual handwriting
features and characteristics that distinguish its writer from
others.

The general qualities and the more detailed ones,
some of which are "static" and refer to pictorical elements,
while others refer to the pen's "dynamic" movement are
investigated. Forensic handwriting experts during their
daily activities are asked to analyse various features, many
of which are suggested by the most prominent authors
(connections, dimensions, proportions, shape, inclination,
line quality, etc.), some of which are measurable, while
others can only be inferred. However, the recent emergence
of digitally captured signature (DCS) technology in the
forensic field, has enabled the expert to analyse and
evaluate new aspects, such as the length of the line. In
the present study, an attempt has been made to study the
line length and its possible uses in forensics handwriting
examination processes. The authors, with different
backgrounds and with different writing styles (Latin alphabet
- Arabic alphabet), have tried to go further than the so far
known study of handwriting for forensic purposes, studying
and comparing the genuine lengths of the signature line
and those that are forged (simulated).

walsiudl

dulys e Loudl bohsll Sliad! jasall dalell domgill saisi
a5e e gilS juai Ll 4,4l &basdl pailasdly wljall

layiSiy bohsdl dolell laally sl jailasdl duwls e
P lgamig dypsai yolic Jlring @Sl lpas ol cus Seads
Julod gl LU el (po bl cduiSauoligal @lal] dS s JI i
0933l 0s8)80 z iy Cus (dsood| pathinl el behsd) dalisdl ciljyll
sl 33 ¢ Jall JSd) ] cole¥l sl : Jin lgia 2zl
209 Y Zliiiwl (Say > § bl LB lpasig «elld Jl log
Ko (Glizdl Jxll & (DCS) o ady bailll gidoil] joehsd cclls
Al @l Job tdio Bnandl ileadl pudiy dulod oo susdl
Ol sluss Job dulya) dolos o iyl sdn $o pibeill Lol
Jol 0l Jlisd! Jlall @ 0l s pand lilac § lainll dilalasialy
W1 dyasu¥l) dalisd) LSO colluly dalisd] olalsdl gad «osalsll
AU oY1 i dgymll dwlal (o asl J1 Gl (sl dasYl -
4885 Jlob¥ &ijlaog dulyy lgold cus dgilizmdl (81,63 dgayl
Balall ellig dssall Oilsbail] ool eyl

Keywords: Forensic document examination, Forgery, Simulation,
Natural variations, Writing characteristics, Digitally captured
signatures, Biometric signatures, Electronic signatures.

Sl ol cadlindl Eluiull (asd due-Gatl elals
58y abhailll oledgdl (U jailas sl oyl
gyt oladod] (& siagull Cladod

[
Production and hosting by NAUSS 1
[=]

* Corresponding Author: Ahmed Gouhar
Email: agoher@nauss.edu.sa
doi: 10.26735/WXIF8532

1658-6794© 2024. AJFSFM. This is an open access article, distributed under the terms of the Creative Commons, Attribution-NonCommercial License.



https://journals.nauss.edu.sa/index.php/AJFSFM
https://nauss.edu.sa/
https://nauss.edu.sa/ar-sa/Arab-Societyn/Pages/about.aspx
https://doi.org/10.26735/WXIF8532
https://crossmark.crossref.org/dialog/?doi=10.26735/WXIF8532&domain=pdf
https://doi.org/10.26735/WXIF8532

Measuring Line Length: A New Signature Feature in Forensic Examination [N/

1. Introduction

The global commercial marketplace increasing-
ly involves the use of contract signatures, including
between parties from different place in the world
and backgrounds, by means of digital signatures.
These certainly include digital signatures made us-
ing tablets, referred to in forensic fields as "Digitally
Captured Signature" (DCS) [1]. DCS is widely re-
ferred to in a variety of terms, including biodynamic
signature, biometric signature, digital handwritten
signature, dynamic signature, handwritten electron-
ic signature, and online signature [2].

This use of signing, besides being very practi-
cal and quick, is also very secure as the inserted
signatures are connected to the document, most
frequently in PDF format, through highly secure en-
cryption processes to make, also, fraudulent trans-
fer of a genuine signature to another document not
possible.

The present study is the consequence of the
difficulty, in measuring the perimeter of an irregu-
lar shape such as that created by a signature. This
Feature has never been reported by examiners who
have dealt with features related to the complexity
of a signature [3-5]. The main difficulties and im-
pediments that prevent the possibility of applying
mathematical and geometric formulas to know the
perimeter of an irregular shape, are connected to
the fact that angles are not always present, a cir-
cumstance that would help the expert to divide the
areas into several polygons or triangles to facilitate
the calculation of the individual sides, since some-
times there are curved stretches alternating, with-
out necessarily changing direction to create angles,
with others that are more linear. A further variable
that can make the work of calculation and measure-
ment even more difficult is the impossibility of mea-
suring the length of overlapping strokes as is the
case of a signature.
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One of the possible solutions hypothesised by
the authors was to use software to measure the
line length of a signature. The quickest method
was to use dedicated and specific software useful
for forensic analysis of DCS [6].

DCSs are graphical representations of a set
of data captured by the combination of signature
solutions. By signature solutions we mean the si-
multaneous interaction between hardware (tablet
and pen) and software useful for capturing (i.e.,
this software only captures data and is not use-
ful for analysing it from a forensic point of view)
data on positioning (on XY Cartesian axes), on
the speed of movement and sampling of the pen
on the tablet, and on the pressure exerted on the
tablet. By calculating the data of progressive pen
placements on the tablet, information on the length
of the signature line can also be easily and quickly
obtained [7].

The authors then used other software (Regula®
Forensic Studio) again for specific forensic use, to
measure traditional pen-on-paper (P&P) signature
lines. All these characteristics, being closely relat-
ed to specific knowledge of only forensic handwrit-
ing experts (FHE) who know the reasons for their
dynamic and not only static occurrence, must be
studied, analysed, and evaluated by them even if
they concern areas that could, erroneously, be as-
sessed by Information Technologies (IT) experts.

The FHE studies the forensic handwriting vari-
ation and the connection, physical and neuromus-
cular between hand and pen.IT experts, differently,
in the process of forensic analysis of a document,
in fact, are called upon to make an opinion only
with reference to the genuineness and non-alter-
ation of the document, but not of the authenticity
of signatures [8].
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Figure 1- Ten genuine signature to be forged in Latin style Figure 2- Ten genuine signature to be forged in Arabic style

(c) (d)
Figure 3- (a): Wacom pad used to capture the signature, (b): Position of the post-it added over the active area,
(c): Position on the bottom side of the active area, (d): Position of the glue part un the top of the active area

2. Material and Method to be forged [4]. The second step was to submit
The first step carried out by the authors was to participants to an anonymous questionnaire and
prepare 10 genuine signatures with "hybrid" mode a consent form. The questionnaire aimed to learn
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about "lay" peoples” perceptions of DCSs and the

difficulty of reproducing the characteristics of signa-
tures to be forged, age, level of schooling, language
spoken, hand used, and confidence with DCS of the
forgers.

After completing the survey, each participant
was given the 10 signatures to be forged five times
each.

The signatures to be simulated were 10 made
with Latin characters and 10 in Arabic with total
number of 100 signatures. The authentic signatures
and all the simulated ones were collected with the
same DCS solution (Hardware: Wacom STU530 -
Software: Namirial FirmaCerta Forensic) to have
similar data that did not need to be subjected to a
"normalization “procedure. The signatures, both au-

Do vou consider Digitally Caplured Signatures
cquivalent to pen & paper signatures?

Question n. 1: (Yes: 15-No. 5)

What do you think about the process of forging a
signature?

Question n. 3: (Very Difficult: 18 - Not Very Difficult:2 -
Very Easy.0 - Easy:0 - Imposible to Realyze:0)
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thentic and simulated, were taken with the "hybrid"
system (H-DCS) by placing a yellow post-it note
over the active part of the signature pad (active
area) and signing with the Bamboo "inking pen"[9].

The authors, therefore had at their disposal both
the traditional version (pen and paper - "P&P") and
the digitally captured version (DCS) of each signa-
ture, for a total of 1.000 signatures (500 “P&P” +
500 “DCS”) simulated. In this way, all the biometric
data, including the length of the visible line and the
in air stroke (IATs) were captured and archived.

In a next step, signature line length was also
studied and measured by Regula® Forensic Stu-
dio software and Regula 4177 digital microscope
on P&P signatures. This procedure was aimed to
have further confirmation of the reliability of the data

Have you ever forged a signature?

Yes

\

Question n. 2: (Yes:5 - No:8 - Do Not Remember:7)

What feature do you think is more difficult to forge of
a signature?

Shape. Spead lengthoftheline  Number of Line Dhimension.
Intersoctions

Question n. 4: (Shape: 14 - Speed: 10 - Length of the
Line:3- Number of Line Intersection: 11 - Dimension:2)
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digitally captured by the signature solution used
(Namirial Firma Certa Forensic) and also to study
whether “line length” can be reliably measured even
in traditional signatures (P&P). In DCS, the software
(Namirial Firma Certa Forensic) performs a 'metric'
count of distances in the X-Y axis of the tablet's ac-
tive area, measuring every 5 milliseconds, in P&P
signature the measurement is performed using and
converting image pixels by the software (Regula®
Forensic Studio).

This circumstance is also useful for forensic
comparisons between DCS and traditional signa-
tures [10].

3. Results and Discussion

The first part of studying the captured data,
involved the questionnaire submitted to the
participants.

As can be seen in the images above, the
results of the anonymous questionnaire submitted
to the lay participants (the term “lay” refers to the
circumstance that the participants were not forensic
experts in handwriting analysis or DCS) were not
always homogeneous and unambiguous.

In contrast to the first question, in which a prev-
alence of “yes” answers could be observed, in the

@ﬁlm '%@mu @Oou

6.6 sec

(a)

second question, i.e. whether or not the participant
interviewed had ever simulated a signature, the
answers were relatively uniform across all three re-
sponse possibilities given to the participants. Uni-
form was the response to the third question in which
almost all participants answered that the process of
forging a signature is "very difficult". In the fourth
question, where it was asked which characteristic
of a signature is most difficult to replicate and forge,
the results were varied and unexpected for the au-
thors.

In the various possibilities given, in fact, "length
of the line" and "size" were the least difficult features
for the interviewees to simulate. The "shape"was
considered the most difficult to forge, and immedi-
ately afterwards the "number of line intersections"
was considered. These results surprised the au-
thors because the "number of line intersections" is
considered by leading and established authors and
forensic handwriting experts as one of the charac-
teristics that allow the expert to evaluate and assign
more or less "complexity" to the handwriting and
signature. The "shape", in fact, is regarded by fo-
rensic experts as a static characteristic that can be
reproduced, more or less easily, by the forger who
focuses his/her attention on it.

Average pressure: 0

Average speed: 0

Average acceleration: ]

Total time: 6.610 sec
Total time on air: 1.590 sec
Strokes: 1

Strokes on air: 10

Stroke length: 266,33 mm
Stroke length on air: 74.02 mm

(b)

Figure 4- Genuine signature - Latin style - (a):Visual feedback of DCS - (b): Some data captured during the realization of

signature.
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_Signature 1 - Latin
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Figure 5- Result of the all-forged signature compared to the
genuine one - Latin style

12.0 sec

(a)

The first signatures compared were those in
which the length of the line was considerable. Pro-
cedure followed for both Latin and Arabic alphabet
signatures.

In the previous and following images (Figures
5 and 6), one can see how the line length data of
the genuine signatures (left red line) was compared
with the five forged signatures for each forger.

Already from the first comparisons, it could be
seen that the "line length" correspondence depend-
ed very much on the individual skills of the forgers

Average pressure: 63.10 %
Average speed: 35.4 mm,sec
Average acceleration: 425.9 mm/sec™2
Total time: 11,996 sec

Total time on air: 9.651 sec
Strokes: 10

Strokes on air: 9

Stroke length: 74.74mm

Stroke length on air: 194, 10 mm

(b)

Figure 6- Génuines Signature - Arabic style - (a): Visual feedback of DCS - (b): Some data captured during the realization

of signature

Signature 20 - Arabic

Road Length

Figure 7- Result of the all-forged signature compared to the genuine one - Arabic style
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("F" in the line below). It was also possible to note
that although the forged signatures were made syn-
chronously and sequentially, some forgers (F1, F3,
F6 of the Latin alphabet signatures. Fig. 5) showed
wide variability in making signatures of the same
line length.

In comparisons of the genuine signatures (N=20)
made with Arabic alphabet, it is possible to note that in
two circumstances, in the opinion of the authors that
happened by mere casualty, the forgers ("F12" and
"F15") forged the signatures by making the line the
same length as the genuine one. In all other cases the
lines were consistently longer than the genuine ones.

1.5 sec

Particularly important and relevant, are the data
arising from comparisons between genuine and
forged signatures made with a particularly short
line (Signature 10 - Latin alphabet). In this com-
parison (Figure 9) it was possible to find that all
forgers made forged signatures with particularly
different line lengths than the genuine ones. This
circumstance was also found to be at odds with
the survey data submitted to forgers in which the
data showed that “line length” was not considered
to be a difficult characteristic to be forged and re-

produced.
Average pressure: 79.30 %
Average speed: 105.7 mm/sec
Average acceleration: 114.2 mmjsec"2
Total time: 1,495 sec
Total time on air: 0.000 sec
Strokes: 1
Strokes on air: 0
Stroke length: 144,73 mm
Stroke length on air: 0.00 mm

(a)

(b)

Figure 8- Signature n. 10 - abbreviated signature without air-stroke with short line - Latin style

Signature 10 - Latin

250 -

ROAD LENGTH

Gemnne 1

Figure 9- Result of the all forged signature n. 10 compared to the genuine one were the

line length is short - Latin style
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4, Conclusion

The acquired data allowed for the first compar-
ison of “line lengths” between genuine and forged
signatures, allowing for a deeper understanding of
this "new" component of the handwriting test.

The results of this study, focused only on the
length of the line and not on other characteris-
tics, has provided confirmations of axioms already
known (also reopening new questions) but also
“new" data regarding a characteristic never "ex-
plored" and studied:

Confirmed axioms and principles:

- The synchronic and simultaneously realized
signatures show similar characteristics due to
neurophysiological automatisms that, just be-
cause they are synchronic, become more dif-
ficult to control - (Are we sure that collecting
known signatures in a single circumstance is a
technically correct choice?).

- The forgers have constantly focused their at-
tention on the pictorial characteristics of gen-
uine signatures without worrying about the
length of the line and other characteristics such
as speed and air-strokes in-air trajectory (IAT)
(characteristics that will be the subject of differ-
ent and further studies).

- There are forgers who, despite being lay peo-
ple, have better skills and predispositions than
others to forge the signature pictorially.

- The study of the length of the line (also called
"Road Length") is a highly personal feature that,
without losing sight of its natural and genuine
variability, deserves attention and deepening.

- Lay forgers have shown more difficulty in pictori-
ally reproducing a signature of short line length.

- The measurement of the "Line Length" can be
performed both on digitally captured signatures
(DCS), as in this preliminary study, but also on
traditional signatures and lines (P&P) -

AJFSFM 2024; Volume 6 Issue (1)

M
1181 mm

Figure 10- Example of line measurement on stroke in P&P
signature

In the list of qualities that characterize "complex-
ity" (i.e. number of changes in direction, numbers of
intersection of the line and so on), we can include,
thanks to the new hardware & software solutions
available, also this “new” feature never analysed
and compared before this study and research.
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