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Abstract

Advancements in smart surveillance and digital
forensics have been significantly influenced by artificial
intelligence (Al), machine learning (ML), and cloud
computing, enabling real-time forensic analysis of
CCTV footage to detect suspicious activities and reduce
reliance on manual monitoring. While these technologies
enhance public safety and policing efficiency, they also
raise important concerns related to privacy, ethics, and
regulation. This study proposes a deep learning-based
forensic framework for real-time detection of suspicious
human activity in CCTV videos, trained without relying on
any external sensors. The model utilizes EfficientNet-B5
for spatial feature extraction and a Vision Transformer
(ViT) that has been adapted to model both spatial and
temporal dependencies between consecutive video
frames. Specifically, the ViT processes frame sequences
as token embeddings, enabling temporal context
learning through self-attention. The EfficientNet-B5, a
convolutional neural network (CNN), functions primarily
as a high-level feature extractor, capturing geometric and
spatial characteristics such as scale variations, aspect
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ratios, and motion-relevant visual patterns from individual
frames. The Binary UCF-Crime dataset is used for training
and validation, with class rebalancing achieved through
data augmentation and weighted loss adjustment to
mitigate class imbalance. Performance is evaluated using
accuracy, precision, F1-score, and AUC metrics, each
averaged across 5-fold cross-validation. The reported
accuracy is obtained through this cross-validation protocol
and benchmarked against baseline models, including
standalone EfficientNet-B5 and traditional machine
learning approaches. The ViT-enhanced model achieves
an accuracy of 87.23%, outperforming the EfficientNet-B5
baseline by a significant margin. To address ethical
concerns, the framework incorporates anonymization of
personal identities and local edge-based processing to
prevent raw data exposure.

il (Binary UCF-Crime) olly degass plasiwl @i
J1a=ig oslild 8ol NS o ©slidd] 3lgi Bale] Gudind mo « Gaillg
udi @i a8g .lia)l ojlei pae dlSie (o Cardsill digjall 8ylusd!
«(Precision) hually «(Accuracy) &80l uglde alasuiwl ela¥l
hawgio i3 @ cu> ((AUC) il d>luwog «(F1 (F1-score dx 539
(5-fold cross-validation) gwlasd! gblaill @asil pe laio JS
gblaill gasill JoSaian JI5 1o Late gl Bl e Joasdl gy
Ef-) z3gai eld § Loy «(Baseline) duuluwdl ziladl lgiijlaog lin
Ayadad) JYI aleill colluly Jdiwll (ficientNet-Bs

e Bodio (8723% gl & (VIT) 3 il zigaill 3dsy
2o Jol=illy Boxle l (EfficientNet-B5) gulwdl zigall
AD-) duasuid] Olge)l clas] dudi byl mony (A3 Golsill
Edge-based) dolsdl e daild)| ddll dxdlzlly (onymization
bl ddo¥l el b =i il (processing

1. Introduction

With the emergence of a surveillance system
era, the combination of artificial intelligence (Al),
and machine learning (ML) have brought such
a revolutionary period in the environment where
law enforcement and safety of the population are
addressed. A combination of these state-of-the-
art technologies has made it possible to detect
suspicious activities or any type of criminal behavior
in real-time through reviewing real-time Closed-
Circuit Television (CCTV) images, and it represents
a paradigm shiftin crime prevention and intervention.
With these emerging technologies constantly
evolving and coming into integration with each other,
the technology possibilities of Al/ML-based CCTV
systems are wide-reaching in their implications
in matters of enabling public safety and law
enforcement. But alongside these innovations there
are concerns of privacy, ethical issues, governance
in a transparent manner, and all these factors need
to be put in place so that the development of these
systems would lead to its responsible introduction
in our highly monitored society. CCTV cameras
have become ubiquitous and an important feature
of modern urban environments, acting as all-

seeing and non-problematic watcher that captures
the fullest character image throughout the day.
However, the manual analysis of uncountable hours
of cameras footage has always posed significant
challenges to law enforcement agencies [1]. The
need of time is safety and security of all individuals
in this century. Use of CCTV surveillance systems
by high-definition cameras have been learned
and implemented in many countries to make their
environment secure. Therefore, automated CCTV
surveillance systems may act as security agents
to determine the behavior of suspicion humans or
intruders basing on the acts they perform in the
previous stages using the CCTV footages a difficult
task [2]. Several types of suspicious activities are
normally detected such as consist of killing, looting,
molestation, and intensive attacks. Act of murder is
an act with an intention of killing a person. Looting
is another activity of stealing property of people
by employing excessive physical strengths and
violence. Molestation is the abuse of sexuality of
individuals (man, woman, and children) without
their will. This is a horrific criminal act which
demonstrates significant implications. Violent fights
are unlawful struggles of an individual on another
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one to acquire something or to hurt others [3-5].
Detecting suspicious activities and prevention
with deep learning is a catchy system. There are
numerous law enforcement entities countries around
the world are testing deep learning systems in order
to protect the populace. The unusual operations
are predictable and in need of high-volume data
processing that reveals the suspicious patterns that
are informative to a law enforcement department. In
other cases, suspicious activity is not reported due
to external influences by all verticals of the society.

In this paper, a deep learning-based CCTV camera
footage model is proposed in order to detect and
prevent suspicious activities. The real-world CCTV
surveillance system is designed by implementing the
EfficientNet-B5-based deep learning model to detect
suspicious activities using the vision transformer (ViT)
and extract the high-level features from input streams
and detect suspicious activities.

2. Literature Review

Suspicious activities detection system is aimed at
predicting and preventing the suspicious or abnormal
(criminal) activities. Whereas, the traditional non-deep
learning methods are good but they work in isolation.
It would therefore be an enormous benefit to have a
machine that can incorporate the relevant features
of traditional methods. A study [6] has applied deep
learning to Suspicious Activity Recognition (SAR)
systems of the CCTV surveillance in order to minimize
the manual monitoring. They employed a variety of
models, such as CNN, LSTM-VGG16, ResNet50, and
DenseNet121 and measured on the basis of Precision,
Recall, and Accuracy.

LSTM+DenseNet121
registering 91.17% accuracy in

performed the best
identifying
suspicious activities. However, the limitation involves
false alarms, occlusion, intrusion of privacy, and
scarcity of contextual knowledge. In [7], the authors
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have presented a deep learning-based Super-
Resolution method to enhance face recognition
of a surveillance video in criminal investigations.
The authors used the neural network Very-Deep
Super-Resolution (VDSR) to upgrade the video-
based extracted low-resolution facial images. The
model was trained using the CelebA dataset and
tested on QMUL-SurvFace improving the PSNR by
7% and increasing SSIM by 3%. Most significantly,
an improved resolution increased face recognition
accuracy by 45.7%, yet there are difficulties with
processing low-quality inputs of the most extreme
content and with issues of different lighting sources.
Another study [8], considered past developments
in intelligent watchdogs to detect crimes by making
use of real-time CCTV via machine learning. The
paper covers the topic of object recognition, frames
prioritization, and crime identification methods
concerning such algorithms as YOLO and their
corresponding training datasets.

It underlines the necessity of automated systems
to categorize criminal actions and provide an alarm
to emergency services. Despite the prospects,
current methods remain limited in aspects of real-
time processing, the size of data and maintaining high
precision in a wide range of crime situations. A study
[9], proposed a new deep learning-based surveillance
scheme aimed at increasing object recognition,
anomaly detection, and privacy. The test hybrid model
presented a high-priced basin of 97.5%, recalling
96.3%, and F1-score 96.9%, surpassing noteworthy
evaluations, such as YOLOVS5, faster R-CNN, and SSS.

The system worked efficiently in recognizing
unauthorized entries, suspect objects and threats with
a latency of 15 ms and 96.7% real-time accuracy.

Although the system is successful, it has been
challenged on scalability, ethics of data processing,
and the trade-off between privacy and the effect of
surveillance in real time. Another study [10], proposed
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Table 1- Summary of previous work on surveillance systems and CCTV footage.

#Reference = Model(s) Used Achieved Accuracy Methodology Dataset (if mentioned)
Deep learning models
[6] VGSTGI\LRLeSSTNl\g_BO 91.17% evaluated for Suspicious i
DenéeNet121 " (LSTM+DenseNet121)  Activity Recognition (SAR) to
reduce manual monitoring
45.7% (face Super-resolution .
[7] \S/BSEr-(F\?/eGSrso/IEtieoenF; recognition), PSNR enhancement of low-quality Cel%ﬁﬁ/gﬁg)&é};\tﬂ)UL'
P 7%, SSIM 3% surveillance face images
- Crime detection using real-
[8] YOLO\/gQ;ﬂ?C'f'ed Not quantified time CCTV and ML for object -
recognition & alerting
Real-time object detection
[9] YOLOv5 Not quantified with YOLO format dataset -
prep and fine-tuning
YOLO (with Crime detection/prevention
[10] transfer learning & Not quantified using deep Ieammg V\.”th -
augmentation) lighting/camera variation

handling

a CCTV surveillance system using Al and machine
learning among other technologies to address the
shortcoming of manual surveillance, including time
and human error. The system also utilizes real-time
analysis of videos to detect abnormal behavior,
control crowds and identify patterns, providing
immediate threats alerts. It brings out the necessity
of high-level infrastructure and data to manage the
good implementation. Although it has great potential,
this method implicates ethical issues, particularly
concerning cybersecurity and privacy of data and
proper utilization of surveillance devices.

In [11], authors used deep learning and CCTV
by leveraging the YOLO object detection model to
enhance crime identification and crime prevention.
The suggested YOLO-based framework portrayed
real-time detection and categorization of dangerous
violations, such as vandalism and theft, as well
as effective execution of different illumination
and camera settings. Processes that increased
generalization were added, including transfer
learning and data augmentation. Notwithstanding

scalability and pace, the system has issues of
privacy, moral aspects, and high-performance
hardware requirements. Table 1 (Summary of
Previous Work on Surveillance system and CCTV
Footage) summaries the background studies with
achieved accuracies.

3. Materials and Methods

The proposed method is aimed at identifying
harmful human actions in closed-circuit television
(CCTV) video using only the video without external
sensors. The model acts on video feeds and detects
any anomalous activity (e.g., theft, burglary, or
assault), thus pushing an urgent message to security
personnel. The framework utilizes the powerful
spatial features of the EfficientNet-B5 and the ability
to model the long-term temporal dependencies and
contextual dependence of the Vision Transformer
(ViT) to generate accurate detection of anomalies
in videos.

3.1. Video Preprocessing
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~ UCF-Crime dataset Video Pre-Processing
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Suspicious Activity Detecion

Figure 1- Block diagram of the proposed suspicious activity detection framework using the UCF-Crime dataset, including video
pre-processing, feature extraction with EfficientNet-B5, and classification using Vision Transformer (ViT).

The CCTV videos are pre-processed by split
into a constant number of frames per second. We
sample in 30 frames per second experiments, so a
60 second video has 1800 frames. The UCF-Crime
binary dataset videos can be classified as normal
or abnormal (amalgamating 13 anomaly situations:
abuse, arrest, arson, assault, burglary, explosion,
fighting, robbery, road accident, shooting, shoplifting,
vandalism, and others), as shown in Figure 1. To
reduce computation expense and cut down on the
absorption of data, we extract concentrated bags of
frames with abnormal activities parameters to focus
on the informative parts.

The videos will be cut and divided into fixed
sized video clips, and unnecessary frames
containing uninformative motion of the video will
be discarded. This strategy enhances the capability
of the system to discriminate against suspicious
events by ensuring highest information density of
the training samples. Normal data augmentation
(such as random cropping, flipping, adjustments in
brightness) is used to make the data more variable

and eliminate overfitting.

3.2. EfficientNet-B5: Spatial Feature Extraction
EfficientNet-B5, a CNN that favors accuracy-

to-complexity trade-offs, is used to extract spatial

and visual features of each of the input frames.
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To pre-train the model with a transfer learning
EfficientNet-B5 is
ImageNet to initialize parameters and subsequently

approach, first trained on
fine-tuned using UCF-Crime dataset. The input
frames resized to 240 x 240 x 3 are then passed
through the convolutional and pooling layers of
the EfficientNet-B5, which generates deep spatial
feature maps. They are rearranged into a 4-D
tensor (n x h x w x ¢) and forwarded to the Vision

Transformer (ViT) to model time.

3.3. Vision Transformer (ViT): Temporal and
Contextual Modeling

Although CNNs are very effective at learning
spatial patterns, they struggle to learn effects of
long-range temporal dependencies. Where the
Vision Transformer is different is that it circumvents
this shortcoming by viewing the series of frames as
a collection of patches, which are, in effect, tokens in
Natural Language Processing. The representation
of every patch is enhanced by positional
embeddings, and as a consequence, ViT can learn
spatial-temporal relationships between frames.
Self-attention layers with multiple heads extract
the motion dynamics and contextual dependencies
and perform the idea distinction between normal
and abnormal patterns within activity, successfully

recognizing them.
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Table 2- Total number of video for binary dataset

Anomalies Binary Videos Anomalies Binary Videos
Abuse 50 Road Accident 150
Arrest 50 Robbery 150
Arson 50 Shooting 50
Assault 50 Shoplifting 50

Burglary 100 Stealing 100
Explosion 50 Vandalism 50
Fighting 50 Normal 950

Total 400 Total 1500

Table 3- Evaluation results of the proposed models using 5-fold cross-validation.

Model Fold Accuracy Precision F1 Score AUC
EfficientNet B5 Fold 1 85.80185553 85.80185553 85.80185553 85.80185553
EfficientNet B5 Fold 2 85.90954274 85.91549296 85.90837545 85.90954274
EfficientNet B5 Fold 3 86.05864811 86.06462303 86.05749317 86.05864811
EfficientNet B5 Fold 4 86.21603711 86.21603711 86.21603711 86.21603711
EfficientNet B5 Fold 5 85.89297548 85.89892295 85.89180681 85.89297548

Vision Transformer (ViT) Fold 1 87.25977469
Vision Transformer (ViT) Fold 2 87.3674619
Vision Transformer (ViT) Fold 3 87.17693837
Vision Transformer (ViT) Fold 4 87.06096753

87.25977469
87.37365369
87.17693837
87.06096753

87.25977469 87.25977469

87.36641538 87.3674619
87.17693837 87.17693837

87.06096753 87.06096753

The output of ViT is flattened and topped with fully
connected batch-normalization (BN) and a RelLU
activation layer. The binary classification (normal
vs. abnormal) objective uses a sigmoid activation
on the output that is optimized using binary cross-
entropy loss.

3.4. Training Strategy

The specified model was trained on the Binary
UCF-Crime dataset with 5-fold cross-validation
to ensure such robustness and generalizability.
It divided the dataset into training and testing
sets of 80% and 20%, respectively, which is in
line with similar researches. Learning rate, batch

size, and dropout are hyperparameters that were
tuned using experiments so as to avoid overfitting.
The measurement of the model was precision,
accuracy, F1-score, AUC, and precision, as well
as a confusion matrix (TP, TN, FP, FN). The total
number of videos per-class in the Binary dataset
described in the Table 2 (Total number of Video
for Binary Dataset). Once trained, the system
can process live CCTV streams by segmenting
the incoming frames, extracting spatial features
using EfficientNet-B5, and analyzing temporal
dependencies with ViT. When an abnormal activity
was detected, the system triggers animmediate alert

AJFSFM 2026; Volume 8 Special Issue (ASFSFM 2025)
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Comparison of Key Metrics
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Figure 2- Comparison of key performance metrics (Precision, F1-score, and AUC) for the base

models EfficientNet-B5 and Vision Transformer.

to security personnel. The architecture is optimized
for high throughput, making it suitable for real-time
surveillance applications. The model is trained using
a binary cross-entropy loss and the model is tested
on the standard classification metrics like accuracy,
precision, recall, AUC, and F1-score.

4. Results

Evaluation of the proposed model was carried out
on dataset UCF-Crime divided into two categories
namely binary classification. To guarantee the
stability and applicability of the model, 5 folds cross-
validation method was used. EfficientNet-B5 and
Vision Transformer (ViT) were two models of Deep
learning used. The metrics of standard performance
would be applied to evaluate performance such
as accuracy, precision, F1-score, AUC, as well as
confusion matrix True Positives (TP), True Negatives
(TN), False Positives (FP), and False Negatives
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(FN). EfficientNet-B5 showed similar results in
all five folds with average accuracy of 85.97%,
precision of 85.97%, F1-score of 85.97%, and AUC
of 85.97%. Comparatively, the Vision Transformer
performed better than the EfficientNet-B5 with an
average of 87.23% accuracy, precision of 87.2%, F1-
score of 87.23%, and AUC of 87.23%, as provided
in the Table 3 (Evaluation Results of the Proposed
Model Using 5-Fold Cross-Validation) and shown in
Figure 2. Also, VIT displayed higher values of TP
and TN as well as lesser FP and FN implying better
classification of both normal and abnormal events.

The proposed model was compared with some
of the conventional and modern-day models
such as SVM, AuroEncD, MIL, TSN, and UGD-
KN particularly the ViT model that significantly
surpassed all other models upon benchmarking, as
shown in Figure 3. SVM and UGD-KN maintained
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Model Accuracy Comparison
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Figure 3- Comparison of classification accuracy (%) across different models, including EfficientNet-B5, Vision

Transformer, SVM, Autoencoder, MIL, TSN, and UGD-XN.

Table 4- Models accuracy comparison summary

Models Accuracy
EfficientNet B5 85.9
(Vision Transformer (VIiT 87.2
SVM 79.5
AuroEncd 78.7
MIL 74.3
TSN 76.1

an average accuracy of 79.5%, 80.00% respectively
with other algorithms such as MIL and TSN still
trailing behind with 74.3% and 76.1% accordingly,
as provided in the Table 4.

5. Discussion

The experimental findings indicate the superiority
of the proposed deep learning architecture of real-
time recognition of abnormal activities in CCTV

surveillance streams. Vision Transformer (ViT),
featuring attention-based framework, showed
enhanced performance in terms of long-range
spatial, contextual relations across video frames
resulting in better performance (detection accuracy)
than the convolution-based EfficientNet B5 model.
The output of the models is consistent across
folds and had significant improvements over
classical algorithms such as SVM and MIL verify
the practicability of using the current deep learning
architectures on the tasks of surveillance. Moreover,
a very low false positive and false negative of ViT
imply that it is neither inaccurate nor unreliable in the
parse of reducing false alarms and threats. Along
with the great performance, the Vision Transformer
necessitates greater computer resources in terms
of both training and inference. This trade-off ought
to be sought in practice, when the deployment
environment does not support much hardware. Still,

AJFSFM 2026; Volume 8 Special Issue (ASFSFM 2025)
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its capacity to handle the surveillance tracks in real
time and warn of suspicious actions proves the high
potential of this system to be applied in practice in
smart surveillance and monitoring of general safety.

6. Conclusion

In this paper, we presented a hybrid deep
based on EfficientNet-B5 and
Vision Transformer (ViT) in a joint effort to improve

learning model

the autonomous detection of abnormal activities
in CCTV footage. The model can detect and label
suspicious behaviors in real time and only with video
information. By extensive testing on the Binary UCF-
Crime dataset, the ViT model performed better, with
regard to all the performance measures, suggesting
that it is efficient in comprehending the spatial and
temporal information that is present in surveillance
streams. Though costly in resources, precision and
low false alarm rates demonstrate the potential
of VIiT in real-world application in smart security

monitoring applications.
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