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Abstract

Recently, Egypt has been enhancing its cybersecuri-
ty legislation to counter the increasing digital threats. This
includes the enactment of the Personal Data Protection
Law and the Information Technology Crimes Law, reflect-
ing Egypt’s commitment to combating cybercrime and
generally protecting data.

This study delves into the influence of these legal
advancements on the judicial system, covering multiple
facets. Cybersecurity laws establish a legal framework
for punishing those responsible for cybercrimes and bol-
ster capabilities in investigating and collecting digital ev-
idence. Furthermore, the new legislation facilitates effec-
tive security measures for safeguarding sensitive data.

This study has reached several conclusions, includ-
ing that digital transformation in the judicial and security
systems has become inevitable. It is now essential for the
Egyptian legislator to keep pace with this development.
Furthermore, the substantive and procedural legislative
framework is not aligned with the advancements in the
judicial system and conflicts with established legal prin-
ciples, such as the principle of public hearings.

We also reached several recommendations, including
the necessity for the legislator to intervene by enacting a
special law on artificial intelligence that includes modern
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substantive and procedural rules to address the exception-
al nature of the challenges posed using this technology.
Additionally, there is a need to strengthen international se-
curity and judicial cooperation in the field of cybersecurity

due to the exceptional nature of these cross-border crimes.
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