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Abstract welsiud!

This study examines the analysis of the digital
fingerprint using artificial intelligence as one of the effective
technological pillars for keeping pace with contemporary
security challenges, analyzing the crime scene, and
identifying forensic evidence, particularly in light of the rise
of cybercrimes and their complexities, such as electronic
intrusions, financial fraud, and identity theft. It highlights
how the digital fingerprint—represented in unique data
such as the IP address, digital device fingerprints, and
browser logs—contributes to tracking unlawful activities
and accurately identifying offenders, in addition to
messages and digital evidence stored on various digital
devices at the crime scene, whether purely forensic or
digitally associated. This, in turn, enhances the efficiency of
criminal investigations and accelerates judicial procedures
by providing digital evidence admissible for judicial proof.

The study sheds light on the role of artificial intelligence
in developing mechanisms for integrating digital fingerprints
with biometric fingerprints (such as biological and voice
prints), which enhances the accuracy of digital evidence
analysis and strengthens the ability to detect complex
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criminal patterns, such as the financing of terrorism or
organized financial crimes. It also discusses the legal
issues related to the legitimacy of using such evidence
in courts, emphasizing the necessity of developing
legislative frameworks that keep pace with technological
advancement and ensure individuals’ rights to privacy.

The study relies on a descriptive approach to analyze
fundamental concepts and digital fingerprint technologies.
It recommends strengthening cooperation among states to
confront transnational crimes, adopting integrated security
policies that support the documentation of digital evidence and
protect it from tampering, in addition to training security and
judicial personnel on the use of advanced technological tools.
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Generating an approximate 3D model of the suspect’s face with a high degree of accuracy

Al-Based Facial Reconstruction
Match Score: 08.7% (95% CI: 94, 8% 971%)

Figure X: Al-Based Facial Reconstruction

Biometric Biometric Fingerprint
Match: 96.7%
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Figure Y: Biometric Fingerprint Match
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Figure 2

The role of artificial intelligence in improving the accuracy of biometric and biological fingerprint recognition.
Updated Chart: Al Applications in Digital Forensics

Generative Al for Reconstructing Digital & Forensic Fingerprints

Blockchain for Evidence Integrity

Cryptographic Analysis

Al Applications

Facial & Image Recognition

Automated Data Analysis

Ola> 3398 (0 332 las fdlailo yé elixl o dgx>gl slasYl
ol § G Gl of adle il &on wasi Lo el
.(Horsman, & Igbal, E 2025) sl gy slicad]

J& dhoe § yondi @Bg «Budsll duoll LLad) gus! do
& al3al) WYl pazy oadis Lall o sas (s shuwl (dale
3ylin dyylagy Wloay Lldyg &84l wlpelS clld (ag (@80l
Bogar Beloy dondi Gladl gt wasd (9 dygmo (3ddxll dxlgg
G @l JI a8Ladl caxrgll ode zadg pace gl Juonud
il § cuoasdl diame dmhd e degdyll olaad! §

olyan Jasi JII padill Giadl Jdoll Basg cleail @ig
ssall i Olehles cwasinl cus (elibhodl oSUl
axofl Juoldi 8sleiwy (AI-based Facial Reconstruction)
gl Gyl sl=y¥l M zdgai adlgi pid cddigdd] lhalll oo
8y ISy zdge 98 S ((gjlodlig ddle @ilhai dr yuy 4y il
Augddl elicn slndily 2017 (§ ¢ yewshy cilw 9o yndi 85 (1)
daadl ddlns il dsisain 2025 il - olul Coir § o
«grogull badl guusdy Gloyles dhwly Wi d>guall
& wod iy «(Biometric Pattern Enhancement)
duibg wlily dacld go lgiiyldag didd dday wleldfl Jlaiwl
Godi 880y 4y aiddl dyga AN su> (el 6 (10 ST asig
asle Al G s £ ke Loty B sal 1ol i (%98

Data Recovery & Carving

Deepfake Detection

NLP

ped) &l ydl il ol Clagyylisw BSIl pasidd (Sl §
Glogl e 2l pay dddis y0 Aol > of gl Wl
tdie (aBMST Gobiwe i Cliddl sda (8 (i3 mog hlud]
Sl Jdss e duogasd] Wlgil of dang Dol eli] (Kol
Al
BelaS g § ducoi A gudolll elibhod e8I Jiasg
Lladll @ @bl J>lpe JAs dyiogud] laadl dleldg
Ul Bager @) § Wil pagusss > £ Ul esalgndla dilinl
of Badws dilage Bgyb § i (a1 a8y lallodg & iassd!
KU Slapsles SIS (108 &l daadl 03id of 3pai Jb- &
(gl ax ol yo0 guad A oSay WY plsig Lelihol
i doguall of Al pé mlo¥l Olovy Bogr iy
Lo «dB8a| Liadsuia lywlS Mo (10 89 ol zwodle Balsiulg
lasle slazedl ooy a8 ol poMsiwl § Giodl] G55 aslud
oo do il dead) Gjia oliddl sia mews LS
& yogull Glilul acled § clonud! Gudle 2o doyydl Z s
S8 Glas] dedoriy dogess G Cuud puadl 2o (glod JU>
83 oS ccilymatl] of Eild] olaxs Badsll YLad bo
40 zilai ey of &roland! Olawdl Gy Jdos elibodl

AJSS 2025; Volume 41 Issue (2)



IRl 2eod 1 dolind] oYl iy dag ol 7 o Judod) &yas> oW : elibo¥l 8l dxad Il dnadl gy Lol

dailsdl .4
oelihod) e8I olidy dogens dsadyll daadl cowol
cuagul s dgially dlnd! @bl yohi § duwlul 548
il elow (@il @is oWl § deei dldi elas! §
4adyll JUY @i S (08 a8l sluiedl ©ld dadad! of
eliy Bole] ooy croadind] OlSymiy oludl blail Julsig
el pe Gladll oldyl dleld jisi lao @By dogydl sluo
JY pledl olidi jydy ledss may dgise dudy Ao
lgall woy Lo &l dabi¥l 508 donddll wlilul Julsig
Balely Jy coolrdl Jaluldl duiilly dxasdl blaillly dualyidyl
Al 2oy Budws of Bidi wliy & dagyadl Slagylisw sl
Jusdl ol Gl dhg)lly seasd) Splell il wdsi
leilhad wohi duiallly diladll wleadl S B wly «adyl
Ulae @iy sohill lia Slel) Auidilly dumypidlly & sl

SU Jedoxilly dadll B e 306 354

Bl go sae JI awldl J3s oo coldl Jogi adg
lgaal eilussily
L

daadly selibodl elS3I gy Jolsill of J! duwlyll cdogs
& Ueoi domi o (dysingy of duedy cilST elgus «apa)l
ool 3lai] Bl ofe 3]« Slndl Julodlly @t cadlaod
olaydly &ilyuud! @il Logas dudsll @ildl 0gd oo
JA o cdyaddad] §yhall Godi Belasg dds dxyny ¢ o sTY
2Bl ru auSolud! bylg ! blutwlg dahill yé il Julos
dais) pul> Gl Jodo Jl ded )l daadl Lig>dg «pgy anidnlly
Bl iy LS .cladll plol @5gll iy Blsdl aas § aule
o Sall @ikl § duelais Oedd) gylsiuwdl Jdodl danl
il S ST § 8999 « Jalail] a9l ] Al
Slasdl ge Al cads g § el goll clyagis
(ayslas sasiy dwd | oYl Basy gl dusy il dudd]
lgsl yobi yie Lajglad § Lelibo¥l SVl pauwl WS i jably
A 200 g3y 3l Lendusd 2y ULl gls il 483
e 8548 guol Lelibodl cSUl oi plisdl § zSlidl] wasiy
Ol e 33l @iledl oo wikIly dua 3l blaidl Juls
054 duelyin] A& oy J12a)) adbioi olg (iYW dalkll

“ woe

gga.&:g dbgigeg 488 yiST duady dslis dlae

S gl S 1ahi b fdddasll dudiiy huhsa iY@ icly
Qi § dawls oild J ddgms Aol AT Jigss § elibodl
.(Casey, E. 2025) day j=J

Olaad! o JO diyliatly &,Lﬁ.'l oyl oWi 4 2 .3
Lladtly Calgsdl & (p 300) gl docsg dsad Mg &y yiogus]
iglaly dglasy

duadl WY e degame e ddasllg duio¥ 8ja> Y daiss
S Aol (a4 lly & yiogud! Glaadl ddylheg oy § deaddll
wasy Lagdy Bl ailally Glasdl ULas & Gl Gl
Jouxd! Jaidsl 089 ((Evarts. H. 2024) & yoged! claadl
Ayl o Jl ol e @il

%9 L“,.cl.:.b..ail S8 oliubs v ddeld dx o 5.2.3
duad I Aslisl Y

Jlowe & &lell o ddle dopy elibodl SUI giany
Giliseay Olaadly gl oYl el 3slely duad I ddlindl oY
Jeloadl @laudss adeld Jai cdwnd )l DY Jlro L Leclai
%959 %85 (1 Z ol U dsdiy Wlgiuwe J! dasuall ol J3I
lpasy do¥l hyyg 4asdl blai¥l @lius! Jle lgind Jady
:ie) dsad )l claadl el Bolel Jlno & Lol . 36859 @y Sy
oS3l dudeld y3as ((aad | ASoludl daadl of maadl locy
dole] gidniuy cus> %90 - %80 wiyldy Loy ool ggub,osu
Glaples e 13lazel i d>guall of dagddl claad! cly
(Ahmed et al., 2022) didd| Zzilaily Grasl! pledl

woally dxgll daay 1 Jis (dyriogudl Olaadl gl ladg
Olidl Logasy elihodl cSUl dahil o8 (dejally
G¥ame @85 «(Deep Neural Networks) ddasll duwas=]|
Goyb Jb 9 i «adyllly =il $ %98 - %95 J! Juai dds
olaadl by dalel Lol .adlio yé youai blg) of ddums Bels]
claadl of (DNA) goodl gaasdl Jdoi :dio cdgreloud!
Judedll @ildas @ § elibodl S seluw 488 Ayl
899l el wliye Jud>ig (Genome Sequencing) (il
A3 lehyyg dsell wasd § %90 a5 auleld JI by Jiu
(Al Awadhi & Fadhel, 2023) {(Budowle et al., 2020) dsalll
(2) 8y JSadl § 4! slise g oS

AJSS 2025; Volume 41 Issue (2)



- SUlejubile BB

latl oylai ye zladyl
By9ull aall Zlall § iyl i af e aif WL ey

ol Jusad e zladyl

o 00 Ao dmin o Bl ) sodeil] el ol WA s
7 Oluswdll of (sl of AogSodl wlelbdll § Jysal dg>
Al
g=IAl
dy =t 2>l

(Gl olidl & bayess dsilyell daadl (2020) lo oy csasi
58 o (408225 cduale FUT Ao

GWadly poedll igilwadl godl (2021) Bagy (el
o (3l dmols (iyll Sbldal Sl celdhilly
66 (o (18 393ldlg duwluwd] pols]

(Glsdl Ol § esg dlysll daadl (2024) aasi « Jasdl
dglindl Ggoull egdll S, cAdliod] dpoodl] Al
85 (o «(3E M6 5 (3,08l (duclaixlg

& &ol=ll 0¥y laadl yos (2014) 7l alel (dads ol
(B s o y¥l) b (Glsdl el

$09 &l yud| Cijod! (2022) s duondl due s gLy
Azl 48 doe (Gluwd¥l Joll osildl] 2o laiecdo
33 yo cdydgmud] dgy=tl dlall (@il dmals (daki¥ly

Sl Oldas d8lKs § digasd] oliddl (2024) .Gl « Kol
o=aladl S s (Bl il

Sl & LolaiSl jo0 (2023) .Jlax dogel colondl e
Jowl palll 1aigll) Lad I ol - &lyell daad! (il
107 go (i dmols ((aildllg Ler ol giSil ol

& laterlos Juwg dgilyad] sbISI (2023) 350l cpabasll wie
&) AWl (oeildly dypidl Ale plall Joul oildll
124 4o (35

ool (2024) 4l we samo (il lagle Wi izl
laglell po¥ juaill 3850 « AU (1 (5 puns dsely Ciloglell

oldyl & a9 &1ad )l daad] (2021) .y Sgae «alll 78
amoldl ol Sl (dijde ddudy dwlp il
.33 yo Bagasdl

889 ol iyl § dad ) &a¥l slaiel (2024) oanll cpunld
2l podl Bugyer wydi gAY il a8Ko ooild)
https://www.youm7com/story/2024/10/10 4 yll

Oluogdl

AlolSia duibg dusl doghio cliigl dwhall gosi
Gugi celihodl KUl 4wed)l olaadl Judsd
casilly S8l woyl & peildl dlai] sieal pes JI
S elis] A o (Jlandl Giily (gylsuiwl
(AI Security Fusion Center) a3-gs dwnl sldac
Olorwg 4 yogudly dead )l wlaad! wlily gy zow
uae qlai Glojplosy Jamys csigrslyl @il
Olagagdly 5idly &l bla¥l Jdsd Jle 550
& Ay pohi il oWl Jeaddy leegde Jd
Real-Time) )99 Jul>3 dabil Lo waisi Linde duad)
Olldl &jpw e By golsdl piw"g (Forensics
S wlgal e adladlly dua¥l ol Cyyaig
Laasis Oleyydd elisly « il Jdoilly (elibodl
Lot oy &y yiogsdly dead | Wa¥l alasiul phi
Ulaslls JBoll go¥l iy Jolll Giny Loy gl
olaydly &l yuwdl @iladl dg>lge 9 dad)l &Sl
Jossdl

syl 303 | Gyloialy § davasis Olasg sli] o
da AT Cusy (Gy0pd Jol dAbyddl jShe Jshs
(lily Mooy «dgadyl dglind] BoY § elys lasoll
(ilaso 3008 )1 83e W (amed Lo )08 «phii guaigag
copsdlly yoall ad | Judodly cdgipd] Aol Jdoas
ol oSass elibodl c8AL dud )l Olll Julsds
gadig dgilindl LAY § dyed Aol pyadl § lda weluy
woVWsiiwly dakall Adledl Bl @8 auddl
of Wo¥l elud 4od o Sy Law (lgild AUl § &oYl
eleatwly @dodl yalgl slas] & & s <lady i

oleha! i dbas dwd) ddlis oleyyds gohi o
by cdyyiagudly duad )l wlaad! pyadig Julsdg gax
@13 cdgll § Lasyg celadll plol lglegsdn ady
& mwoll go soax Mo o8N dud )l duogasdl
3y zudly eild Hlbl g9 Ggs WYl sin plasdl
cdaSlolly JYaiwdly daindll Jolo & fed syleo
Chain of Cus-) dwad JI Basdl dluduy al30¥) (rodyg
Loy ceMdl pae (el LUl (tody

AJSS 2025; Volume 41 Issue (2)



DTN dund )l agilind| Ao3) puaannis dag sl 7 puso Jaloed) digas Sl e libodl lSilly duadyl daad] gy JolsHl

ference in Computing Systems, Glasgow, Scotland,
UKk, pp. 1-12.

Deepfake forensics in the era of generative AI: Detec-
tion and counter-generation. ACM Transactions on
Mul-timedia Computing, 20(2), 1-21.

Digital forensics and generative AI in GCC security
frameworks: Areview. Arab Journal of Information
Secu-rity, 5(2), 71-89.

EncroChat and the future of digital forensics in Eu-
rope. Journal of Law, Technology and Policy, 14(1),
88-112.

European Union Agency for Cybersecurity (ENISA).
(2024).

Evarts, H. (2024, January 10). AI discovers that not
every fingerprint is unique. ScienceDaily. Re-
trieved from https://www.sciencedaily.com/releas-
€s/2024/01/240110120225.htmScienceDaily

Evarts, H. (2024, January 10). AI Discovers That Not Ev-
ery Fingerprint Is Unique. Columbia Engineering.
Re-trieved from https:/www.engineering.colum-
bia.edu/about/news/ai-discovers-not-every-finger-
print-uniqueColumbia Engineering

Farber, S. (2025). Al as a decision support tool in fo-
rensic image analysis: A pilot study on integrating
large language models into crime scene investiga-
tion workflows. Journal of Forensic Sciences, 70(5),
932-943. https://doi.org/10.1111/1556-4029.70035PM
C+1University of Haifa+1

Farber, S. (2025). Al as a decision support tool in fo-
rensic image analysis: A pilot study on integrating
large language models into crime scene investiga-
tion workflows. Journal of Forensic Sciences, 70(5),
932-943. https://doi.org/10.1111/1556-4029.70035

Generative AI in cybercrime investigations: Trends,
techniques, and ethical dilemmas. Computers &
Securi-ty, 132, 103225.

Guo, G., et al. (2024). AI Discovers That Not Every Fin-
gerprint Is Unique. Columbia Engineering. Re-
trieved from https://www.engineering.columbia.
edu/about/news/ai-discovers-not-every-finger-
print-uniqueelectropages.com+2Columbia  Engi-

neering+2Criminal Legal News+2

AJSS 2025; Volume 41 Issue (2)

https:/fwww. : JWI g xsI¥ 28oll JUS- (o Webster (ugald
.14/3/2024 28411 83l j 7, merriam-webster.com

a9 dlizdl Olaad! (2024) .Esae sl JLAST (olos,S
digildll Clulll e (pSowe Cioy oyl Zywn §
63 (o (48010 p dyolaiddly

wolio e9b § ilywad! (oYl (2023) il e diol caams
ol lwlydl &S dme (Jo¥l adnll cdsy il
54 o (378 Np «dyyaiSwBl (duy=lly

Y ad Il ol de (2021) > dolual (g amma
Ao (dijlde ddedod dwlyy ddloglell @iled) Sl
Sold)] gl

EWPR PR

Ahmed, M., Islam, M. R., & Kabir, M. (2022). Generative
adversarial networks (GANs) in forensic science:
Re-constructing missing and damaged digital ev-
idence. Forensic Science International: Digital
Investiga-tion, 41, 301429. https://doi.org/10.1016/j.
fsidi.2022.301429

Al governance in cybersecurity: Principles for manag-
ing generative Al risks. Geneva: WEE

Al Awadhi, A., & Fadhel, E(2023). Artificial intelligence
in forensic science: Applications, challenges, and
fu-ture directions. Forensic Science Internation-
al: Synergy, 8, 100266. https://doi.org/10.1016/].
fsisyn.2023.100266

B.G.B., & QL. (2024). Artificial Intelligence in Social
Media Forensics: A Comprehensive Survey and
Analysis. Electronics, 13(9), 1671. https://www.
mdpi.com/2079-9292/13/9/1671MDPI

Budowle, B., Schmedes, S. E., & Wendt, E R. (2020).
Advances in forensic DNA analysis using machine
learning and AI. Forensic Science International:
Genetics, 48, 102336. https://doi.org/10.1016/j.fsi-
£en.2020.102336

Casey, E. (2025). Digital evidence and computer crime:
Forensic science, computers, and the internet (4th
ed.). Academic Press.

Chen, L., & Kumar, V. (2024).

CHI. (2019). Proceedings of the Human Factors Con-




o S I 200

forensics and cyber crime. Springer. https://doi.
01g/10.1007/978-3-030-54809-9

Schulz, M., & Gerlach, T. (2023). EncroChat and the ad-
missibility of digital evidence in criminal trials: A
Ger-man perspective. European Criminal Law Re-
view, 13(1), 45-62.

Torres, M., & Al Jameel, M. (2025).

U.S. Attorney’s Office, Middle District of Florida. (2025,
February 11). The California teenager sentenced to
48 months for nationwide swatting spree. https://
www.justice.gov/usao-mdfl/pr/california-teen-
ager-sentenced-48-months-nationwide-swat-
ting-spree

Wyzykowski, A. B. V., & Jain, A. K. (2023). A universal
latent fingerprint enhancer using transformers.
arXiv preprint arXiv:2306.00231. https://arxiv.org/
abs/2306.00231arXiv

Yoon, S., Feng, J., & Jain, A. K. (2020). Deep learn-
ing-based latent fingerprint matching: Recent
progress. IEEE Transactions on Information Foren-
sics and Security, 15, 3620-3634.

Horsman, G., & Igbal, E (2025). Artificial intelligence
and the investigation of crime: Promises, perils,
and pos-sibilities. Forensic Science Internation-
al: Digital Investigation, 43, 301477 https://doi.
0rg/10.1016/].fsidi.2025.301477

Interpol. (2023). Biometric Hub. Retrieved from https://
www.interpol.int/en/How-we-work/Forensics/Bio-
metric-HubInterpol

Parkinson, S., & Khan, S. (2024). The role of Artifi-
cial Intelligence in digital forensics: Case studies
and future directions. Assessment & Develop-
ment Matters, 16(1), 42-47 https://doi.org/10.53841/
bpsadm.2024.16.1.42

Pfeuffer, K., Geiger MJ, Prange S, Mecke L, Buschek
D, Alt F (2019) Behavioural biometrics in vr: iden-
tifying people from body motion and relations in
virtual.

Rogers, M. K., & Seigfried-Spellar, K. C. (2021). Digital
forensics and cyber crime. Springer. https://doi.
01g/10.1007/978-3-030-54809-9

Rogers, M. K., & Seigfried-Spellar, K. C. (2021). Digital

AJSS 2025; Volume 41 Issue (2)



