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Abstract

This study aims to examine the reality of cybercrime in
the city of Mukalla, Hadhramout Governorate, in Yemen,
by identifying its common types and methods, analyzing
its impact on victims, and determining the contributing
factors to its occurrence. Additionally, the study assesses
the level of public awareness regarding cyber threats and
explores participants’ opinions on the measures taken to
combat these crimes, ultimately providing practical and
applicable recommendations.

The study adopts a descriptive-analytical approach,
utilizing a questionnaire to collect data from a sample
of 427 residents of Mukalla. Statistical tools were used
to analyze the data and generate accurate quantitative
indicators that support the study’s objectives.

The findings reveal that cybercrimes are prevalent
to varying degrees and have psychological, social,
and financial impacts on victims. The study identified
weak awareness, sharing of personal information, and
inadequate legislation as key contributing factors to the
spread of these crimes. It also shows that participants’
awareness levels vary and that there is a general lack
of confidence in current security and legal measures.
Participants proposed some practical measures, most
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notably facilitating reporting procedures, updating
legislation, and intensifying awareness efforts.

The study concludes that addressing cybercrime
requires a multifaceted approach involving awareness,
legislation, and technical support, with an emphasis
on community involvement in prevention efforts.
This research represents a valuable contribution to
understanding cybercrime in the local context and
provides a foundation for broader future studies.
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Table 1
Demographic Characteristics of the Participants in
the Study.
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Table 3
Distribution of Types of Cybercrimes Experienced by
Participants.
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Time Distribution of Exposure to Cybercrimes.
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Internet Usage Characteristics of Participants.
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Table 6
Psychological and social impacts of cybercrimes on
participants.

Al o A
’ Sy pditl g 5ol s i ’ doltl YL
aueltl el g oWl goi aueltl
, (st i o
- - %42.1 Celors | o
%773 3 dsdl olaas %57.9
%50 Gosdly yosidl
. RPN of Gt 36
%43.2 pol § il Celais]
%432 dwlyl of Jasll § c¥ie
%11.4 il o wMine

il ada udd o) s s U1 il ol Ay of il e
i Guannd dIW ilasd] e il o ig Iyl @iladdl 40T of
¥ dlygh (165 43 duelaizrlg duundi I3lsyl Jaid) sin
481 (lads 5y (6 Jodx) Ol sda deub Jul>i icg
Gosdly yomddl agly (%773 duands Eoud JUY HSE G5By
Ll LaS (%43.2) dull of Jaslly poill § w)lSdss @ «(%50)
iy Dol doti &y yuol )0 eadi Sl bl (o %11.4
elaixly quaill peall zaly zloo! JI dxlodl Glpall sin
Eloaall 3ol e bloual Baclul (& Bglly ducaill 3ga o
uclais W gilwlss! o ciudsally
lgd 23 ol S Liall (10 8 S dnaass o duwly] 55 ¢y
gl o) eolgsdl ge 330 Isashs @) diaASIY @il
hdd %237 2Ui g § (%763 dudll ciRly Cus (daisl
Olgdl dleld of dgamy)] Olelim Pl 2811 § limd pukzy Lo sag
Aaisdl
(il el MY ge Gojll Ol Julod wicg
£9%46.6 dui 1SV Condl S5 WY LS A8ym0 pac o
Ulowad) iy d28 &yoe0) ilaid) gusly Gl e Juy lao
of Bk 6S5 08 dx-lill 3,01 of of cdsglall cilel ¥l I
olsdl g 99 ym0 &
pasy 1SsLidl (o %12.1 38T duie¥l Cilaadly daYl ue o
oy Bl s e 1digo gag cdaisdl Olgl § peid
085y a8y (il lin § ooild)] 3lai] ©luwiog gainl
leled § eby of dylu &l ylad e 3L

5 Joux
oo AWl adUll plusdl guoymill 1S)livld _,mn =iodl
Ao TN @il I

Table 5

Distribution of participants exposed to financial loss-
es caused by cybercrimes.
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Table 7
Average Contribution of Key Factors Leading to Cybercrimes from the Community’s Perspective.
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Table 8
Protective Measures Adopted by Participants against
Cybercrimes.
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Table 9
Suggested Measures by Participants to Reduce the
Spread of Cybercrimes.
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