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Abstract
By using the research process, this study addresses the attitudes of the members of Saudi society towards using Virtual 

Private Network (VPN) applications and the former’s perceptions of the latter’s concept, security, and privacy, in addition 
to monitoring their risks to cybersecurity. The main objective of the study is to present a proposed framework for the 
governance of the use of VPN applications in the Kingdom of Saudi Arabia to strengthen cybersecurity management. To 
achieve the objectives of the study, the researchers used two methods: the social survey method and the content analysis 
method. The researchers also relied on the questionnaire tool to collect information from the 455 individuals in the study 
sample. The study yielded a set of findings, the most important of which are as follows: The use of free VPN applications 
represents 91% of the sample of the study. Also, the study revealed confusion in perceptions of the actual concept of VPN 
applications, which may be common among users, and showed a diversity of attitudes and motives for using VPN appli-
cations, most of which are related to entertainment. Moreover, the study showed that the study sample individuals had 
some knowledge about the risks of VPN applications to cybersecurity, although most of them did not use cyber protection 
means. The study recommended the need to organize and manage the use of VPN applications, conduct an evaluation 
of VPN applications available on Saudi smartphone stores, and prohibit those which contain security vulnerabilities and 
malware. The study proposed a framework for the governance of the use of VPN applications in the Kingdom of Saudi 
Arabia, which comprised three dimensions: legal, organizational and awareness-based dimensions.

I. INTRODUCTION

The progressive development of information technol-
ogy and communications and the growing dependence on 
them impose new dimensions and ways of attacks that 
threaten all cyberspace-related issues. In light of the de-
velopment of cyberthreats and their many forms such as 
malware, phishing, ransomware attacks, and distributed 
denial-of-service (DDOS) [1] attacks, and as they have 

become more destructive than before, cybersecurity has 
become an urgent necessity to counter and address them. 
One of the attitudes in the use of technology that leads 
to cybersecurity threats is the virtual private network 
(VPN) applications within the smartphone environment, 
which has spread in the past few years in the world in 
general and in the Kingdom of Saudi Arabia in partic-
ular. Concurrent with the problems that have emerged, 
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such as geographic blocking on many websites, censor-
ship in its many forms, and the increase in piracy activity 
that endangers data [2], their risks may target individuals 
or institutions to obtain confidential information or be-
cause they are driven by a material motive. They may 
also misuse or destroy sensitive information for political, 
economic, or even ideological and intellectual purposes, 
or they may target the infrastructure of the state in its 
most harmful form. This calls for cybersecurity to adopt 
governance and management approaches to ensure the 
organized use of these applications and to achieve the 
principle of technology sustainability in light of its cyber-
security. Cybersecurity governance is a framework for 
managing risks, overseeing compliance and control re-
sponsibilities, and defining the cyber mission by mapping 
structure, authority, and processes to create an effective 
program that reduces risks associated with cyberspace 
[3], therefore strengthening the concept of cybersecurity 
management. Driven by the importance of the applica-
tion of this concept, the current study seeks to address 
the risks of using VPN applications to cybersecurity by 
analyzing the attitudes of their users in Saudi society and 
presenting a proposed framework for the governance of 
their use in the Kingdom of Saudi Arabia to strengthen 
cybersecurity management.

A VPN is considered one of the tools used to secure an 
internet connection and help counter cybercrime threats 
[4]. However, their emergence as applications in the 
smartphone environment and the attitudes towards their 
use may lead to risks affecting cybersecurity, which in-
cludes electronic data and information security, operating 
system security, wireless network security, device secu-
rity, and national security. The latter was added "because 
in the age of networks the scope of national security has 
changed," [5] so what affects community cybersecurity 
will affect national cybersecurity as well. According to a 
survey conducted on the use of VPN applications world-
wide, Saudi Arabia ranked sixth [6], which reveals the 
widespread use of these applications. From this stand-
point, the need arose to uncover the attitudes of the mem-
bers of Saudi society towards the use of VPN applica-
tions, monitor their risks to cybersecurity, and present a 
proposed framework for the governance of their use in 
the Kingdom of Saudi Arabia to strengthen cybersecurity 
management.

In addition, to demonstrate the importance of the 
study, the contents of the Saudi Vision 2030 aim to 
strengthen and enhance cybersecurity, whether at the 

level of governments and business enterprises or at the 
level of individual users of computers and smart phones. 
Therefore the current study has special importance, as it 
seeks to address a topic related to cybersecurity in the 
Kingdom of Saudi Arabia by reviewing VPN applica-
tions, whose risks to community and national cyberse-
curity have been highlighted by previous studies. This 
study is important, as it identifies the attitudes of the 
use of VPN applications in Saudi society and presents a 
framework for the governance of their use in the King-
dom of Saudi Arabia. No studies have yet addressed the 
governance of the use of VPN applications in the King-
dom of Saudi Arabia. This study will therefore contribute 
to specialized knowledge in this field. 

There are many objectives of this study, which aims to 
present a proposed framework for the governance of the 
use of VPN applications in the Kingdom of Saudi Arabia 
to strengthen cybersecurity management. The objectives 
will be achieved by looking into VPN applications, their 
essence, services, and risks, and by researching the per-
ceptions of Saudi society members of the concept of VPN 
applications. Besides that, the study explores the extent 
of Saudi society’s knowledge of cybersecurity means for 
smartphones when using VPN applications and identifies 
the attitudes of Saudi society members towards using 
VPN applications. In addition, the study looks into the 
extent of Saudi society’s knowledge about the cyber risks 
of VPN applications.

Furthermore, the main question of the study is repre-
sented in the following: What is the appropriate frame-
work for the governance of the use of VPN applications 
in the Kingdom of Saudi Arabia to strengthen cybersecu-
rity management?. To achieve the objectives of the study 
and to obtain appropriate data to solve its problem, some 
sub-questions should be identified such as: What are 
VPN applications, and what are their services and risks? 
What are the perceptions of Saudi society members of 
the concept of VPN applications? What is the extent of 
knowledge among Saudi society members of the cyber-
security means for smartphones when using VPN appli-
cations? What are the attitudes of Saudi society mem-
bers towards using VPN applications? To what extent are 
Saudi society members aware of the cyber risks of VPN 
applications?

II. METHODOLOGY AND TOOLS OF THE STUDY

In collecting the necessary data to achieve its objec-
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tives, the study relied on the following methods:
• An integrated theoretical review of research on 

the topic of VPN applications on smartphones and 
their risks to cybersecurity, to establish a theoreti-
cal vision upon which to base the completion and 
analysis of the applied aspect of the study. The re-
view was based on Arabic, English, and Chinese 
research.

• The use of the social survey method as the main 
method which “is used to describe the attitudes 
of samples of individuals representing a certain 
society, which allows generalizing the results of 
the survey to the society from which the sample 
was taken.”[6]. This is the appropriate method 
to study the attitudes of Saudi society members 
towards using VPN applications. The study will 
adopt the sample survey method due to the diffi-
culty of conducting a comprehensive survey of all 
the study individuals. To achieve the objectives of 
the study, an electronic questionnaire was used to 
collect information from the study sample. This 
questionnaire was prepared based on the theoreti-
cal framework derived from reviewing the litera-
ture related to the subject of the study in a manner 
consistent with the objectives of the study provid-
ing answers to its questions. The validity of the 
tool of the study was confirmed by presenting it to 
a group of reviewers from the faculty members in 
the Department of Information Science who have 
scientific knowledge of digital security. It was 
reviewed, and the necessary modifications were 
made. The questionnaire questions were coded, 
and data was entered and analyzed using SPSS 
v.22 software, and a set of appropriate statistical 
tests were conducted. A 95% trust ratio has been 
adopted with a 5% error rate.

• The use of the content analysis method as a sup-
port method which depends on the analysis of 
specialized research that addresses the field of 
the study, to present a proposed framework for an 
appropriate plan for the governance of the use of 
VPN applications in the Kingdom of Saudi Arabia 
to strengthen the concept of cybersecurity man-
agement.

The original population of the study is represented by 
the Saudi society members who use VPN applications 
on smartphones. Their number amounted to 10,535,460, 

representing 39% of the total internet users on smart 
phones in the Kingdom of Saudi Arabia, according to the 
statistics of a global social media management company 
for the year 2019 [7]. Given the difficulty of limiting the 
original population of the study, a non-probability acci-
dental sampling method was adopted, which is a type of 
sample that does not depend on mathematical calcula-
tions to ensure its representation of the original popula-
tion. The greater the sample size, the more it reflects the 
reality of the society it represents. The sample comprised 
455 individuals, which is a “very good” representation of 
the original population according to the assessment of the 
adequacy of the sample representing the population [8]. 
The study was applied to the sample during the period 
from 02/03/2020 to 03/04/2020.

III. PREVIOUS STUDIES

Cybersecurity management is directing, guiding, and 
improving the decisions and actions of individuals to or-
ganize the use of VPN applications through the proce-
dures and means that protect devices, operating systems, 
wireless networks, software, electronic information and 
national security from cyberattacks. VPN applications 
are applications installed on smartphones which provide 
a connection to a fake private network that increases se-
curity by encrypting internet traffic and changing the IP 
address, and showing the user to be in a different loca-
tion from his actual location [2]. It is an organizational 
framework consisting of a set of procedures, policies and 
practices that guide the organization and control of the 
use of VPN applications in the Kingdom of Saudi Arabia 
to strengthen cybersecurity management.

After following all research methods in intellectual 
production, several studies from outside of Saudi Arabia 
were reviewed in this section that discussed the subject 
of study from different aspects. They are arranged ob-
jectively according to two axes and on a chronological 
sequence from the most recent to the oldest within each 
axis, as follows:

A. The First Axis: Studies on the Factors that Drive and 
Influence the Use of VPN Applications

Namara et al. [10] investigated the emotional and 
practical considerations towards adopting and rejecting 
VPNs as a technology to enhance privacy. The study used 
the survey method on 90 skilled technicians and relied on 
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the questionnaire and interview tools to explore the mo-
tives for using VPNs and the barriers in their adoption. 
The study found that 98% of the participants had knowl-
edge about VPNs, and 81% used them as a technology to 
enhance privacy. Moreover, the study found that people 
who use VPNs for privacy purposes are primarily driven 
by emotional considerations such as the strong desire to 
protect their privacy on the internet, in addition to the 
fear of censorship and data tracking from the internet ser-
vice providers (ISPs), governments, and companies like 
Facebook and Google. Conversely, people motivated by 
practical considerations give up using VPNs, especially 
when their practical need is no longer there. They cite 
their access to alternative technology and the effort re-
quired to use VPNs as reasons to abandon the use of these 
applications [9].

Pavlicek & Sudzina, [11] study addressed the effect 
of personal and demographic features on the use of VPNs 
and proxy servers. The study used the survey method on 
478 university students in the Czech Republic relying 
on a questionnaire to collect information from the study 
sample. It focused on the variables of gender, age, and the 
type of student’s job as variables that control the use of 
VPN applications. The study concluded that conscience 
affects the use negatively, while openness to experience 
affects it positively. The study also found that males have 
more tendency towards use, and students with full-time 
jobs are the most frequent users compared to all other 
jobs [10].

B. The Second Axis: Studies on the Risks of VPN Applica-
tions in Smart Phones Environment

Asela & Parakum, [12] addressed the use of VPNs 
in smartphones and the extent of user awareness among 
Facebook users in Sri Lanka during the period in which 
social media was banned. The study aimed to determine 
the extent of users’ awareness of security and privacy 
risks in VPNs applications by using the survey method 
and relying on the questionnaire tool to collect informa-
tion from the study sample. The study concluded that 
85% of the study sample individuals admitted using VPN 
applications during this period, and only 21.74% of users 
were unaware of the security risks related to VPN appli-
cations [11].

Zhang et al. [1] conducted an in-depth analysis of the 
security of 84 open-source VPN applications on Android 
from several aspects, namely client profile, code execu-

tion, and permission management. The study revealed 
three types of misconfigurations found in many appli-
cations which are the insecure custom protocols, poor 
client-side authentication, and invalid file permissions 
on Android. These misconfigurations may lead to some 
dangerous attacks such as decrypting VPN traffic and at-
tacks launched accordingly, which will put users’ privacy 
at risk. The study reviewed the potential causes for these 
misconfigurations and offered practical recommenda-
tions for developers to securely provide VPN services. 
In the same context, Ikram et al. (2016) also analyzed 
the privacy and security risks of 283 VPN applications 
on Android and concluded that 75% of the tested appli-
cations used libraries belonging to third parties and are 
therefore untrusty, and that 82% of the applications re-
quested access to sensitive resources such as users ac-
counts and text messages. In addition, more than 38% 
of these applications contain malware such as Adware, 
Trojan, Malvertising Riskware, Spyware, and 18% of the 
tested applications failed to encrypt user traffic. More-
over, the study showed that in some of the applications 
which offer online anonymity, some of their developers 
have sought to collect personal user information that can 
then be sold to external partners [12].

Donovan [14] aimed to clarify the extent to which 
vulnerabilities in the Android system could be used to 
penetrate a VPN connection and concluded that attackers 
were able to bypass a secure VPN connection using a se-
curity vulnerability in the Android system and to divert 
traffic from an Android device into a system controlled 
by the attacker, leaving the user completely oblivious to 
the belief that data is encrypted and secure [13].

Tao [15] revealed the effects of VPN applications for 
smart phones on network security and concluded that 
they affect the security of the state network because they 
work to bypass state censorship on the information net-
work through which many illegal activities are carried 
out via the internet, since the user's real IP address is hid-
den and therefore it is difficult to trace their location. The 
study revealed that this effect brought great challenges to 
overseeing the security of the information network and 
suppressing network crimes, and as such these applica-
tions affect the cybersecurity of their users' devices and 
the state network as a whole [14].

The abovementioned studies have a direct and indi-
rect relation to the subject of the current study. They were 
reviewed to identify the visions and attitudes relating to 
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the research problem. These studies are considered as 
supportive studies to the current study, rather than being 
major studies. It appears that they focus on analyzing the 
risks of VPN applications.  Like the previous studies, the 
current study contains an analysis of the motives and atti-
tudes of the use of VPN applications and the factors that 
affect this use. This study differs in that it seeks to spe-
cifically uncover the attitudes of Saudi society towards 
the use of VPN applications and to address their risks by 
presenting a proposed framework for governing its use 
in the Kingdom of Saudi Arabia to achieve cybersecurity 
management.

IV. THEORETICAL FRAMEWORK

A. Cybersecurity Management for VPN Applications: A 
Research Vision

First, we refer to the concept of cybersecurity as a 
set of tools, policies, concepts, security precautions, 
guidelines, risk management methods, procedures, best 
practices, safeguards and technologies that can be used 
to protect cyberspace and the user’s assets in it. It in-
cludes connected computing devices, infrastructure, ap-
plications, services, communication systems, in addition 
to sent and stored information [16]. Thus, cybersecuri-
ty seeks to ensure that the security features of the user's 
assets are obtained and preserved against security risks 
related to cyberspace. Due to developments in the use of 
information and communication technology, including 
networks that have enabled individuals and societies to 
be linked in a single infrastructure, cyberthreats have also 
evolved. Therefore, the interest in cybersecurity has in-
creased at all levels. This has necessitated the formation 
of the concept of cybersecurity governance, which is a 
form of cybersecurity management that is good gover-
nance. Since they are relatively recent concepts and have 
great importance and are in general still the subject of 
research and controversy, we present a research vision 
related to the subject of the study.

Based on the above, the cybersecurity management 
of VPN applications is concerned with guiding the de-
cisions and actions of users to organize the use of VPN 
applications through procedures and means that protect 
devices, systems, wireless networks, electronic data, in-
formation and national security from cyberattacks. Ac-
cordingly, we realize that cybersecurity management of 

VPN applications is a form of internet governance at the 
level of the one-state, as being applications that go be-
yond the control of both the state and the internet ser-
vice provider (ISP). This necessitates that the concerned 
authorities must lay down a framework for their use, in 
anticipation of their risks. This must be done through 
organizing and controlling their use by adopting sound 
foundations, policies, and procedures that adapt to this 
technology and its risks, which is related to the concept 
of cybersecurity governance.

B. An Overview of VPN Applications on Smartphones

VPN applications on smartphones are widespread, 
as they are applications based on preserving the privacy 
of users through an encrypted connection in a way that 
helps add a layer of protection to the internet connec-
tion; everything sent and received via the network when 
connected will be encrypted [12]. Researchers, such as 
Abo-Seada [17] and Hassan and Hijazi [2] indicated that 
the concept of VPNs can be expressed as a technology 
that creates a private and encrypted tunnel for its user's 
activity over the internet, making it difficult for any party 
to see what the user is performing via the internet or to 
monitor the user. In addition to that it helps to change 
the geographical location and provides a virtual IP ad-
dress. This will make it difficult for the websites visited 
by the user to know his identity and location. We see the 
concept as a network rather than an application, as it is 
a network whose characteristics have been employed to 
suit the smartphone’s environment that has been provid-
ed through applications installed through stores available 
on smart phones such as App Store, Google Play Store, 
and others.

It is important to note that a balance must be made 
between the concepts of anonymity and privacy when 
using VPN applications. These applications do not sup-
port anonymity to level that enables the network user or 
system to remain anonymous, because it is possible to 
track the endpoints of a VPN connection, the required in-
formation to maintain a VPN connection. However, other 
tools offer anonymity such as the Tor application. The 
problem implied in anonymity solutions is that they do 
not always protect privacy. In many cases, the traffic that 
these applications carry anonymously is not encrypted, 
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which means that the attacker can read it with access to 
the right part of the network. Privacy on the other hand 
is to keep information about the network or system user 
from being disclosed to unauthorized people. When there 
is need for privacy protection, the VPN connection will 
be effective because it encrypts the data it carries [18].

C. VPN Applications Services
1) Secure Connection Service:

• It secures browsing the internet in general, and 
its importance increases where public Wi-Fi 
networks are used such as those available at 
coffee shops, hotels, or airports, because of the 
attacks they contain that enable access to the 
user's device [19].

• Blocks ads from browsers and applications 
[20].

2) Privacy Protection Service:
• This service works to bypass the censorship 

of the internet service provider (ISP) and the 
work or school network [19].

• It prevents the tracking of browsers and appli-
cations [21].

3) Confidentiality Service:
• Provides a virtual IP address [22].

4) Change of Geographical Location Service:
• It helps in accessing sites, games, services, 

and applications blocked due to geographical 
location, or those available in specific geo-
graphical areas [23].

• It prevents price discrimination based on geo-
graphical location, such as e-commerce sites 
and flight booking sites [21].

5) Internet Connection Boost Service (Latency Re-
duction):

• In general, a VPN reduces internet speed, but 
sometimes it can be used to boost it in elec-
tronic games. This feature is not always effec-
tive as it depends on the user’s location, the 

location of the game’s servers, and the VPN to 
which the user is connected [24].

• Internet websites that are increasingly popular 
at certain times face pressure on their servers. 
When connected to a VPN, these sites become 
faster to access than without a VPN connec-
tion [21].

D. Risks of VPN Applications to Cybersecurity
We have previously discussed that a VPN, from a 

positive side, is a tool that secures internet connection, 
but like other technologies, it is accompanied by a set 
of negative repercussions that affect cybersecurity as a 
result of misuse and poor design. Therefore, the decisive 
factor is the user's awareness of the security risks carried 
by these applications. For accurate clarification and iden-
tification of risks, we propose to divide them as follows:

1) Risks Threatening Electronic Data and Informa-
tion Security:
 Most VPN applications that were examined were 

found to violate privacy, as they follow weak privacy 
policies. Moreover, some of them do not contain privacy 
policies at all. Therefore, their developers seek to col-
lect users' data and to sell them to third parties such as 
advertising companies [13]. Some of these applications 
include permissions that require access to sensitive re-
sources such as users accounts on smartphones [25]. 
They may also require precise geographical location data 
so that they can access the GPS [26]. Also, they contain 
malware with the aim of spying and accessing user’s in-
formation such as Riskware, Spyware, Malvertising, and 
Trojan. These spywares read all text and mail messages, 
all personal and confidential data, and bank data on the 
user's device and send them to the hacker [27].

The VPN connection is subjected to a man-in-the-
middle attack (MITM) as a result of poor authentication 
on the part of the client. A client connects to a VPN, 
which is the link between the user and the VPN, and 
weak security and authentication processes based on 
weak client encryption protocols and standards leave the 
server's identity uncertain, causing exposure to that at-
tack and detecting data sent between the server and the 
client [22]. Zhang et al. [1] added that these applications 
leak sensitive data such as users' IP addresses and share 
it with others. This means that other users use the same 
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IP address, which poses a danger if one of those users 
behaves improperly. If that happens, the other user will 
be exposed to legal accountability.

2) Risks Threatening Operating System Security: 
Donovan [14] discusses the malware contained in 

VPN applications which are designed to destroy operat-
ing systems by exploiting their vulnerabilities and divert-
ing traffic from the user's device to a system controlled 
by the hacker. Ikram et al. [13] indicated that this mal-
ware includes riskware which disables the general perfor-
mance of the user's operating system, adware which dis-
plays annoying ads with malicious content, trojan horses 
that disable operating systems and anti-virus software 
installed on the device, in addition to ransomware that 
infiltrates security barriers to completely disable the op-
erating system. Cyware [28] also indicated that another 
threat is browser hijacking, which controls internet traffic 
and directs the browser to certain websites without the 
user’s permission [29].

3) Risks Threatening Wireless Networks Security: 
Some VPN applications disable network speed as 

they contain malware such as riskware [13],[30]. Some of 
these applications steal the users' bandwidth, intending to 
sell it to other companies to use it as servers and in some 
cases selling it to governments to exploit users in other is-
sues [31]. Such applications contain permissions request-
ing access to Wi-Fi network information [26]. They also 
carry threats called Denial of Service Attacks (DDOS) 
that may come from a malicious client-side application. 
Since many smart-phones systems are multi-application 
systems, the incorrect permission of another application’s 
management interface may allow other applications on 
the same device to control the VPN connection and to 
block it and to cause a denial of service attack [1], which 
affects the lack of immunity of the network that has been 
controlled and then manipulates and controls it [4].

Some VPN applications execute tunnelling protocols 
without encryption or use an insecure encryption algo-
rithm and may use opacity instead of encryption, ex-
posing the network to hacking attacks [1]. As discussed 
above, the idea of a VPN connection is based on the en-
capsulation of the user's network traffic over the internet 
to keep it hidden, and the previous factors affect the de-
tection of this connection, which affects the security of 

the wireless networks.

4) Risks Threatening Hardware Security: 
Based on the above, we realize that risks are interre-

lated and that those related to data and information, op-
erating systems, and wireless networks affect the entire 
security of devices. Certainly, malware and viruses cause 
errors, slowdowns, and damage to devices, and con-
trolling internet traffic by hackers and exploiting security 
vulnerabilities in operating systems all affect hardware 
resources.

5) Risks Threatening National Security: 
Cyberspace has become a domain of warfare in the 

twenty-first century and has become a major challenge 
to national security [32]. In this context, security in cy-
berspace - as it is in the physical world - is a matter of 
concern to states everywhere. Therefore, cybersecurity 
is intrinsically linked to national security [33]. In fur-
therance of the above, we refer to the letter written by 
Senators Wyden & Rubio [34] addressed to the Director 
of the Cybersecurity and Infrastructure Security Agency 
(CISA) in the United States stating the risks of VPNs to 
national security. The letter shed light on a major flaw 
in the way in which most VPNs are archived, especially 
those on smartphones, as VPN providers direct all user 
traffic through their servers and national security prob-
lems arise when the locations of these servers and the 
companies that run them are located in countries that 
do not share values and interests with the United States. 
VPN providers will have access to sensitive government 
officials’ information via these applications, and there-
fore the national security of the United States will be 
compromised by the reconciliation of this data. The sen-
ators urged the Director of (CISA) to conduct an assess-
ment of VPN threats to national security related to the 
use of VPN applications by US government employees 
and provide the powers to block these applications after 
testing, assessing and confirming the threats they pose to 
the national security of the United States.

The response of the Director of (CISA) stated that 
reports indicate that providers of VPN applications can 
take advantage of users data for malicious purposes, and 
cited - as evidence of the danger posed by VPN appli-
cations - a Russian law issued in November 2017 that 
allows the Russian government to reach VPN providers 
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located in Russia. He also cited a warning issued by the 
Indian government that the Chinese government is using 
Chinese VPN applications to collect users’ data [35]. At 
this level and within the Kingdom of Saudi Arabia, we 
realize that national security is the most challenging as-
pect of cybersecurity, which is related to national security 
in terms of the use of VPN applications by employees of 
sensitive sectors that contain important data thus leading 
to cyber spying on the state. Moreover, the modern con-
cept of cybersecurity is not limited to political aspects 
only, as it also keeps pace with the threats and challenges 
that may pose a stumbling block to the state's digital and 
knowledge economy. Thus, the threats of VPN applica-
tions have numerous dimensions: political, cultural, so-
cial, and economic.

Based on what has been reviewed in the theoreti-
cal frameworks, previous studies, and research, it has 
become clear that the aforementioned risks affect free 
software more than paid ones. This should not lead to 
trusting paid applications, as we realize that as long as 
there is a third-party intermediary between the user and 
the internet, it is possible for the company providing the 
VPN service to keep records of its users, as it is subject 
to the laws of states. The ideal solution is to establish a 
private server.

In addition to the above, and to clarify the vision, we 
point out that VPN connections are more suitable for fixed 
devices such as computers, because their connection to 
the network is stable, unlike mobile devices, as they are 
less reliable because they are prone to losing connectivity 
while switching from one network to another. For exam-
ple, a mobile phone may switch between Wi-Fi and 4G, 
or between one Wi-Fi network and another, and discon-
nection or connection changes may cause disconnection 
to the VPN, which leads to frequent application failure 
and data loss [36].

E. Ethics and Conduct for Using VPN Applications
The emphasis on addressing this aspect comes 

through the awareness of the capabilities provided by 
VPN applications for privacy, confidentiality, and cen-
sorship circumvention and the abnormal issues that may 
be involved. These may include, for example, access to 
the dark web, which is a parallel network to the inter-
net. The dark web is accessed for illegal purposes [37], 
to visit harmful and prohibited sites that are a danger to 
moral and intellectual values. Therefore, it is a tool that 

can harm or benefit the individual and society according 
to the way they are used and harnessed.

On the other hand, like other technologies, such ap-
plications have benefits and ethical uses, including its 
use by economists for search engine optimization (SEO). 
This is done by analyzing data from VPN providers who 
provide statistics for browsing a specific product in a par-
ticular state. Therefore, this will help them to study the 
market and develop new strategies. These applications 
can also be used to access some sites that are prohibited 
due to the local conditions of the user, as he may be in 
a certain state and he needs to access work, university 
or school websites. The applications also enable users to 
send very important data without being stolen or spied 
on and to facilitate communication between branches of 
companies very effectively and quickly, even with the 
presence of a wide geographical distance. In addition, 
they may also be used to follow the expansion of com-
mercial activity [38] and have a range of other uses that 
do not cause harm to the individual or others. Among the 
supporting views of this issue is what was presented by 
Pavlicek & Sudzina [11], which stated that personal and 
demographic characteristics influence the use of VPNs. 
They pointed out that some factors such as conscience, 
openness to experience, gender and field of work have 
an impact and may control the type of use positively or 
negatively.

Through the previous review, we note that cyber-
space contributes to the escalation of negative conduct, 
and on the other hand there are many opportunities for 
the emergence of positive conduct. This overlap between 
individual privacy, community security, and businesses 
that benefit from VPN technology requires the presence 
of a balance in organizing their use in the light of these 
objectives.

F. Governance of the Use of VPN Applications
The term “Governance” in general is essential to clar-

ify what is meant by the governance of the use of VPN 
applications. It has been used in a variety of contexts 
and generally refers to management rather than control. 
Governance is the level of good performance of the gov-
ernment agency in its broad sense, that is, departments, 
authorities, ministries, and other government agencies 
that take decisions, implement policies, oversee the ap-
plication of laws and legislations and monitor their im-
plementation. Governance should be characterized by 
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transparency, credibility, and accountability [39]. Since 
VPN applications involve risks to societal and national 
cybersecurity, as discussed above, their use must be gov-
erned. As such, it is clear that the term most related to the 
subject of the study is Cybersecurity Governance, which 
is a framework that aims to manage risks, oversee com-
pliance responsibilities and control, define the cyber mis-
sion by mapping the structure, authority and processes, 
and establish cyber training and awareness programs to 
present an effective program to reduce the risks associat-
ed with cyberspace [3]. This concept shall cover the ele-
ments of cybersecurity governance. It must be noted here 
that states are the enabling factor that provides the legal 
and organizational framework within which the gover-
nance of the use of VPN applications can be planned and 
implemented.

G. Experiences of States in the Governance of the Use of 
VPN Applications

In developing the proposed frameworks, it is import-
ant to take advantage of global experience in the field. By 
looking into research outside of Saudi Arabia, especially 
British and Chinese, through various research tools, no 
framework for governance of state-level VPN applica-
tions has been found. The research has centered on the 
experiences of different states in dealing with VPN ap-
plications.

The legality of VPNs differs from one state to an-
other. Some states have banned their use entirely while 
others have made it possible under specific controls. We 
will shed light here on the best practices in managing and 
organizing this use in Arab and Asian states. Such experi-
ences were chosen due to many considerations, including 
the similarity of the UAE and the Sultanate of Oman in 
their environmental conditions to those in the Kingdom 
of Saudi Arabia, and for Iraq's rationale in managing their 
use, and the fact that China and Russia are states with cy-
ber sovereignty. In this context, we will review some the 
experiences various states to benefit from them in build-
ing the proposed framework:

1) Governance of the Use of VPN Applications in 
Arab States: 
The Experience of the United Arab Emirates: The 

UAE regulated the use of VPNs by imposing a penalty 
exclusively related to their use to commit crimes. It is 

one of the few states in which there are laws explicitly 
related to the use of VPNs. Article 9 of the Federal Law 
of 2012 on combating cybercrimes stipulates that viola-
tors “Shall be punished by imprisonment and a fine not 
less than one hundred and fifty thousand dirhams and not 
in excess of five hundred thousand dirhams or either of 
these two penalties whoever uses a fraudulent computer 
network protocol address by using a false address or a 
third-party address by any other means for the purpose 
of committing a crime or preventing its discovery.” [40], 
since the penalty is related only to the fraud referred to. 
The UAE Telecommunications Regulatory Authority 
(TRA) indicated in 2016 that there is no regulation that 
prevents the VPN technology used by companies, insti-
tutions, and banks use to access their internal network via 
the internet [41].

The Experience of Iraq: Iraq banned the use of VPNs 
completely in 2014. This means that any attempt to ac-
cess the home page of the VPN provider or any attempt 
to initiate a VPN client connection will be terminated by 
the internet service provider (ISP). As stated, the ban was 
issued to track down and stop ISIS from manipulating 
social media platforms [42]. There are currently no pen-
alties in Iraq for violating this system.

The Experience of the Sultanate of Oman: Many ef-
forts were rendered in this regard, but the legal status of 
the use of VPNs in Oman is still a gray area. The Tele-
communications Law in Oman forbids the use of any 
encryption method without explicit permission from the 
government in advance, but this law does not have any 
practical implications because the encryption is an essen-
tial aspect of the internet. The Telecommunications Reg-
ulatory Authority (TRA) sought public advice in 2010 on 
draft regulations that would make the use of VPNs illegal 
for individuals and require organizations to obtain a li-
cense from the TRA for commercial use [43]. We could 
not obtain the advice received by the TRA in this regard. 
Meanwhile, some sources indicated that the use of VPNs 
was rationed so that only government-approved VPNs 
were permitted to be used and that fines were imposed on 
violators [44]. However, until the date of this study, no 
document, law, or official news has been made available 
to confirm this.

2) Governance of the Use of VPN Applications at the 
Level of Foreign States: 
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The Experience of China: The use of VPNs was regu-
lated by taking measures to restrict and limit it by various 
departments. The Ministry of Industry and Information 
Technology (MIIT) issued regulations limiting the use 
of VPNs to those permitted (including companies, uni-
versities, and research institutions) through authorized 
business service providers [45]. China prevents the use 
of these applications to gain access to politically sensi-
tive content, to transfer sensitive data outside the state, or 
to facilitate capital flight. Therefore, regulations prohibit 
individuals but permit companies and academic institu-
tions. The Ministry of Public Security (MPS) considers 
cyber activities as part of its mandate to maintain home-
land security, and to this end, it has begun to send notifi-
cations to internet service providers to block VPNs. It has 
requested Apple to remove all unlicensed VPN applica-
tions from the Chinese applications store. The leadership 
in China considers information technology and commu-
nications as a critical security risk that should be man-
aged [46]. The law stipulates that it is not permissible to 
create or rent dedicated lines (including VPNs) and oth-
er channels without the consent of the Communications 
Department to carry out business activities. International 
leased lines should create user files in a centralized man-
ner, and it is clearly indicated that they are for internal 
office use only and should not be used to link data cen-
ters or business platforms internally and externally to 
implement telecommunications business operations [47]. 
In 2016, the regulations defined the possible penalties in 
light of illegal uses, which are fines of up to 15,000 yuan, 
equivalent to 2,117 USD. It was clarified that this an-
nouncement is a reformulation of the regulations issued 
by the State Council in 1996 [48]. This means that China 
has regulated the use of VPNs from an early date as well 
as continuing to update its regulations.

The Experience of Russia: Russia has regulated the 
use by only permitting the use of VPNs approved by the 
government and subject to its supervision. The Russian 
government passed a law regulating VPNs in 2017 pro-
hibiting VPNs that allow access to websites and networks 
banned in Russia. This law does not prohibit the use of 
VPNs, but it requires VPN operators to prevent Russian 
users from accessing websites and other resources that 
have been blocked by the Russian authorities. However, 
this law allows federal security agencies to access VPN 
servers and their data content.  And in cases where the 

owner does not comply with the law, his network will be 
blocked. Legal analysts predict that there will soon be 
an additional regulation to impose fines on VPN owners 
who refuse to comply with the law [49, 50]. In statements 
on this ban, the Russian government clarifies that VPNs 
support illegal content. Russia is following China's ap-
proach that anonymous networks such as VPNs are not 
good, as they allow dissident elements to launch attacks 
against governments. Fig. 1 summarizes the governance 
of the use of VPNs in the aforementioned states.

V. THE APPLIED FRAMEWORK: ANALYSIS AND DISCUS-
SION OF THE FINDINGS OF THE STUDY

In this part, the study addressed the presentation and 
analysis of data and statistical methods used and dis-
cussed the findings by analyzing the questionnaire tool 
to achieve the objectives of the study. The question-
naire consisted of two parts. The first addressed general 
data with 7 questions, while the second consisted of 34 
questions asked through 4 axes: They were as follows: 
Measuring the perceptions of the concept of VPN ap-
plications, measuring the knowledge of cybersecurity 
means for smartphones when using VPN applications, 
the attitudes towards the use of VPN applications, and 
lastly measuring the knowledge of cybersecurity risks 
of VPN applications. The questionnaire was sent to the 
study sample using social media platforms (Twitter, 
WhatsApp, Instagram, LinkedIn, Telegram, and Snap-
chat). 462 responses were obtained and then were filtered 
to 455 questionnaires valid for analysis. The evaluation 
of the items with closed answers relied on a three-point 

Fig. 1.  Governance of the use of (VPN) applications for some 
states in Asia.
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Likert scale, giving a score of 1 for (Disagree), 2 for 
(Neutral), and 3 for (Agree).

VI. RESULTS 

A. Findings Related to the Description of the Study Sam-
ple Individuals

Table I shows a description of the study sample indi-
viduals, which is related to general data. It was noticed 
that the number of male respondents exceeded the num-
ber of females, and most of the respondents were aged 
between 20 and 39 years old with a percentage of 69% 
of the total study sample representing the youth. This is 
probably because the youth constitute most users of the 
internet and therefore most users of VPN applications. 
Whereas the percentage of bachelor’s degree holders was 
approximately 45%, representing the highest percentage 
of total respondents. Undergraduates and were approxi-
mately 37%, and then holders of master’s degrees were 
approximately 14%, while PhD holders formed the low-
est percentage.

To determine the prevalence of the use of VPN appli-
cations at the sectoral level, the study sample was asked 

to determine the job category to which they belong. Fig. 
2 shows the diversity of the job categories that use VPN 
applications with the increasing demand by students.

To recognize the extent of the study sample individu-
als’ exposure to the risks of VPN applications, questions 
were asked regarding the type of operating systems and 
VPN applications used. It became clear that there is a con-

TABLE I
DISTRIBUTION OF STUDY SAMPLE INDIVIDUALS ACCORDING TO THE VARIABLE OF GENERAL DATA

Categorical Variables and their 
Coding Frequency Percentage %

Gender 455/455 100

1=Male 255 56.0

2=Female 200 44.0

Age in Years 455/455 100

1= from 10 to 19 73 16.0

2= from 20 to 29 181 39.8

3= from 30 to 39 133 29.2

4= from 40 to 49 46 10.1

5= 50 years and above 22 4.8

Academic Qualification 455/455 100

1= Undergraduate 167 36.7

2= Bachelor 204 44.8

3= Master 63 13.8

4= PhD. 21 4.6
a Note: The categories of primary, intermediate, and secondary were merged due to the limited number of frequencies in one category, namely "Under-
graduate"

Fig. 2.  Percentage of the study sample individuals according to 
the variable of job category
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vergence in the ratio between (IOS) and (Android) users. 
As for the use of free applications, it significantly exceed-
ed the paid ones, as in Fig. 3 and 4. From this, it is evi-
dent that there is a large percentage exposed to the risks 
of VPN applications, due to their use of Android systems 
in addition to the use of free VPN applications, and this is 
also the conclusion [1, 13] and [14] have come to.

The study asked a question that tracks the frequency 
of use of the study sample individuals of VPN applica-
tions to indicate the degree of use. It was found that there 
is a permanent use for the majority of the study sample 
individuals, and it is represented in daily use. Fig. 5 illus-
trates the variation in the use of VPN applications among 
the study sample individuals with the tendency of the 
majority towards daily use.

B. Findings Related to the Questions of the Study
In this part, the main axes of the study were evaluat-

ed using descriptive statistical methods in analyzing the 
findings of the field study to describe the views of the 
study sample individuals from the Saudi society using 
VPN applications on smartphones towards the question-
naire questions, by displaying the frequencies and per-
centages and calculating the arithmetic mean the standard 
deviation and ranks of the responses of the study sample 
individuals on the terms of each axis. Then the weighted 
arithmetic mean was calculated to evaluate each axis of 
the main study axes separately and to measure the con-
sistency of the answers through the standard deviation. 
The scores were expressed by relying on the three-point 
Likert scale. The weighted arithmetic mean was evaluat-
ed by first calculating the length of the period, which is 
a sum of 2/3, where 2 represents the number of distances 
from 1 to 2 as first distance, and from 2 to 3 as second 
distance, and 3 represents the number of choices. Divid-
ing 2 by 3 results in the length of the period equal to 0.67 
to be added to the beginning of each period, and so on 
until the evaluation of the arithmetic mean according to 
the periods from 1 to less than 1.67 for (Disagree), and 
from 1.67 to less than 2.34 for (Neutral), and from 2.34 
to 3 for (Agree).

Through Table II, the second objective of the study 
was achieved, which included identifying the percep-
tions of the members of the Saudi society of the concept 
of Virtual Private Network VPN applications.

The results in Table II showed that most of the study 
sample individuals agree with the statements related to 

Fig. 3.  Percentage of use of the study sample individuals of (VPN) 
applications according to the variable of operation system type

Fig. 4.  Percentage of use of the study sample individuals of (VPN) 
applications according to the variable of application type
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the concept of VPN applications. This is through the re-
sult of the weighted arithmetic mean of the first major 
axis (2.48), which indicated a degree of (Agree), and the 
standard deviation indicates the presence of consistency 
in the approval of the sample individuals regarding the 
concept of VPN applications.

It is evident from the above results that the percep-
tions of the sample individuals of the concept of VPN ap-
plications are not exactly clear, as the percentage of their 
choice of the concept of “digital anonymity” was ranked 
in second place with a percentage of (62.0%) which 
are applications that do not conceal their identity as is 
common, because the VPN connection encrypts the data 
that it holds to keep it safe and protects it from spying 
and hacking, and does not provide any anonymity that 
includes the user’s ability to remain anonymous on the 
network or system since there are other tools for this pur-
pose. On the other hand, it is clear that their perceptions 
about its concept as a "tool to secure internet connection" 
was ranked last, although it is an effective tool for that as 
it was created for this purpose. This result is explained 
by the fact that there is a confusion in the perceptions of 
the study sample individuals between the actual concept 
of VPN applications and the common concept among its 
users which is not correct, which leads to risks affecting 
cybersecurity.

 Table III achieves the third objective of the study, 
which includes identifying the extent to which the mem-
bers of the Saudi society are aware of the means of cyber-
security for smartphones when using VPN applications.

The results in Table III showed that the knowledge of 
the study sample individuals of the cybersecurity means 
for smartphones when using VPN applications was neu-
tral. This is due to the result of the weighted arithmetic 
mean of the second axis 2.05, which indicated a degree 
of (Neutral), and the standard deviation indicates consis-
tency in the neutrality of the study sample individuals on 
the knowledge of cybersecurity means for smartphones 
when using VPN applications.

It is evident from the results above that the majori-
ty of the study sample individuals did not use the most 
important means of cybersecurity when using VPN ap-
plications. The essential means were ranked last despite 
their importance, such as reviewing the laws of the state 
to which these applications belong to before using them 
(by 21.8%), and reviewing the locations of VPN servers 
and their funding sources, as some of them may be fund-
ed by states that do not share interests with the states of 
their users. This is in addition to reading their privacy 
policies, which represents a basic aspect because some 
of them follow weak privacy policies or may not contain 
privacy policies at all. Moreover, it was clear that a small 

TABLE II 
RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ON THE STATEMENTS OF PERCEPTIONS

MEASURING REGARDING (VPN) APPLICATIONS CONCEPT

First Axis Frequency Degree of Agreement Standard 
Deviation

Arithmetic 
Mean Ranks

Statements Percentage Agree
3

Neutral
2

Disagree
1

1. Network that can be connected re-
motely

455
100%

242
53.2%

171
37.6%

42
9.2% .66 2.44 4

2. Applications to encrypt internet con-
nection

455
100%

288
63.3%

133
29.2%

34
7.5% .63 2.56 1

3. Applications for digital anonymity 455
100%

282
62.0%

127
27.9%

46
10.1% .67 2.52 2

4. Applications for internet censorship 
circumvention

455
100%

285
62.6%

121
26.6%

49
10.8% .68 2.52 2

5. Tool to secure internet connection 455
100%

224
49.2%

186
40.9%

45
9.9% .66 2.39 5

6. Applications for information priva-
cy and security

455
100%

265
58.2%

134
29.5%

56
12.3% .70 2.46 3

Weighted Arithmetic Mean Agree .42 2.48
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percentage of the study sample individuals (16.3%) usu-
ally review the used encryption standards, even though 
it is a basic point when starting to use these applications. 
This result is explained by the lack of knowledge of the 
majority of the study sample individuals of cybersecurity 
means when using VPN applications, which leads to the 
use of these applications without following security mea-
sures and thus poses risks to security in the cyberspace.

The fourth objective of the study, which includes 
identifying the attitudes of the members of the Saudi so-
ciety towards using VPN applications, is shown in Table 
IV. 

Indeed, Table IV reviews the motives for using VPN 
applications, in which the weighted arithmetic mean of 
the third main axis (2.27) indicated the neutrality of the 
study population motives for using VPN applications. 
The standard deviation indicates that there is consistency 
in the neutrality of the study sample individuals on the 
motives for using VPN applications.

It is noticeable that the degree of agreement of the 
study sample individuals (62.9%) focuses on the use of 
VPN applications as the highest priority to access enter-
tainment content such as electronic games and watching 
Netflix content. This was followed by maintaining ano-

TABLE III 
RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ON THE AXIS OF KNOWLEDGE MEASUREMENT

OF CYBERSECURITY MEANS FOR SMARTPHONES WHEN USING (VPN) APPLICATIONS

First Axis Frequency Degree of Agreement Standard 
Deviation

Arithmetic 
Mean Ranks

Statements Percentage Agree
3

Neutral
2

Disagree
1

7. I update the operating system (An-
droid-Windows-iOS) frequently

455
100% 

324
71.2%

107
23.5%

24
5.3% .58 2.66 1

8. I download the anti-virus "Android 
users" and update it frequently

454
100% 

170
37.4%

183
40.3%

101
22.2% .76 2.15 3

9. I refer to reviews and ratings of (VPN) 
applications before downloading

455
100% 

160
35.2%

186
40.9%

109
24.0% .76 2.11 4

10. I review the owner’s information of 
(VPN) applications

455
100% 

107
23.5%

226
49.7%

122
26.8% .71 1.97 6

11. I review the funding sources of 
(VPN) applications

455
100% 

84
18.5%

219
48.1%

152
33.4% .71 1.85 10

12. I review the information of the State to 
which the (VPN) applications belong

455
100% 

89
19.6%

214
47.0%

152
33.4% .72 1.86 9

13. I review the laws governing infor-
mation privacy in the State to which 
the (VPN) applications belong

455
100% 

99
21.8%

200
44.0%

156
34.3% .74 1.87 8

14. I review the information about the loca-
tions of the (VPN) application servers

455
100% 

101
22.2%

213
46.8%

141
31.0% .72 1.91 7

15. I review the encryption standard 
that (VPN) applications follow

455
100% 

74
16.3%

215
47.3%

166
36.5% .70 1.80 11

16. I install (VPN) applications from 
a trusted developer and the official 
store (App Store, Google Play)

455
100% 

259
56.9%

143
31.4%

53
11.6% .69 2.45 2

17. I review the permissions requested 
by (VPN) applications

455
100% 

144
31.6%

198
43.5%

113
24.8% .75 2.07 5

18. I read the privacy policies followed 
by (VPN) applications 

455
100% 

108
23.7%

176
38.7%

171
37.6% .77 1.86 9

Weighted Arithmetic Mean Neutral .48 2.05
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nymity while browsing the internet, and then for access-
ing social media networks and news services (50.5%). 
The percentage converged between their use of these 
applications for communicating with friends or fami-
ly abroad and accessing sites at work or school and to 
access banned download sites. The use of VPN applica-
tions decreased due to securing the internet connection 
when using public Wi-Fi networks, and to prevent price 
discrimination in electronic stores and booking airline 
tickets based on geographical location by (36.0%) and 
(31.0%), respectively, with a clear difference from other 
percentages, although it is good and distinctive uses. 

Other reasons mentioned by participants included 
choices most of which fall in the classification of enter-
tainment and amusement, such as blocking ads in appli-
cations and e-games, watching movies with prohibited 
content, and a choice that leads to work which is using 
them for work purposes and accessing the system and re-

sources of the enterprise remotely.
From the previous review, it is clear that the motives 

for using VPN applications varied, but most of them 
were in the area of entertainment. It is noted that some 
uses in this area may carry moral and intellectual risks, 
and on the other hand only a minority of the participants 
who are using it for fruitful and beneficial aims. The 
results can be linked to what was previously reviewed 
in the frequency of the use of VPN applications, where 
daily use constituted the largest percentage of the study 
sample individuals, in addition to the high percentage of 
use among the youth. This confirms that the most likely 
trend in use is for entertainment.

Through Table V, the fifth objective of the study 
was achieved, which includes identifying the extent of 
knowledge of the members of the Saudi society of the 
cyber risks of VPN applications. 

TABLE IV
RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ON THE AXIS OF ATTITUDES OF USING (VPN) APPLICATIONS

First Axis Frequency Degree of Agreement Standard 
Deviation

Arithmetic 
Mean Ranks

Statements Percentage 
%

Agree
3

Neutral
2

Disagree
1

19. I use (VPN) applications to access 
entertainment content (e-games, 
Netflix)

455
100.0 

286
62.9%

113
24.8%

56
12.3% .71 2.51 1

20. I use (VPN) applications to access 
social media networks or news ser-
vices

455
100.0 

230
50.5%

134
29.5%

91
20.0% .78 2.31 3

21. I use (VPN) applications to main-
tain anonymity while browsing the 
internet

455
100.0 

258
56.7%

122
26.8%

75
16.5% .76 2.40 2

22. I use (VPN) applications to access 
websites or files or services at work

455
100.0 

210
46.2%

138
30.3%

107
23.5% .80 2.23 5

23. I use (VPN) applications to access 
restricted download websites

455
100.0 

203
44.6%

136
29.9%

116
25.5% .82 2.19 6

24. I use (VPN) applications to com-
municate with friends or family 
abroad

455
100.0 

212
46.6%

150
33.0%

93
20.4% .78 2.26 4

25. I use (VPN) applications for pro-
tection when using public Wi-Fi

455
100 

146
36.0%

207
45.5%

84
18.5% .72 2.18 7

26. I use (VPN) applications to avoid 
price discrimination in online 
stores and flight booking tickets 
based on my geographical location

455
100 

141
31.0%

214
47.0%

100
22.0% .72 2.09 8

Weighted Arithmetic Mean Neutral .46 2.27
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The results in Table V show that the knowledge of 
VPN applications risks to cybersecurity was neutral, 
based on the result of the weighted arithmetic mean of the 
fourth main axis (2.13) which indicated (Neutral) degree. 
The standard deviation indicates that there is consistency 
in the neutrality of the study sample individuals regarding 
the knowledge of VPN applications risks to cybersecurity.

It is evident from the above that the majority of the 
study sample individuals tended to be neutral, and some 
of them agreed on VPN applications risks, as 41.1% of 
the total study sample individuals agreed on the phrase 
that hackers can decrypt VPN connection, followed by 
close rates that these applications can access the GPS of 
the user's device and that they include malware that af-
fects the security of operating systems. Moreover, they 
request access rights to sensitive resources and collect 
personal user information and sell them to external part-

ners also in very close proportions. Agreement that they 
steal bandwidth came last by 20.4%. It is now clear that 
the study sample individuals have some knowledge of 
VPN application risks to cybersecurity. This is related to 
the result of Table III, which indicated that most of the 
study sample individuals did not use and know the means 
of cybersecurity when using VPN applications, and this 
is due to a lack of integrated perception of their risks.

C. The Significant Differences between the Arithmetic 
Means of the Study Axes according to General Data

In this part, inferential statistic methods were used to 
determine the significant differences between the arith-
metic means of the study axes according to general data 
and to study the relationships between the main axes of 
the study and some general data and data related to the 

TABLE V 
RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ON THE AXIS OF MEASUREMENT

OF KNOWLEDGE ON THE CYBER RISKS OF (VPN) APPLICATIONS

First Axis Frequency Degree of Agreement Standard 
Deviation

Arithmetic 
Mean Ranks

Statements Percentage 
%

Agree
3

Neutral
2

Disagree
1

27. Hackers and computer thieves can 
decrypt (VPN) connection

455
100.0 

187
41.1%

216
47.5%

52
11.4% .66 2.30 1

28. (VPN) applications require access 
rights to sensitive resources such as 
user accounts

455
100.0 

114
25.1%

275
60.4%

66
14.5% .62 2.11 4

29. (VPN) applications contain mal-
ware that affects the security of the 
operating system

455
100.0 

132
29.0%

262
57.6%

61
13.4% .63 2.16 3

30. (VPN) applications collect users’ 
personal information and sell them 
to external partners

455
100.0 

113
24.8%

262
57.6%

80
17.6% .65 2.07 5

31. (VPN) applications track the loca-
tion of the device by accessing the 
GPS of the user’s device

455
100.0 

139
30.5%

265
58.2%

51
11.2% .62 2.19 2

32. (VPN) applications allow sharing 
the IP address given by the applica-
tion with other users

455
100.0 

122
26.8%

282
62.0%

51
11.2% .60 2.16 3

33. (VPN) applications direct the 
browser to websites without your 
permission

455
100 

98
21.5%

272
59.8%

85
18.7% .63 2.03 6

34. (VPN) applications steal the band-
width and resell it

455
100 

93
20.4%

280
61.5%

82
18.0% .62 2.02 7

Weighted Arithmetic Mean Neutral .45 2.13
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use of VPN applications. Several tests were used in pro-
portion to each variable as follows:

1) Differences According to the Variable of Gender: 
To study the presence of a significant difference in the 

axes of the study according to the difference in general 
data on the use of the application (gender, type of appli-
cation), t-test was used, which is one of the parametric 
tests for the two independent samples when the consis-
tency of the data of the two groups is achieved by the 
Levene’s test. When the consistency was not achieved, 
the non-parametric Mann–Whitney U test was used to 
study the differences between the opinions of the males 
and females in the two groups, as in Table VI. 

It is evident through the previous results that there are 
statistically significant differences at a significance level 
of 0.01 for the perceptions of the concept of VPN applica-
tions according to the variable of gender. And it was also 
observed that the average perceptions are higher among 
males than females. As for the attitudes, they differed at 
a significance level of 0.01 and were higher among males 
than females. Since perceptions among males are higher, 
then the vision is unclear about the concepts of VPN ap-
plications and what they offer. Thus, motivations and atti-
tudes of this section are increasing. As for the knowledge 

of cybersecurity means for smartphones and knowledge 
of VPN application risks to cybersecurity, there were no 
differences in their evaluation between males to females.

2) Differences According to the Variable of Applica-
tion Type: 
It is evident from Table VII that there are statistically 

significant differences at a significance level of 0.01 in 
the knowledge of cybersecurity means for smartphones 
among users of free and paid applications, as it was 
higher for users of paid applications. As for the rest of 
the variables, there were no differences between them 
according to the type of application. This is since paid 
applications are of a higher security level, therefore it is 
more likely that those with knowledge of cybersecurity 
will use them.

3) Differences According to the Variable of Academic 
Qualification: 
The presence of a significant difference in the study 

axes according to the variable of academic qualification 
was tested by using the Analysis of Variance (ANOVA), 
as long as it was classified for more than two groups. 
After confirming the non-consistency of the data with the 
Levene’s test, the Kruskal-Wallis test was used. The re-
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TABLE VI
DIFFERENCES IN THE RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ACCORDING TO THE VARIABLE OF GENDER

Axis

Statistical 
Significance 

Level for 
T-Test

Degrees of 
Freedom

Critical T 
Value

Application 
Type

Standard 
Deviation

Arithmetic 
Mean Number

Perceptions of (VPN) ap-
plications concept

.000
(HS) a

385.551 20357.50
Male 248.17 2.55 255

Female 202.29 2.39 200
Knowledge of cyberse-
curity means when using 
(VPN) applications

.912
(NS) 379.599 25346.50

Male 227.40 2.05 255

Female 228.77 2.04 200
Knowledge of (VPN) ap-
plication risks on cyberse-
curity

.437
(NS) 395.845 24442.00

Male 223.85 2.11 255

Female 233.29 2.15 200

Axis

Statistical 
Significance 

Level for 
T-Test

Degrees of 
Freedom

Critical T 
Value

Application 
Type

Standard 
Deviation

Arithmetic 
Mean Number

Attitudes of using (VPN) 
applications

.005
(SS) b

453 2.816
Male 274.07 2.32 255

Female 243.60 2.20 200
a there is a statistically significant relationship at significance level = 0.01, 
b there is a statistically significant relationship at significance level = 0.05
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sults are shown in Table VIII.
Table VIII indicates that there are no statistical dif-

ferences at significance level of 0.05 for knowledge of 
VPN application risks to cybersecurity and the knowl-
edge of cybersecurity means for smartphones when using 
VPN applications, according to the variable of academic 
qualification. This is due to a deficiency in addressing the 
security and risks of VPN technology in curriculums, as 
well as a general lack of awareness in the educational 
sectors.

As shown in Table X, perceptions differed significant-
ly between bachelor and below, as well as between under-
graduates and master, as it was higher for undergraduates. 
Therefore, it is evident that the confusion in perceptions 
was higher among the categories of undergraduates in 
the “elementary, secondary, and primary” stages. This 
is because education in these stages focuses on aspects 
other than technology, and thus the vision is unclear in 
these stages. This is in addition to weak self-awareness 
and self-education. Therefore, such applications are used 
without awareness of their risks.

Also, the attitudes towards the use of VPN have dif-
fered according to the variable of academic qualification, 
as shown in Table XI between undergraduate and mas-
ter, and between bachelor and master; the attitudes of use 
were less among master. This may be attributed to the 
high awareness of these applications, so they are used in 
a minimalistic manner in this category.

C. The Relationship between the Main Axes of the Study 
and the General Data of the Study Sample

The relationship between the axes of the study and 
the two variables (age and frequency of use) was test-
ed using Spearman's coefficient to study the correlation 
among categorical variables, which explains the strength 
and direction of the correlation for the relationship.

The results in Table XII indicated the presence of a 
weak inverse correlation between age and perceptions at 
a significance level of 0.01; the greater the age the less 
the perceptions of VPN applications. This result explains 
that as age increases the perception that VPN applica-
tions do not actually achieve all the concepts increases, 
and so the perceptions have decreased. Moreover, it also 
indicated the presence of a very weak direct correlation 
between the frequency of use and both the knowledge of 
cybersecurity means for smartphones when using VPN 
applications and attitudes of use at a significance level of 
0.01. So the more the knowledge of cybersecurity means 
for smartphones when using VPN applications and atti-
tudes in VPN application use increases the more the fre-
quency of use increases.

VII. DISCUSSION OF THE FINDINGS 

As per the findings previously explained, we discov-
ered the following: 

• The use of VPN applications is centered among 
the youth between 20 and 39 years old.

• The use of VPN applications is widespread among 

TABLE VII
DIFFERENCES BETWEEN THE RESPONSES OF THE STUDY SAMPLE INDIVIDUALS

ACCORDING TO THE VARIABLE OF APPLICATION TYPE

Axis

Statistical 
Significance 

Level for 
T-Test

Degrees of 
Freedom

Critical T 
Value

Application 
Type

Standard 
Deviation

Arithmetic 
Mean Number

Perceptions of (VPN) ap-
plications concept

.609
(NS) 453 .512 Free .416 2.48 416

Paid .413 2.45 39
Knowledge of cybersecurity 
means when using (VPN) 
applications

.000
(HS) a

453 -3.975
Free .475 2.02 416

Paid .409 2.33 39
Attitudes of using (VPN) 
applications

.437
(NS) 453 -.941 Free .467 2.26 416

Paid .415 2.34 39
(VPN) application risks on 
cybersecurity

.163
(NS) 453 -1.398 Free .455 2.12 416

Paid .444 2.22 39
a there is a statistically significant relationship at significance level = 0.01
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employees of different sectors, with the increasing 
demand from students.

• The study found that a large percentage of the 
study sample individuals tend to use free VPN ap-
plications. In addition to that, nearly half of the 
sample used smart phones with the Android sys-
tem. Therefore, they are exposed to the risks of 
VPN applications. This agrees with the findings of 
previous studies [1],[13] and [14].

• The results showed that the majority of the study 
sample individuals always use VPN applications, 
represented by daily use.

• The study showed that the perception of the study 
sample individuals of the concept of VPN appli-
cations is not exactly clear, as there is confusion 
between the actual concept and the common in-
correct concept among users.

• The study found that the majority of the study 
sample individuals did not use the most import-
ant cyber protection means when using VPN ap-
plications, which is an indication of the lack of 
knowledge of such means, which leads to the use 
of these applications without following security 
actions and thus poses risks to cybersecurity.

• The study revealed a diversity in the motivations 
of the study sample individuals to use VPN appli-
cations, most of which are focused on entertain-
ment. And on the other hand, a minority tended to 
use these applications for beneficial uses.

• The results also showed that less than half of the 
study sample individuals agreed that VPN appli-
cations imply risks. Thus, it is evident that there 
is knowledge, to some extent, of VPN application 
risks to cybersecurity.

TABLE VIII
DIFFERENCES IN THE RESPONSES OF THE STUDY SAMPLE INDIVIDUALS ACCORDING

TO THE VARIABLE OF ACADEMIC QUALIFICATION

Axis

Statistical 
Significance 

Level for 
Kruskal-Wallis 

Test

Degrees of 
Freedom

Chi-Squared 
Critical 
Value

Academic 
Qualification

Arithmetic 
Mean Grade

Arithmetic 
Mean Number

Perceptions on the concept 
of (VPN) applications

0.00
(HS**) 3 19.758

Undergraduate 261.53 2.59 167
Bachelor 215.86 2.44 204
Master 190.08 2.34 63

PhD. 193.10 2.39 21

Knowledge of (VPN) ap-
plications risks on cyber-
security

(NS) 3 1.243

Undergraduate 219.99 2.12 167
Bachelor 230.38 2.13 204
Master 238.42 2.13 63
PhD. 237.36 2.18 21

Axis

Statistical 
Significance 

Level for 
Kruskal-Wallis 

Test

Degrees of 
Freedom

Chi-Squared 
Critical 
Value

Academic 
Qualification

Arithmetic 
Mean Grade

Arithmetic 
Mean Number

Knowledge of cyberse-
curity means when using 
(VPN) applications

0.61
(NS) 3 2.474

Undergraduate .460 2.10 167
Bachelor .480 2.04 204
Master .514 1.91 63

PhD. .426 2.08 21

Attitudes of using (VPN) 
applications

.000
(HS) a 3 10.396

Undergraduate .446 2.38 167
Bachelor .454 2.26 204
Master .417 2.01 63
PhD. .524 2.28 21

a there is a statistically significant relationship at significance level = 0.01
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• The high percentage of the youth using VPN ap-
plications, and their daily use, confirm that the 
motives of use are directed towards entertainment.

• Most of the study sample individuals do not use 
cybersecurity means and are not aware of such 
means when using VPN applications. This con-
firms that they lack awareness of their risks.

A. Results of Statistical Indicators
1. There are statistically significant differences at 

the significance level of (0.01) for the perceptions 

of the concept of VPN applications according 
to the variable of gender, where the arithmetic 
mean of perceptions is higher for males than for 
females. Since male perceptions are higher, their 
perceptions are unclear about the concept of VPN 
applications and what they offer. Accordingly, 
their motivations and attitudes towards using and 
adopting them increase. 

2. Motivations for using VPN applications differed 
according to the variable of gender and were 
higher for males than females. This is in line with 

TABLE X
RESULTS OF DIFFERENCES IN PERCEPTIONS ACCORDING TO THE VARIABLE OF ACADEMIC QUALIFICATION

Academic Qualification (I) Academic Qualification (J) Difference between Arith-
metic Means (I-J)

Statistical Significance 
Level for Dunnett T3 Test

Undergraduate
Bachelor .14538* .002
Master .24591* .002
PhD. .20093 .223

Bachelor
Undergraduate -.14538* .002

Master .10053 .561
PhD. .05556 .991

Master
Undergraduate -.24591* .002

Bachelor -.10053 .561
PhD. -.04497 .999

PhD.
Undergraduate -.20093 .223

Bachelor -.05556 .991
Master .04497 .999

TABLE XI
RESULTS OF THE DIFFERENCE IN ATTITUDES ACCORDING TO THE VARIABLE OF ACADEMIC QUALIFICATION

Academic Qualification (I) Academic Qualification (J) Difference between Arith-
metic Means (I-J)

Statistical Significance 
Level for TKI Test

Undergraduate
Bachelor .11363 .074
Master .37054* .000
PhD. .09674 .789

Bachelor
Undergraduate -.11363 .074

Master .25692* .000
PhD. -.01689 .998

Master
Undergraduate -.37054* .000

Bachelor -.25692* .000
PhD. -.27381 .075

PhD.
Undergraduate -.09674 .789

Bachelor .01689 .998
Master .27381 .075
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the study of Pavlicek and Sudzina [11] which 
found that males have more motivation towards 
using VPNs. This is explained by their incomplete 
vision about the concept of VPN applications and 
what they offer.

3. The knowledge of cybersecurity means for smart-
phones when using VPN applications and the 
knowledge of cybersecurity risks of VPN appli-
cations showed no difference in their evaluation 
between males compared to females.

4. There are statistically significant differences at a 
significance level of (0.01) in the knowledge of 
the cybersecurity means for smartphones among 
users of free and paid VPN applications, as they 
were higher for users of paid applications because 
these applications are the most secure. As for the 
rest of the variables, there were no differences be-

tween them according to the type of application.
5. There are no statistically significant differences at 

a significance level of (0.05) for the knowledge 
of cybersecurity risks for VPN applications and 
the knowledge of cybersecurity means for smart-
phones according to the variable of academic 
qualification. This may be attributed to a deficien-
cy in addressing the security and risks of VPN 
technology in school curricula, as well as a lack 
of awareness in the educational sectors.

6. Perceptions differed according to the variable of 
academic qualification, between undergraduate 
and bachelor, as well as between undergraduate 
and master as it was higher for undergraduates. 
This is because education in these stages focuses 
on aspects other than technology, so the vision is 
unclear in these stages. It is also due to lack of 

TABLE XII
THE RELATION BETWEEN THE AXES OF THE STUDY AND THE VARIABLES OF AGE AND FREQUENCY OF USE

VariableCorrelation 
CoefficientAgeFrequency 

of Use
Perceptions 
of Concept

Knowledge 
of Cyber-
security 
Means

Attitudes of 
Use

Cyber-
security 

Risks

Age

Spearman’s 
Coefficient1.000-.117 a-.321 b.074-.061-.002

Correlation 
Significance..013.000.115.191.966

Frequency of Use of 
(VPN) Applications

Spearman’s 
Coefficient-.117 a1.000.11 4a.126 b.199 b-.022

Correlation 
Significance.013..015.007.000.634

Perceptions of (VPN) 
Applications Concept

Spearman’s 
Coefficient-.321 b.114 a1.000.028.414 b.117 a

Correlation 
Significance.000.015..546.000.012

Knowledge of Cyberse-
curity Means when Using 

(VPN) Applications

Spearman’s 
Coefficient.074.126 b.0281.000.275 b.139 b

Correlation 
Significance.115.007.546..000.003

Attitudes of Use of (VPN) 
Applications

Spearman’s 
Coefficient-.061.199 b.414 b.275 b1.000.228 b

Correlation 
Significance.191.000.000.000..000

(VPN) Applications Risks 
on Cybersecurity

Spearman’s 
Coefficient-.022-.022.117a.139 b.228 b1.000

Correlation 
Significance.966.634.012.003.000.

a there is a statistically significant relationship at significance level = 0.05, b there is a statistically significant relationship at significance level = 0.01.
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awareness and self-education. Therefore such ap-
plications are used without awareness and consid-
eration of their risks.

7. The attitudes towards the use of VPN applications 
also differed according to the variable of academ-
ic qualification, between undergraduate and mas-
ter, and between bachelor and master, as the use 
attitudes were less among masters. This may be 
attributed to the high level of awareness of VPN 
applications in this category, as they are used in a 
minimalistic manner.

8. There is a weak inverse correlation between age 
and perceptions, at a significance level of (0.01); 
the greater the age the less the perceptions of the 
concept of VPN applications. This is an indication 
that the greater the age the higher the perception 
that VPN applications do not achieve all services. 
Therefore, perceptions about these applications 
decreased.

9. There is a very weak positive correlation between 
frequency of use and both knowledge of cyberse-
curity means for smart phones when using VPN 
applications and attitudes of the use of VPN ap-
plications at a significance level of (0.01). The 
greater the knowledge of cybersecurity means and 
attitudes of use of VPN applications the greater 
the frequency of use.

B. Recommendations
1. Communications and Information Technology 

Commission (CITC) in the Kingdom of Saudi 
Arabia should modernize the regulations related 
to information technology and communications in 
line with VPN applications.

2. It is imperative to consider awareness, in general, 
to be directed to all segments of society by vari-
ous means that are compatible with different age 
stages and educational qualifications. Moreover, it 
is necessary to focus on awareness directed to stu-
dents and employees in government sectors such 
as education and other sensitive sectors.

3. It is necessary to add courses related to cyberse-
curity that address the security and risks of VPN 
technology and the ethics of their use at all edu-
cational stages.

4. The use of VPN applications should be regulated 

and controlled, and the scope and powers of use 
should be defined.

5. It is of great importance to conduct a risk assess-
ment for VPN applications available on Saudi 
smart phone stores and to block those containing 
vulnerabilities and malware.

VIII. OUTCOMES OF THE STUDY

A. Proposed Framework for the Governance of the Use 
of VPN Applications in the Kingdom of Saudi Arabia

The Anti-Cyber Crime Law (2007) issued by the 
CITC aims to help achieve information security, preserve 
the rights arising from the legitimate use of computers 
and information networks, protect the public interest, 
ethics and public morals, and protect the national econ-
omy [51]. This framework falls within the set of objec-
tives affirmed by the Anti-Cyber Crime Law which seek 
in their entirety to regulate the use of the internet and 
related aspects, which is known as internet governance. 
Based on the results obtained about the attitudes of the 
members of the Saudi society towards using VPN ap-
plications and the current state of the Anti-Cyber Crime 
Law, in addition to benefiting from the best practices of 
states in regulating and managing the use of VPN appli-
cations, we propose a framework for the governance of 
the use of VPN applications. The axes of this framework 
shall be as follows:

B. Importance of the Proposed Framework
The governance of the use of VPN applications plays 

an important role in achieving the objective of manag-
ing national and community cybersecurity. The current 
governance framework seeks to develop the issue to up-
date the current security policies and regulations in line 
with these applications, implement some organizational 
controls and procedures related to restricting the scope 
of their use and managing their powers of use, conduct 
continuous review and evaluation processes to proactive-
ly manage their risks, and raise awareness in the society 
about their correct use to encourage positive behaviour.

C. Justifications for the Proposed Framework
Given the wide use of VPN application technology, 

cybersecurity measures should be modernized to keep 
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pace with this issue. The perspective of the framework 
is to address the risks of their use on cybersecurity that 
were previously reviewed in the theoretical framework. 
We seek to form an appropriate governance framework. 
This is due to the unorganized use of VPN applications 
by the majority of their users among members of the Sau-
di society, a lack of integrated awareness of their risks, 
the minority of those who use appropriate cybersecurity 
means when dealing with them, and their widespread use 
at the level of individuals belonging to different sectors 
as shown by the results of the study. This is in addition 
to the absence of regulations to control their use in the 
Kingdom of Saudi Arabia, as evidenced by examining the 
Anti-Cyber Crime Law. 

D. Objectives of the Proposed Framework
1. To develop a guiding plan to organize and manage 

the use of VPN applications in the Kingdom of 
Saudi Arabia.

2. To establish a conviction for the need to control 
the use of VPN applications in anticipation of 
their risks. 

3. To emphasize the importance of imposing a law 
explicitly related to the use of VPN applications, 
in addition to policies and procedures that go in 
the same direction.

4. To place emphasis on the necessity to determine 
the scope of use of VPN applications in their pos-
itive form by the concerned authority, whether at 
the level of individuals, institutions, or businesses.

5. To limit the negative use of VPN applications that 
affect societal and national cybersecurity by mem-
bers of the Saudi society and employees belong-
ing to particularly sensitive sectors.

E. Dimensions of the Proposed Framework
The governance of this type of complex networks that 

carry hybrid threats - mixing traditional and non-tradition-
al methods in an adaptive way to achieve objectives - is 
a multi-faceted task. Therefore, the proposed framework, 
Fig3, will consist of three dimensions that complement 
each other and include the elements of governance of the 
use of VPN applications distributed according to their re-
lation to each dimension. This is namely to demonstrate 
the importance of structuring procedures and defining 
responsibilities to reduce overlapping powers and to ac-

tivate the follow-up and monitoring processes to manage 
their use. These dimensions were formed on the basis of 
the concept and elements of cybersecurity governance. 
They will be as follows:

1) The Legal Dimension:
Law plays a central role in governance, and it is an 

essential characteristic of governance called "account-
ability" which requires activating the role of laws in 
prosecuting anyone who commits error. The legal di-
mension is formed in the element of governance through 
regulations, as they are among the strict methods that 
control the use of VPN applications by imposing penal-
ties exclusively related to illegal use, such as IP address 
spoofing by using a virtual, fictitious, or dependent ad-
dress of others, to commit an offence, crime or access 
illegal content prohibited by the CITC, or causing harm 
in one way or another. This requires specifying an article 
in the Anti-Cyber Crime Law that clarifies the illegal use 
and the penalties applied in this respect, which will lead 
to achieving safety and balance in use and to preserve 
rights arising from use that may harm others. The legal 
dimension is the structure within which the rest of the 
dimensions interact with flexibility and a clear method 
that achieves the main objective, which is the governance 
of the use of VPN applications.

2) The Organizational Dimension:
The organizational process and procedural measures 

are necessary for the proper implementation of any type 
of plan. This dimension explains the necessity of having 
an organizational plan for laying down a framework for 
the use of VPNs, which includes continuous assessment 
of security risks and vulnerabilities and defining them to 
control and block those containing vulnerabilities and 
malware, and to develop policies that define the scope 
and management of powers for the use of VPN applica-
tions at the level of individuals and employees of insti-
tutions and sensitive sectors. Such a plan should include 
a series of guidelines that layout procedures to assist in 
making decisions about use management processes, con-
sidering that they should be announced and published 
to reach stakeholders. This is in addition to monitoring 
the application of policies to reach the objective, which 
is to comply with the law that controls the use of VPN 
applications. The development of policies is the core of 
the governance framework, as cybersecurity technology 
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alone is not sufficient to achieve security without policies 
and continuous update according to developments result-
ing from continuous risk assessment. Moreover, proce-
dures should be developed, and human-centred control 
processes should be activated to manage cybersecurity as 
required.

3) The Awareness-related Dimension:
Awareness is considered the first line of defence and 

the decisive factor for the prevention against the risks of 
VPN applications on cybersecurity, since the human fac-
tor represents the weakest link in the chain of combating 
cyber risks. Therefore, concerted efforts are required to 
adopt and activate awareness initiatives with sustainable 
impact, in order to clarify the risks resulting from the use 
of the applications under study, provided that these pro-
grams are multi-level and adapted to all groups of differ-
ent academic degrees and educational levels.

The role of the communications and information tech-
nology sector comes primarily in raising public aware-
ness on the risks of VPN applications through audio and 
visual media, SMS awareness messages and social media 
platforms, and clarifying their risks and the importance of 
discipline in their use.  Other sectors must subsequently 
play a role such as education, as it has a major role in 
this regard by providing awareness initiatives in univer-
sities and schools through electronic courses and means 
such as digital platforms, including the Saudi Digital 
Library platform. The results of the field study showed 
that the largest percentage of users are students, while 
there is widespread use at the level of different sectors. 
Therefore, awareness should also be provided at the lev-
el of government and other sectors, as it is possible for 
VPN service providers to access sensitive information 
of government officials and employees through these 
applications. In order for the initiatives to be successful, 
it is imperative to identify the qualified individuals re-
sponsible for implementing awareness programs. In this 
dimension, the application of the principle of convincing 
the target community on the importance of cybersecu-
rity awareness and the effects of incorrect use of VPN 
applications is worth mentioning, in order to encourage 
internet users from the Saudi society to adopt safety pre-
cautions and to train them on the means of security in 
cyberspace when using these applications and to convey 
the message to them clearly, Fig. 6 shows a summary of 
the proposed framework.
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