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Abstract
Cryptography and steganography are combined to provide practical data security. This paper proposes integrating 

light-weight cryptography with improved Arabic text steganography for optimizing security applications. It uses light-
weight cryptography to cope with current limited device capabilities, to provide acceptable required security. The work 
tests hiding encrypted secret information within Arabic stego-cover texts, using all common diacritics found naturally in 
the Arabic language. The study considers different challenging situations and scenarios in order to evaluate security prac-
ticality. It further carries out simulations on some short texts from the Holy Quran, taking them as standard authentic texts, 
that are fixed and trusted, therefore providing realistic study feedback that is worth monitoring. Our improved approach 
features preferred capacity and security, surpassing the best previous diacritics stego approach, showing interesting po-
tential results for attractive enlightening exploration to come.

I. INTRODUCTION

The concept of security is very important for many 
real-world applications. It is currently considered that 
there is a critical demand for safety and privacy. Every-
thing is becoming digital as a huge vital move for today’s 
technology, which ever raises new vulnerabilities. Most 
of our personal and identity information has been digi-
talized, such as passport or identity information, email 
messages, health information, private family pictures, 
bank information, and credit card information. It is vi-
tal that all this digital information is not dishonestly ex-
posed, i.e. making the need for suitable security more and 
more urgent. 

Security is needed for storing data and for transmit-
ting it as well. In fact, data transfer exposes information 

to security breaches more than when they stand still [1]. 
Cryptography encryption is found to be useful in secur-
ing data transfer. Encryption means converting the data 
to difficult (complex) form to protect data and informa-
tion from unauthorized benefit. Steganography is another 
method for hiding the presence of data, regarding storage 
and securing data-transfer [2]. Steganography is differ-
ent from cryptography in that cryptography is concerned 
with removing the power of a hacker or a third party, 
while steganography is concerned with hiding the data it-
self from a third party. Cryptography alone mainly serves 
confidentiality; and steganography normally helps pre-
serve availability [3], we are integrating them to benefit 
from them both, in addition to adding robustness, raising 
the system service and providing more security.
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The work further proposed adopting light-weight 
cryptography to cope with current limited device capa-
bilities, providing acceptable required practical security. 
Recently, many lightweight cryptography (LWC) re-
search has presented well-known algorithms [4]. Such 
techniques work on many devices that have insufficient 
resources, like connectivity hardware and software, ad-
equate, power consumption, memory size and execu-
tion time, i.e. targeting pervasive devices with limited 
resources [5]. The focus of lightweight cryptography 
(LWC) is to provide practical security and privacy in 
resource-constrained applications, embedded systems, 
Internet-of-Things (IoT), and cyber-physical systems, in-
cluding Radio Frequency Identification (RFID) systems, 
wireless sensor networks, vehicle ad-hoc networks, and 
digital healthcare needs [6]. This work involving LWC 
is studied theoretically, as a separate layer, to ensure its 
suitable to be combined with steganography, to form ef-
fective security protection.

Steganography techniques that have been developed 
lately are getting more attention than ever before [7]. 
Steganography is found to be promising and useful in 
personal processing and the storage of e-data, especially 
when assuming private individual confidentiality, though 
it is not the only secrecy solution. However, it can be one 
of the efficient approaches recommended in today’s re-
al-life e-services, as discussed differently within Unicode 
text steganography [8] and multi-image secret hiding [9], 
as well as within educational platforms [10] and online 
account systems [11]. Therefore, this proposed research 
work can be assumed as establishing an essential research 
position, to work on upcoming novel schemes, being ad-
justed and applied as desired, by specific e-applications. 

Recall as introduced, the main target of involving 

steganography is to hide the existence of information 
from unintended users, i.e. the information will be hid-
den in such a way that none can reveal its presence. In 
this work, we will combine integrated cryptography and 
steganography techniques to secure sensitive information 
within Arabic text data. Arabic text crypto-stego schemes 
ensure that even if the embedded text is discovered, the 
content remains unknown in meaning or unbeneficial, 
as the hidden information has been encrypted via LWC 
[12]. The use of LWC is selected to ensure using the 
minimum amount of computation resources, helping to 
maintain practical limited device capabilities, fulfilling 
the user experience of today.  The study contribution 
tests the integration of different common LWC schemes 
(AES, DES, IDEA) with interesting variation in Arabic 
text steganography approaches (two-Diacritic, improved 
full Diacritics), as shown in the overview of Fig. 1. The 
Cryptography input is secret data and pre-shared cryp-
to-key; the steganography input is stego-cover and the 
output of cryptography. The steganography output can be 
noted as the integrated system results, as marked in Fig. 
1. To be concise, this study proposes an Arabic text cryp-
to-stego system where sensitive secrets are encrypted and 
hidden within Arabic text diacritics, which are tested pro-
viding positive results.

The flow of the paper is as follows. Section 2 will 
cover the related studies of LWC and linked steganog-
raphy, with emphasis on Arabic text, along with some 
technical details. Section 3 will describe the research ap-
proach of the integrated system, explaining both hiding 
and retrieving security processes. Section 4 provides the 
implementation details and the experiment results, pre-
senting the performance and efficiency measurements, 
followed by the conclusion of the work in Section 5. 
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5.  Check value of bits of secret ciphertext message to be 
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a. if it is ‘1’ the ‘Diacritic’ is kept. 
b. if it is ‘0’ remove ‘Diacritic’. 

6. Repeat step 5 until the secret message ends. 
7. As secret message ended, involve two ’Sukun’ 
diacritics in cover-text indicating ending embedding. 
8. Show the text before/after the stego process, i.e. 
before/after encryption. 
 
 

 
 

 
 
 
 
 
 
 
 
 

 
 

 
 
 
 

 
 
 

 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 

 
 
 

Algorithm 2:  Extract secret message, the original text 
Inputs: stego-text 
Outputs: secret message 
1. Check the existence of the two ‘Sukun’ in the stego-file 
to mark the ending of hiding secrecy. 
2. Start with the first word in the stego-file which has the 
binary bits of the encrypted hidden text within the 
diacritics. 
3. Check the letters of the stego-text  

a. If it has Diacritic, a value one is recorded.  
b. If the letter is with no Diacritic, a value zero is 
recorded. 

4. Repeat step 3 until two ‘Sukun’ is sensed. 
5. Collect the binary recorded bits as cyphertext data. 
6. Decrypt cyphertext using pre-shared key via the 
known algorithm (AES or DES or IDEA) 
7. Convert binary to text. 
8. Extract the original message.  

 
 
Fig. 1 Overview of the integrated system 

 
Fig. 2 Pointed and un-pointed letters in Arabic language. 

 
Fig. 3 Arabic text Diacritics or Tashkeel 

Fig. 1. Overview of the integrated system.
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II. RELATED BACKGROUND

This section reviews some technical details about 
Light Weight Cryptography (LWC) and highlights 
knowledge on Steganography. The section is gives focus 
to Arabic Language texts, which have helpful features 
used in our integration system. The work performance 
is tested in a latter section, via security and capacity. The 
term capacity represents the size of the bits of data that 
can be outfaced by the stego-cover, as steganography car-
riers of standard cover media such as pictures [11], video 
clips [10], music, and sound [13], where our work focus-
es on diacritic Arabic text steganography. Regarding the 
security measurements, attackers can handle the detec-
tion of hidden information, using its perceptual appear-
ance. In that case, if the gap between stego-text and the 
cover text is large, higher security levels can be achieved, 
as will be elaborated on later during the comparison and 
analysis section.

A. Light-weight cryptography (LWC)
The term cryptography started to be used at the start 

of the 19th century. It uses encryption to conceal data, 
and decryption to recover information, as main activities 
within the field of cryptograph. Encryption changes the 
plain or ordinary text into complex encoded data called 
ciphertext. Decryption is the reverse process; which is re-
verting the ciphertext into plain text. Cipher (or Cypher) 
are the algorithms used for encryption and decryption. 
There are two categories for Cryptography: Symmetric 
and Asymmetric. Regarding the symmetric type, the 
process of encryption and decryption is handled using 
one same key. That means that both sender and receiv-
er would have pre-shared their key. For the asymmetric 
type of cryptography, the process uses two different keys, 
public and private. The public key is shared while the pri-
vate key is used by the receiver only. The transferred data 
is encrypted using the public key and decrypted using its 
paired private key [1].

Lightweight cryptography (LWC) is added as an en-
hancement to many famous encryption methods such as 
AES (Advance Encryption Standard) and DES (Data En-
cryption Standard) cryptography [3]. Such algorithms are 
developed mainly for devices with insufficient computa-
tional resources, or high-power availability. LWC gathers 
between lightness and security. The goal of lightweight 
cryptography (LWC) is to provide security and privacy 
in resource-constrained applications, embedded systems, 
Internet-of-Things (IoT), and cyber-physical systems, in-

cluding Radio Frequency Identification (RFID) systems, 
wireless sensor networks, vehicle ad-hoc networks, and 
healthcare [4].

Block size is small in lightweight cryptography, usu-
ally 64 bits or 80 bits. In addition, the key is set to be 
small, typically less than 90 bits. Rounds are less com-
plex, and S-boxes often contain 4 bits. Considering hash-
ing methods in LWC, SPONGENT [4], PHOTON [5], 
and Lesamanta-LW [6] are popular recent examples. 
Differently, PRESENT [3] and CLEFIA [2] are other 
scenarios for block-crypto methods other than Enocoro 
and Trivium representing stream methods [6]. In this re-
search, we benefited from all the previously mentioned 
attempts, testing theoretically, the three popular LWC 
algorithms, AES, DES and IDEA, as separate layers to 
be integrated with steganography, aiming for better per-
formance and higher security. This use of LWC is studied 
hypothetically, as a separate layer, to ensure its appro-
priateness when merged with steganography, developing 
operative security protection.

B. Arabic text Steganography
Steganography is a technique to keep data hidden 

in storage or during communication. Designing stegan-
ography systems can include three criteria: perceptual 
transparency, robustness, and hiding capacity [9]. The 
purpose of stego-security is to protect confidential infor-
mation that is contained in sensitive texts, and ensure it 
is not retrieved easily [14]. Steganography can hide data 
within any multimedia digital format [11]. This work 
targets text steganography, considered as a challenging 
method for limited unwanted (redundant) information, 
i.e. in text files more than in other types of cover me-
dia [15]. The composition of text files is common and 
the structure of other types of network digital forms may 
be quite dissimilar from what the media monitors. The 
beauty of writing a word document in the connection, is 
its practical, lowest memory, utilization of sources [8]. 
Therefore, our choice of text steganography found var-
ious steganographic techniques geared towards specific 
languages, depending on the text linguistic structure [15], 
motivating our work towards improving new relevant ad-
justments.

Several studies have lately been devoting steganogra-
phy to Arabic texts, i.e. to take advantage of adding, ed-
iting or changing letters or diacritics and make use of its 
Arabic linguistic rules [8]. Arabic words are proven to be 
robust and difficult to discover via steganography [16]. 
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Furthermore, Arabic is a language spoken by 420 million 
people and is the religious language of Islam [17], known 
as the sixth most spoken language worldwide. Notice that 
writing in Arabic is very different from English [18]. It is 
written from right to left, the reverse of the direction in 
English [19]. More than half of Arabic letters have dots, 
as shown in Fig. 2, highlighting the difference between 
pointed and non-pointed letters [20]. In fact, the Arabic 
language is distinguished by many dots and the dots are 
in different positions within the letters [18].

Furthermore, the composition of each Arabic let-
ter is diverse, depending on its position in a word [21]. 
Interestingly, the Arabic language has "Diacritics", or 
Harakat, as almost-redundant marks, added to the letters 
[22]. There are eight forms of Diacritics representing just 
the vowels [23], and are called Fathah, Kasrah, Dammah, 
Sukun, Tanwin Fathah, Tanwin Kasrah, Tanwin Dam-
mah, and Shaddah, as shown in Fig. 3.

Due to all these properties of Arabic text, steganog-
raphy can work practically, providing required accuracy. 
There are some techniques for steganography with Ar-
abic, such as Unicode-based steganography, Linguis-
tic-based steganography and Steganography by displace-
ment of points. In this research, the method used depends 
mainly on diacritics. Consider study [7], it uses steganog-
raphy within Arabic text serving the holy Quran. It only 
uses steganography for hiding purposes, i.e. without any 
cryptography involvement. It gives good results in regard 
to hiding data messages within the obvious texts. Other 
studies used Arabic text features for stego-hiding purpos-
es. The stego method [24] relies on using the pointed let-
ters (dots) in the Arabic texts, similar to the original work 
in [18]. But these methods were not preferable, due to 

low capacity [19]. Another study proposed using the Ar-
abic extension character “Kashida” for hiding secret bits 
[25]. The disadvantage of this method is that the Kashida 
character is only added between connecting letters, i.e. 
not at the beginning, nor the end. Our approach could not 
compare with many of these studies due to the huge dif-
ferences, therefore ensuring we kept with the diacritics 
Arabic stego scheme as the main study reference in our 
work. Therefore, the comparison results within this study 
was laid out in depth with the paper [23] study.

III.PROPOSED INTEGRATED SYSTEM

This research proposes an integrated security archi-
tecture system for data storage and transfer. The pro-
posed algorithm hides within Arabic Text diacritics, 
using LWC sensitive data, i.e. to secure data prevent 
breach risks. In general, for most Arabic e-text sources, 
if a diacritic marker-code is found, the corresponding 
line image is displayed, without changing its cursor po-
sition. Generally, in most Arabic e-text sources, when a 
coordinate marker code is obtained, an equivalent image 
is displayed without changing the position of the cursor 
[23]. This horizontal observation opens up the possibili-
ty of including other relevant punctuation marks without 
much notice. 

We implemented the computer simulation program to 
recognize Arabic diacritics and interpret them for hiding/
sensing sensitive data. The user is given the option to se-
lect text files from his device, i.e. for storing secret data 
to run experimentations. For testing purposes, the user is 
given the choice to enter the cover Arabic text manually. 
For clarification, the integrated crypto-stego system con-
sidered the following specifications:
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Algorithm 2:  Extract secret message, the original text 
Inputs: stego-text 
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1. Check the existence of the two ‘Sukun’ in the stego-file 
to mark the ending of hiding secrecy. 
2. Start with the first word in the stego-file which has the 
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a. If it has Diacritic, a value one is recorded.  
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4. Repeat step 3 until two ‘Sukun’ is sensed. 
5. Collect the binary recorded bits as cyphertext data. 
6. Decrypt cyphertext using pre-shared key via the 
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Fig. 3. Arabic text Diacritics or Tashkeel.
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• Understanding the system necessities along with 
its implementation details. Determining the cyp-
to-key as an important, well-hidden element, so 
that no third party can discover it. Similarly, the 
secret data or messages should be hidden such that 
none can reveal its presence or their contents. 

• In case any hidden information is detected illegal-
ly, the message should have been encrypted prop-
erly, assuming its key is hard to find out, or used 
for secret/messages decryption. 

• No technical or useful information in recognizing 

the message is permitted to be revealed or detect-
ed; and any other ways that disclose the contents 
of secret messages shouldn’t be revealed. 

• Fulfill system requirements that may include 
secret/message requirements, container require-
ments, stego-container requirements, algorithm 
requirements and security requirements. In brief, 
to achieve secret/message transfer without any 
blocks or issues and most importantly with secu-
rity goals set. 

• Any secret/message that goes under steganogra-

TABLE I
EXAMPLE OF DIFFERENT LWC WITHIN THE INTEGRATED CRYPTO-STEGO SYSTEM.

LWC AES IDEA DES
Original 
Secret 
Text

Malak Malak Malak

En-
crypted 
message

£Eغخٌ¤،lظةُ؛5ض D$ژؤغ‚.r}Jéوq ¢ˆD$µPV$ï¦¶OT

Secret 
bits of 

en-
crypted 
message

11101111101110111011111111011
00010111000001000001101100010
10100111011001100011111101100
01001101100110101110110001011
01100110110011011000101110100
01000001101100010101110110110
01100011001100001010100100110
11000100011000100010111000010
10100011

111011111011101110111111000
110000100010000101110111000
101000000010011010110110101
001100011011000101001001101
100010111010001001000111001
001111011111000101000000010
001111000001000100101011000
011101010011101100110001000
01110001

111011111011101110111111
110010111000011000100000
110000101010001000100000
010001000010010011000010
101101010101000001010110
001001001100001110101111
110000101010011011000010
101101100100111101010100

Ste-
go-text 

as
Inte-

grated 
system 
output

عَلَىَ قدْرِ اَهْلَ الْعَزْم تَ�أْتِي اَلْعَزَاَئِمُ
وَتعْظِم في عَيَن اَلَ�صغير �صغَ�ره�
وتَ�أْتيَ عَلى قدْر اَلكِرامِ اَلَكََ�رم

وَتُ�صغر فَيِ عَيْنَ اَلعَظِيم الْعظَ�ئِم
يُكَلف �صَيَف اَلدّوْلَة اَلَي�ش هَمهُ

وَقدْ عَجزتْ عَنهُ اَليَوَ�ش اَلَ�ص�رِم
وَيَطْلبُ عند اَلن��ش مَ� عِندَ نَف�صه

رَاغم وَذلِك مََ� لَ تَدّعيَهِ ال�صّ
يُفَدي اأَتَ الطيَر عُمرَا �صلَحهُ
نُ�صوُرُ الفلَ اأحدَاَثه� وَالق�صَ�عِمُ
وَم� �صرهَ� خَلقٌ بغيِر مَـخْْ�لِبٍ
وَقَدْ خُلِقَتْ اأَ�صَيَ�فُهُ وَاَلَقَوَاَئِمُ

مَرَاَءُ تَعْرِفُ لَوْنَهََ� دَثُ اَلََ هَلِ اَلََ
وَتَعْلَمُ اأَيّ اَلَ�صَّ�قِيَيْنِ اَلَغَمََ�ئِمُ

�صَقَتْهََ� اَلَغَمََ�مُ اَلَغُرُ قَبْلَ نُزُوُلِهِ
مََ�جِمُ فَلَمَّ� دَنَ� مِنْهََ� �صَقَتْهََ� اَلََ
بَنََ�هَ� فَ�أَعْلَىَ وَاَلَقَنََ� يَقْرَعُ اَلَقَنََ�

طِمُ وَمَوْجُ اَلَْنََ�يََ� حَوْلَهََ� مُتَلََ

عَلَىَ قدْرِ اَهْلَ الْعَزْم تَ�أْتِي اَلْعَزَاَئِم
غير �صغَ�رَهََ� وتعْظِم في عيْن ال�صّ
وتَ�أْتِي علىَ قدْر الكرام اَلكََ�رمِ

غرُ فَي عَيَن العَظِيم الْعَظَ�ئِم وتُ�صَ
يكلّف �صَيف اَلدوْلَة اَلَي�ش هَمهُ

�رمُ وَقَد عَجزت عَنه اَليوَ�شُ اَل�صَ
وَيَطْلبُ عِنْدَ اَلن��شِ مَ� عند نف�صه

وَذلك مََ� لََ تدعيه اَل�صراَغم
يُفدّي اأَتَ الطيَرِ عُمرَا �صِلحَهُ
نُ�صوُرُ الفَلَ اأحدَاثه� وَاَلْق�ص�عِمْ
َ�لِبٍ رّهََ� خَلْقٌ بِغَيَرِ مََ وْمََ� �صَ
وَقَدْ خُلِقَتْ اأَ�صَيَ�فُهُ وَاَلَقَوَاَئِمُ

مَرَاَءُ تَعْرِفُ لَوْنَهََ� دَثُ اَلََ هَلِ اَلََ
وَتَعْلَمُ اأَيّ اَلَ�صَّ�قِيَيْنِ اَلَغَمََ�ئِمُ

�صَقَتْهََ� اَلَغَمََ�مُ اَلَغُرُ قَبْلَ نُزُوُلِهِ
مََ�جِمُ فَلَمَّ� دَنَ� مِنْهََ� �صَقَتْهََ� اَلََ
بَنََ�هَ� فَ�أَعْلَىَ وَاَلَقَنََ� يَقْرَعُ اَلَقَنََ�

طِمُ وَمَوْجُ اَلَْنََ�يََ� حَوْلَهََ� مُتَلََ

عَلَىَ قدْرِ اَهْلَ الْعَزْم تَ�أْتِي اَلْعَزَاَئِمُ
غِير �صغَ�ره� وَتعظِم فِيَ عَين ال�صّ
وتَ�أْتي علىَ قدْر اَلكراَم الَك�رم

غر فِي عين الْعظيَم الْعَظ�ئم وت�صَ
يُكلّف �صَيَف اَلدّولَة اَلي�ش همّه

َ�رِم وَقدْ عَجزت عَنه اَليَوَ�ش ال�صَ
وَيطْلُبُ عِنْدَ الن��شِ مَ� عنْد نفَ�صِه

وَذَلك م� لَ تَدعْيَه اَلَ�صراَغم
حَهُ يُفَدّيِ اأتَ اَلطّير عْمْرَاً �صِلََ
نُ�صُوُرُ اَلَفَلََ اأَحْدَاَثُهََ� وَاَلْقَ�صََ�عِمُ
َ�لِبٍ رّهََ� خَلْقٌ بِغَيَرِ مََ وَمََ� �صَ
وَقَدْ خُلِقَتْ اأَ�صَيَ�فُهُ وَاَلَقَوَاَئِمُ

مَرَاَءُ تَعْرِفُ لَوْنَهََ� دَثُ اَلََ هَلِ اَلََ
وَتَعْلَمُ اأَيّ اَلَ�صَّ�قِيَيْنِ اَلَغَمََ�ئِمُ

�صَقَتْهََ� اَلَغَمََ�مُ اَلَغُرُ قَبْلَ نُزُوُلِهِ
مََ�جِمُ فَلَمَّ� دَنَ� مِنْهََ� �صَقَتْهََ� اَلََ
بَنََ�هَ� فَ�أَعْلَىَ وَاَلَقَنََ� يَقْرَعُ اَلَقَنََ�

طِمُ وَمَوْجُ اَلَْنََ�يََ� حَوْلَهََ� مُتَلََ

Alkhudaydi & Gutub



18

JISCR 2020; Volume 3 Issue (1)

phy should be resilient to the distortion caused by 
various transformations, such as decrease or in-
crease, conversion to another formats, change in 
resolutions or addition of objects. This maintains 
the information robustness. 

• The error correction code may be used to maintain 
the integrity of the embedded information. Some 
messages can be duplicated to increase reliability. 

• It’s vital to bear in mind the degree to which the 
message is secret (imperceptibility), along with 
the size of the message embedded within it (max-
imum size and capacity).   

The integrated approach proposed in this work used 
both cryptography and steganography to accrue their 
benefits, as shown in Fig. 4. The integration is heavily 
experimented, confirming practical performance and 
utilization, measuring performance via capacity and se-
curity. The proposed study is performed by applying the 
three LWC schemes on the same involved secret text, as 
shown by the simplified example, detailed in TABLE I. 
Then, the LWC selection is performed, based on the re-
sultant efficiency, followed by the conversion to binary 
for stego imbedding within diacritics. The hiding is per-
formed by preserving (keeping) the diacritics whenever a 
one is found, removing the zero diacritics, and this is per-
formed continuously on the bit stream until the end of the 
secret data binary bits. In the following subsections, we 
will detail the suggested algorithm in some depth, within 
the architecture components and testing data, in order to 
verify the work.

A. System Architecture
Consider the encryption via LWC shown in Fig. 4, the 

system methods used here are AES (Advance Encryption 
Standard), DES (Data Encryption Standard) and IDEA 
(International Data Encryption Algorithm). These algo-
rithms are selected for the study, assumed to be practi-
cally efficient and suitable for use with limited resources 
[26]. It’s noticeable that the encryption key is private and 
pre-shared, so the encryption is symmetric, as the key is 
needed for decryption when the secret data is to be re-
trieved once more.

The sensitive information is encrypted and sent to be 
hidden via steganography, following Fig. 5. The hiding 
process depends mainly on the full Arabic text diacrit-
ics (Fathah, Kasrah, Dammah, Fathatan, Dammatan, 
Kasratan, Sukun and Shaddah); where the results are in 

the form of stego-text that is safe for public distribution, 
assuming its secret cannot be easily detected or even 
known to be present. This stego hiding within Arabic text 
is similar in principle to the efficient hiding of [27] but 
utilizing diacritics instead of Unicode features. 

When receiving or retrieving the sensitive informa-
tion, the stego-text is used to reveal the hidden text and 
revert to the original secret, but remain encrypted. Then, 
the crypto-key plays its role in decrypting it, revealing 
the secret once more. Recall, using the LWC purpose 
of simplifying the computational, power, capability and 
memory requirements, to be suitable for devices with 
limited resources [28]; as the main variance from utiliz-
ing complex encryption, such as elliptic curve cryptogra-
phy, with stego combinations [29]. The use of AES, DES 
and IDEA are good choices as LWC encryption algo-
rithms for this study, in addition to research pilot stages 
[28]; though these LWC procedures may not be the opti-
mal solutions for heavy-duty daily applications that can 
be kept for future studies.

In summary, diacritics is an important feature of Ara-
bic text and it’s mainly used here for hiding the messag-
es. The Arabic letters and diacritics are then converted to 
binary bits and the cypher secret text is stego-stored. The 
binary code will identify the cover text that will be used 
in the hiding process. Diacritics, in our work, are so vital 
in playing an important role in ensuring that the place-
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Fig. 4 Block diagram of the integrated security system. 

 
Fig. 5 Storing the sensitive secret data. 

 
Fig. 6 Retrieving back the secret data. 

Fig. 4. Block diagram of the integrated security system.
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ment of the secret bits are set within the usable range of 
the cover text. In fact, this hiding research needs to be 
combined to secure access technology [30], in order to 
provide more effective overall privacy solutions.

B. Experimental Steps and Hiding Process
The system is integrated with its embedding process, 

as shown in Fig. 5. The software development starts by 
selecting an input file that contains the information or 
messages to be securely stored or sent. Then, the LWC 
encryption algorithm is applied to the message, i.e. using 
AES or DES and IDEA, to get the encrypted data. The 
encrypted results are compared, as shown in TABLE I, 
providing a possibility for preferential choice. TABLE I 
encrypted data from the different LWC schemes are com-
pared by looking at their size, as well as their secrecy, 
via automated histogram and PSNR analysis. It is to be 
made clear that there is no obvious observed relationship 
between the different encryption cyphertext results and 
the original plain text. Therefore, automatic analysis is 
necessary, as will be elaborated on in the next section’s 
comparison.

The encrypted data are then hidden within Arabic text 
diacritics via the two methods. Our example in TABLE I 
shows a hiding process sample, using our improved full 
diacritics stego scheme. The performance of every strat-
egy is tested to sense practical security and capacity cal-
culations, i.e. of bit hiding, as the focus of the research. 
The output of this process will be a stego-text that will 
be stored or received through data storage or transfer for 
reverse processing to follow.

The proposed algorithm starts by converting the cov-
er-text, which is used for the hiding process, into binary 
bits. The bits are stored in an array, where every 16 bits 
represent Arabic letters or diacritics, which are placed 
together visually. 8-bits are added, representing non-Ar-
abic characters, to complete the programming proper in-
vestigation. Recall that the secret message is encrypted 
by the intended LWC algorithms. The algorithms read 
the first bit of the secret message and then compare it 
with the first diacritics in the cover-text. If, for instance, 
the first bit to be hidden is a ‘one’, this first diacritic, 
‘Fathah’ for example, will remain; otherwise the ‘Fathah’ 
will be removed. This process is repeated until all the se-
cret bits in the secret message have been handled. When 
the secret message ends, two ‘Sukun’ are added to the 
cover-text, which is not found in Arabic writing, used as 
an indication of ending the hiding process. Algorithm 1 
outlines the hiding process as a pseudo-code. 

It’s important to make sure that all possible diacritics 
are present in the cover-text, in order to hide some data 
in a cover text, using the proposed technique. Then, the 
algorithm sequentially matches every diacritic to a bit 
from the secret bits, as shown by the example in Fig. 7. 

It is to be noted that the secret bits should be hidden 
in the cover text in proper order, i.e. from right-to-left, 
following the Arabic writing style. To run our experi-
mentations fully, we used the example of a prepared, 
simplified poem as a suitable cover text, see below:

قَـدْرِ عَلَـىَ  تِـيَ  تَ�أْ وَ ئِـمُ  لْعَزَاَ اَ تِـيَ  تَ�أْ لْعَـزْمَ  اَ هْـلَ  اَ قَـدْرِ   عَلَـىَ 
فَيِ غّـرُ  وَتُ�صَ رَهَـَ�  غََ� �صَ غِـيَرِ  اَلَ�صّ عَـيْنَ  فِيَ  تُعْظِـمُ  وَ رِمِ  لََـكََ� اَ مِ  لْكِـرَاَ  اَ
قَـدْ وَ هَمّـهُ  يَ�ـشَ  اَلََ لَـةِ  لَدّوْ اَ �صَـيَفُ  يُكَلّـفُ  ئِـمَ  لْعَظََ� اَ لْعَظِيَـمِ  اَ  عَـيْنَ 
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Fig. 6 Retrieving back the secret data. 

Fig. 5. Storing the sensitive secret data.
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عِنْـدَ مَـَ�  لَنَّ��ـشِ  اَ عِنْـدَ  وَيَطْلُـبُ  رِمُ  ـَ� �صَ اَلََ يَوَ�ـشُ  اَلََ عَنْـهُ   عَجِـزَتْ 
عُمْـرَاً لَطّـيَرِ  اَ تَّ  اأَ يُفَـدّيِ  غِـمُ  رَاَ اَلَ�صّ تَدّعْيَـهِ  لََ  مَـَ�  وَذَلِـكَ   نَفَ�صِـهِ 
بِغَـيَرِ خَلْـقٌ  رّهَـَ�  �صَ وَمَـَ�  لْقَ�صَـَ�عِمُ  اَ وَ ثُهَـَ�  حْدَاَ اأَ لَفَـلََ  اَ رُ  نُ�صُـوُ حَهُ   �صِـلََ

ءُ مَـرَاَ اَلََ ـدَثُ  اَلََ هَـلِ  ئِـمُ  اَ لَقَوَ اَ وَ �صَـيَ�فُهُ  اأَ خُلِقَـتْ  وَقَـدْ  لِـبٍ  �َ  مََ
لَغُـرُ اَ مُ  لَغَمَـَ� اَ �صَـقَتْهََ�  ئِـمُ  لَغَمََ� اَ قِيَيْنِ  لَ�صّـَ� اَ يّ  اأَ تَعْلَـمُ  وَ نَهَـَ�  لَوْ  تَعْـرِفُ 
لَقَنَـَ� اَ عْلَـىَ وَ مََ�جِـمُ بَنََ�هَـ� فَ�أَ لِـهِ فَلَمّـَ� دَنَـ� مِنْهَـَ� �صَـقَتْهََ� اَلََ  قَبْـلَ نُزُوُ
طِـمُ مُتَلََ لَهَـَ�  حَوْ يَـَ�  لَْنََ� اَ وَمَـوْجُ  لَقَنَـَ�  اَ يَقْـرَعُ 

The integration process sequentially matches every 
diacritic to a bit from the secret bits. Then, we apply the 
hiding process, removing diacritics related to zero bits, 
whilst keeping the ones. The algorithm encrypted the se-
cret by the three LWC algorithms represented in the text, 
as well as binary bits, as detailed in TABLE I. The simple 

secret data used for this clarification has the normal name 
"Malak".

C. Extracting Process
The extracting process is the reverse of the hiding 

bit procedure, as shown in Fig. 6, observed by the re-
ceiver as retrieving the secret message. It involves the 
stego-text, which is an output of the hiding process, 
starting as an input secret message for decryption, using 
the pre-shared crypto-key. Our proposed software plat-
form is programmed to show the verification data, i.e. 
by clicking “show data” link, the program will retrieve 
the secret and sensitive text data. It shows the binary bits 
of the encrypted hidden text within the diacritics. Then, 
the software converts the binary bits to its original text. 
Note that the results from the platform show the encrypt-
ed text that needs to be decoded via the intended LWC 
algorithm, i.e. requiring the secret crypto-key as an input 
to the reverse cryptography process. The system decrypts 
the cipher text, regenerating the secret sensitive data, as 
example shown in Fig. 8.

In general, to simplify extracting the data from the 
cover text, using the proposed technique, we spot the un-
available diacritics as hiding bits of zeros, while others 
are simply ones. The retrieving Algorithm 2 shows the 
extraction process as a pseudo-code.
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Fig. 7. Example of the proposed hiding stego technique.
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Fig. 7 Example of the proposed hiding stego technique. 

 
 
Fig. 8 Example of the extracting process. 
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Algorithm 1: Hiding secret message bits into Arabic 
cover-text 
Inputs: cover-text, input file 
Outputs: stego-text 
1. Conduct the secret message encryption by different 
LWC algorithms.  
2. Choose the preferred cyphertext from LWC outputs 
2. Convert the encrypted message (it is a sequence of 
binary bits 0’s and 1’s). 
3. Insert the cover-text with Diacritics, and converting it 
to Binary Bits. n. 
4. storing it in an array 
5.  Check value of bits of secret ciphertext message to be 
hidden. 

a. if it is ‘1’ the ‘Diacritic’ is kept. 
b. if it is ‘0’ remove ‘Diacritic’. 

6. Repeat step 5 until the secret message ends. 
7. As secret message ended, involve two ’Sukun’ 
diacritics in cover-text indicating ending embedding. 
8. Show the text before/after the stego process, i.e. 
before/after encryption. 
 
 

 
 

 
 
 
 
 
 
 
 
 

 
 

 
 
 
 

 
 
 

 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 

 
 
 

Algorithm 2:  Extract secret message, the original text 
Inputs: stego-text 
Outputs: secret message 
1. Check the existence of the two ‘Sukun’ in the stego-file 
to mark the ending of hiding secrecy. 
2. Start with the first word in the stego-file which has the 
binary bits of the encrypted hidden text within the 
diacritics. 
3. Check the letters of the stego-text  

a. If it has Diacritic, a value one is recorded.  
b. If the letter is with no Diacritic, a value zero is 
recorded. 

4. Repeat step 3 until two ‘Sukun’ is sensed. 
5. Collect the binary recorded bits as cyphertext data. 
6. Decrypt cyphertext using pre-shared key via the 
known algorithm (AES or DES or IDEA) 
7. Convert binary to text. 
8. Extract the original message.  

 
 
Fig. 1 Overview of the integrated system 

 
Fig. 2 Pointed and un-pointed letters in Arabic language. 

 
Fig. 3 Arabic text Diacritics or Tashkeel 
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IV. COMPARISONS AND ANALYSIS

The integrated security system for hiding sensitive 
text data, on personal computers, is implemented on a vi-
sual studio-programming platform. The algorithm is pro-
grammed by C# language, using UTF-8 Encoding, due 
to its convenience fully supporting Arabic text. The data 
used in the experiment are samples from the holy Quran, 
for process testing analysis. Note that the number of let-
ters in the chosen Quran Surahs are different, leading to 
different capacity values. Therefore, the data used from 
the Quran provide the concept linking to the work in [23]. 
However, the thorough progress of the integrated system 
comparisons, utilized samples from the fixed size poem. 
The poem selected was written by AlMotnabi, a famous 
Arabic Poet. In both cases, the Diacritics involvement 
showed variation in results, that helped our experiment 
demonstrate the effects of the hiding process, i.e. testing 
utilizing Diacritics for secrecy. In other words, the imple-
mentation targeted testing the proposed methodology for 
hiding secret information bits within all diacritics, after 
conducting the text encryption by different LWC algo-
rithms, as shown via the platform in Fig. 9. Note that the 
LWC keys are pre-shared, well-thought-out and known 
by the participants before the process. In other words, 

this sharing of LWC keys is part of the common key 
management challenge considered outside of the scope 
of our work at this stage.

As previously described, the Arabic language uses 
Diacritics in the holy Quran, as well as religious and his-
torical scripts. As mentioned, we use study [23] as a com-
parison, which uses Two Diacritics schemes (‘Fathah 
’and ‘Kasrah’). Our experimentation  selects the secret 
bits to be hidden and then stores them in the cover text, 
using all Diacritic approaches. TABLE II shows the bits 
used in encryption, as well as their values in 0’s and 1’s. 
TABLE III demonstrates the difference in using the two 
approaches, applying historical Arabic poetry, which is 
full of diacritics, with examples using 9-bits, 20-bits, 
30-bits, 50-bits, 60-bits, 100-bits, 120-bits, 240-bits and 
480-bits hidden. For 480 secret bits, the secret message 
can’t be hidden, as the cover text has 296 bits, as it’s not 
big enough to conceal the secret message within its con-
tent, during the hiding process.
  
A. Capacity Comparison

Initially, the capacity we needed was determined by 
different sensitive data sizes or secret messages. Then, 
the number of diacritics available for each cover text 
was specified, which are the bounds of the Holy Quran 
(Al-Kawthar, Al-Sharh, AL-Shams and Al-Fatihih). For 
example, Surat Al-Kawthar contains 54, which is the 
sum of the valid Fathah and Kasrah that can be hidden or 
concealed. The capacity is then calculated by the usage 
of the diacritics that will be removed from the cover text. 
For example, if 9 bits are hidden and contain five zeros, 
the five zeros are the number of diacritics that will be 
removed from the Cover text. So 54 -5 = 49 remaining 
diacritics. 

In this experiment, four different Surahs of the Holy 
Qur’an have been extracted and tested to hide and con-
ceal sensitive data, of different sizes. In this capacity 
comparison, the larger amount or volume of sensitive 
data that needs to be hidden, the more diacritics need to 
be used. In large amounts of data, more than two diacrit-
ics need to be used, as in study [23]. Fig. 10 and Fig. 11 
show hiding 9 bits (100010110) in the cover text, which 
is Arabic poetry, using 2 diacritics and all respective di-
acritic approaches.

Observing the results from running the system on 
the Holy Quran Surahs as cover texts, we note that Su-
rat Al-Fatihah has the largest number of diacritics. It has 
the lowest count of Fathah and Kasrah diacritics. Surat 

Fig. 8. Example of the extracting process.
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Al-Fatihah represents the highest capacity, compared 
with the rest of the four Surahs. TABLE IV shows the 
number of diacritics, as well as their percentages, tested 
via Holy Quran Suras as cover text. TABLE V summa-
rizes the comparison between all diacritics and the two 
diacritics approach tested on the Holy Quran Suras.

Noticing the results above, we conclude that conceal-
ment is highest within completed diacritics, in terms of 
capacity. TABLE VI shows the capacity results for the 
four chosen Surahs, in cases of both two diacritics, and 
all diacritics.

Fig. 12 shows the percentage comparison between the 
two approaches, which proves that it’s better in our case 
to use all diacritics in hiding secret messages.

B. Security Comparison
In this section, we study security. We show that the 

proposed integration system provides acceptable hiding 
results, without affecting security. It’s important to make 
sure that automatically predicting hidden information 
should be complex, using the security testing methods, 
such as histogram investigations and peak signal-to-
noise ratio (PSNR) analysis. The histogram tests are used 
to study the security of the three different LWC from our 
integration prospective. The PSNR is adopted for the 
security study of the two steganography procedures, i.e. 
our improved all diacritics stego approach, as well as the 
two diacritics approach, justifying the promising accept-
ability of our integrated Arabic text security proposal, in 
an interesting manner.

1) Histogram Investigations:
Histograms are useful statistical data representations 

of pixels to be used for comparisons. They require the 

Fig. 9. The integrated system interface.
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Fig. 7 Example of the proposed hiding stego technique. 

 
 
Fig. 8 Example of the extracting process. 
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Fig. 10. Hiding 9 bits secret (100010110) using two diacritics scheme.
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Fig. 10 Hiding 9 bits secret (100010110) using two diacritics scheme. 

 
Fig. 11 Hiding 9 bits secret (100010110) using proposed all diacritics scheme. 

 
Fig. 12 Capacity comparison average graph of hiding within Holy Quran Surahs. 

 
Fig. 13 Reference image of the testing original cover text. 

 
Fig. 14 Security PSNR comparison. 
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Fig. 11. Hiding 9 bits secret (100010110) using proposed all diacritics scheme.

Fig. 12. Capacity comparison average graph of hiding within Holy Quran Surahs..
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TABLE II
THE BITS USED IN THE EXPERIMENT AND THEIR VALUES.

Number of 
bits Value

9 Bits 100010110
20 Bits 10110010101010010010
30 Bits 1011001011110010101010 01010010
50 Bits 100100111001011100110100101010 01010010010101001101
60 Bits 101100101111001010101001010010 010110010111100101010100101001
100 Bits 010110010111100101010100101001101100101111001010101001010010

120 Bits 1011001011110010101010010100100 1011001011110010101010010100110
1100101111001010101001010010010 110010111100101010100101001

240 Bits

1011001011110010101010010100100 1011001011110010101010010100111
0110010111100101010100101001001 0110010111100101010100101001011
0010111100101010 100101001001011 00101111001010101001010011011001
01111001010101001010010010110010111100101010100101001

480 Bits

11001011110010101  11100101010100101001110  1011001011110010101010010100100101100101 
10010100100101100101  1100101010  1011001011  0100101001001011001011110010101010010100 
1001010010010110010111100101010100101001  0111100101010  111001010101001010011011001 
1110010101010010100111011001011110010101  0100101100101  1010101001010  10110010111100 
10010100100101100101  10110010111100101010  101010010100  1011110010  101100  010010100100 
1010100101001101100101111001010101001010010010110010111100101010100101001  1110010
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TABLE IV
COUNTING PERCENTAGES OF THE AUTHENTIC HOLY QURAN SURAHS AS COVER TEXT.

Al-Kawthar Al-Sharh Al-Shams Al-Fatihih
Count Percentage Count Percentage Count Percentage Count Percentage

Fathah 42 (42/82)*100=
51% 52 (52/94)*100=

55% 125 (125/201)*100=
62% 1256 (1256/2929)*100=

42%

Kasrah 12 (12/82)*100=
14% 10 (10/94)*100=

10% 18 (18/201)*100=
8% 576 (576/2929)*100= 

1 9 %

Dammah 4 (4/82)*100=
4% 4 (4/94)*100=

4% 16 (16/201)*100=
7% 360 (360/2929)*100=

12%

Sukun 16 (16/82)*100=
19% 22 (22/94)*100=

23% 27 (27/201)*100=
13% 447 (447/2929)*100=

15%

Tanwin 
Fathah 0 0 2 (2/94)*100=

2% 0 --- 23 (23/2929)*100=
0.7%

Tanwin 
Kasrah 0 0 0 0 1 (1/201)*100=

0.4% 42 (42/2929)*100=
1.4%

Tanwin 
Dammah 0 0 0 0 0 --- 35 (35/2929)*100=

1.1%

Shaddah 8 (8/82)*100=
9% 4 (4/94)*100=

4% 14 (14/201)*100=
6% 190 (190/2929)*100=

6.4%

TABLE III
DIACRITICS STEGANOGRAPHY COMPARISON.

Secret Bits 
Hidden Two Diacritics previous scheme Proposed All Diacritics approach

9 Bits 
تِيَ عَلَىَ قَدْرِ اَلْكِرَاَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ  عَلى  قدْرِ اهْلَ اَلْعزْمَ تَ�أْتِيَ اَلْعَزَاَئِمُ وَتَ�أْ

غِيَرِ اَلَ�صّ
تِيَ عَلَىَ قَدْرِ اَلْكِرَاَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ  عَلى قدْر اَهْل اَلْعَزْمَ تَ�أْتِيَ اَلْعَزَاَئِمُ وَتَ�أْ

غِيَرِ اَلَ�صّ

20 Bits 
تِيَ عَلَىَ قَدْرِ اَلْكِرَاَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ  عَلىَ قَدْر اهْلَ الْعَزْم تَ�أتِي الْعَزائِمُ وتَ�أْ

غِيَرِ اَلَ�صّ
تِيَ عَلَىَ قَدْرِ اَلْكِرَاَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ  عَلىَ قَدر اَهلَ الْعزْم ت�أْتي اَلعَزَاَئِمُ وَتَ�أْ

غِيَرِ اَلَ�صّ

30 Bits
عَلىَ قَدْر اهْلَ الْعَزْمَ تَ�أْتِي الْعَزاَئمُ وَت�أْتِي علَى قَدْر الْكِراَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ 

غِيَرِ اَلَ�صّ
عَلىَ قَدر اَهلَ اَلْعَزم تَ�أتِي اَلعَزائِم وَت�أتِي عَلَىَ قَدْرِ اَلْكِرَاَمِ اَلََكََ�رِمِ وَتُعْظِمُ فِيَ عَيْنَ 

غِيَرِ اَلَ�صّ

50 Bits
تيَ علىَ قدْرِ الْكِرامِ الَكَ�رِمِ وَتُعْظمُ فِي عَيْن  عَلى قَدْر اهْلَ اَلْعَزْم ت�أْتِي اَلْعَزَائمُ وَتَ�أْ

غِيِر الَ�صّ
عَلى قَدر اَهْلَ العَزمَ تَ�أْتي اَلْعزَائمُ وتَ�أتِي علَى قَدر اَلكرَامِ الَكَ�رِم وَتُعْظِمُ فِيَ عَيْنَ 

غِيَرِ اَلَ�صّ

60 Bits
عَلىَ قَدْر اهْلَ الْعَزْمَ تَ�أْتِي الْعَزاَئمُ وَت�أْتِي علَى قَدْر الْكِرامِ الََك�رِم وَتُعْظِمُ فِيَ عيْن 

غِيِر �صغَ�رهَ� وَتُ�صغّرُ فِي عَيْنَ اَل�صّ
عَلىَ قَدر اَهلَ اَلْعَزم تَ�أتِي اَلعَزائِم وَت�أتِي علَى قَدْر الْكرَاَمِ اَلكَ�رِم وَتعْظم فِي عَين 

غّرُ فَيِ عَيْنَ غََ�رَهََ� وَتُ�صَ غِيَرِ �صَ اَلَ�صّ

100 Bits
عَلىَ قَدْر اهْلَ الْعَزْمَ تَ�أْتِي الْعَزاَئمُ وَت�أْتِي علَى قَدْر الْكِرامِ الََك�رِم وَتُعْظِمُ فِيَ عيْن 

غِيِر �صغَ�رهَ� وَتُ�صغّرُ فِي اَل�صّ
عَلىَ قَدر اَهلَ اَلْعَزم تَ�أتِي اَلعَزائِم وَت�أتِي علَى قَدْر الْكرَاَمِ اَلكَ�رِم وَتعْظم فِي عَين 

غِيَر  اَلَ�صّ

120 Bits
عَلىَ قَدْر اهْلَ الْعَزْمَ تَ�أْتِي الْعَزاَئمُ وَت�أْتِي علَى قَدْر الْكِرامِ الََك�رِم وَتُعْظِمُ فِيَ عيْن 

غِيِر �صغَ�رهَ� وَتُ�صغّرُ فَي عَيْن اَلْعَظيمِ الْعَظََ�ئِم يُكلّفُ �صَيفُ اَلدّوْلَة اَليَ�ش هَمّهُ وقدْ  اَل�صّ
َ�رِمُ ويطْلُبُ عِنْد اَلنَّ��ش مَ� عنْدَ نفَ�صه وَذَلِكَ مََ� يو�شُ اَلَ�صَ عَجزتْ عَنْهُ الََ

عَلىَ قَدر اَهلَ اَلْعَزم تَ�أتِي اَلعَزائِم وَت�أتِي علَى قَدْر الْكرَاَمِ اَلكَ�رِم وَتعْظم فِي عَين 
اَلَ�صغِيَر �صغَ�رَهََ� وَت�صغّر فَي عَيَن العَظيم الْعظَ�ئمَ يُكلفُ �صيَفُ اَلَدولَة اَلَي�شَ همهُ 

وقَد عجِزَتْ

240 Bits

عَلىَ قَدْر اهْلَ الْعَزْمَ تَ�أْتِي الْعَزاَئمُ وَت�أْتِي علَى قَدْر الْكِرامِ الََك�رِم وَتُعْظِمُ فِيَ عيْن 
غِيِر �صغَ�رهَ� وَتُ�صغّرُ فِي عَيْنَ الْعَظِيم اَلْعظََ�ئِمَ يُكلّفُ �صيَفُ الَدّوْلةِ الَي�شَ همّهُ وَقدْ  اَل�صّ

َ�رِمُ وَيطْلُبُ عنْدَ الَنّ��شِ مَ� عنْد نَف�صِه وذَلكَ مَ� لَ تدّعْيَهِ  عجِزتْ عنْهُ اَلَيَو�شُ الَ�صَ
رّهَ�  راغِمُ يُفدّيِ اأتَّ الَطّير عُمْرَاً �صلَحهُ نُ�صُوُرُ اَلفلَ اأَحْدَاثُهَ� واَلْقَ�صََ�عمُ ومَ� �صَ اَلَ�صّ

خلْقٌ بِغيِر مَ�لبٍ وَقَدْ خُلقَتْ اأَ�صي�فُهُ وَالَقَوَاَئمُ هلِ الَدَثُ الَمرَاءُ تَعْرفُ لوْنَه� وَتعْلَمُ 
اأَيّ ال�صَّ�قِيَيْنِ اَلَغمَ�ئمُ �صَقتْهَ� اَلغمَ�مُ اَلغُرُ قبْلَ 

عَلىَ قَدر اَهلَ اَلْعَزم تَ�أتِي اَلعَزائِم وَت�أتِي علَى قَدْر الْكرَاَمِ اَلكَ�رِم وَتعْظم فِي عَين 
غيَرِ �صغَ�رهََ� وَتُ�صغرُ فِي عيْنَ اَلعظِيمِ العَظ�ئِم يُكَلف �صَيفُ اَلَدّولةِ الَيَ�ش هَمه وَقدْ  اَلَ�صّ

�رِم وَيطْلب عِندَ النّ��ش مَ� عِنْد نفَ�صهِ وَذَلِك مَ� لَ تدّعيَه  عجزَت عَنْه الَيَوَ�شُ اَل�صَ
الَ�صرَاغمُ يُفدّيِ اأتّ الَطّيَرِ عمرَا �صِلَحهُ ن�صوُر اَلفلَ اأحْداَثُه� وَالْقَ�صََ�عم وَمَ� �صرّهَ� 

خلقٌ بغَير 
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TABLE V
CAPACITY COMPARISON PERCENTAGES VIA HOLY QURAN SURAHS AS COVER TEXT.

Al-Kawthar Al-Sharh Al-Shams Al-Fatihih

Two Diacritics 'Fathah and 
Kasrah' 65% 67% 70% 61%

All Diacritics 97% 98% 96% 153%

TABLE VI
CAPACITY COMPARISON OF HIDING DIFFERENT SECRETS WITHIN HOLY QURAN SURAHS.

Secret Bits Hid-
den/ Number of 

Diacritics

Capacity =
(number of zeros 

*16) /8

Al-Kawthar Al-Sharh Al-Shams Al-Fatihih

Two Full Two Full Two Full Two Full

54 82 62 94 143 201 1832 2929

9 Bits (5*16)/8 = 10 byte 49 77 57 89 138 196 1872 2924

20 Bits (11*16)/8 = 22 byte 43 71 51 83 132 190 1821 2918

30 Bits (15*16)/8 = 30 byte 39 67 47 79 128 186 1817 2914

50 Bits (26*16)/8 = 52 byte 28 56 36 68 117 175 1806 2903

60 Bits (30*16) /8 = 60byte 24 52 32 64 113 171 1802 2899

120 Bits (60*16)/8 = 120 byte - 22 2 34 83 141 1802 2869

240 Bits (120*16)/8 = 240 
byte - - - - 23 81 1712 2809

480 Bits (240*16)/8 = 480 
byte - - - - - - 1592 2689
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data to be formed as images to enable comparison, pro-
viding a security difference estimation relationship. The 
histogram analysis covered the tests for all scenarios of 
multi-bits letters encryption, through only displaying the 
even numbers (as evidence) in TABLE VII. The original 
cover text testing, represented as an image for this his-
togram study depiction, is shown in the first column in 
TABLE VII. Note that we run the histogram investigation 
for the secret process using MATLAB 2015 on the Win-
dows 10 operating system of a personal computer, with 
2.6 GHz core i7 CPU and 8G DDR3 ram. Illustrative 
samples of the MATLAB histogram results of many dif-
ferent tests are exemplified, as shown in TABLE VII, to 
help understand the LWC selection within this work. It is 
important to mention that this work is tested on the avail-
able PC platform, intending to provide a full comparative 
analysis between three known LWC structures. The work 
is performed for research investigation and academic 
elaboration, helping in providing some understanding of 
the concepts, via using a PC platform. However, it cannot 
fully represent a real-life implementation solution, as it 
runs on limited capability devices, as needed for LWC 
equivalency requirements, which is outside of the re-
search scope and available for for future investigation.

The experiment includes using different letters, start-
ing from 2 letters up to 16 in the encryption phase, using 
the three LWC algorithms. TABLE VII represents the 
samples of an even number of letters encryption histo-
gram display, showing the effect of using the same in-
puts on the three encryption algorithms (AES, DES and 
IDEA), i.e. to compare between them in the case of us-
ing all different letters. The analysis uses histograms of 
the stego-cover as being the most accurate, when it’s the 
closest to the histogram of the original cover-text, repre-
senting its security acceptability. 

Considering TABLE VII, some remarks can be made. 
For example, it is important to note that, interestingly, 
in the case of using AES with an 8 letter encryption, the 
histogram gives an extreme value, which is far from the 
original histogram of the cover text, indicating its low se-
curity when considering this. However, when observing 
all of the histograms tests together, for all trials of differ-
ent letters used, it’s noted that IDEA gives the best his-
togram graph, compared with the original one, followed 
by DES, giving reasonable results, i.e. in between AES 
and IDEA. In fact, although DES gives some variations 
in most letters used, this work considers it to provide 
a more acceptable security overview in its results than 

AES, which is a remarkable conclusion.

2) PSNR Comparison:
Peak signal-to-noise ratio (PSNR) can represent the 

relationship between the maximum powers or values of 
any signal with the power of any noise corrupting that 
signal. In our integration system scope, PSNR represents 
the ratio between the original text and the text received, 
once the encryption and hiding process have taken place. 
It is used to give an indication of the applicability of our 
method, in ensuring the hiding process of secrets are em-
bedded ambiguously. As this PSNR value is unusual, it 
suggests that the secret is detectable, and the system pri-
vacy is sabotaged.

Like histograms, PSNR is usually applied to imag-
es, and it doesn’t depend on image intensity scaling. To 
calculate the PSNR in the opportunity of Arabic Text se-
curity, two images are compared in every trial. The first 
image contains the cover text as in Fig. 13, while the sec-
ond image contains the stego image, i.e. the image of the 
cover text with the secret message encrypted and hidden 
within it. The PSNR is remarked in decibels, showing 
the difference between the two images. A higher PSNR 
value represents a higher quality of image achieved. If 
the PSNR image quality is higher, data is well-hidden 
and cannot easily be detected, meaning higher security.

Fig. 14 briefly provides a comparison between using 
the stego techniques. It shows the PSNR results of using 
the two diacritics approach and using the all diacritics 
approach for hiding secret messages. The study shows 
that using our improved ‘all diacritics’ scheme provides 
more average PSNR than the previous two-diacritics pro-
cedure. This indicates that our work promises to retain 
better image quality, more like the originals, indicating 
higher security. This similarity between the stego-image 
of our system and the original image is a remarkable dec-
laration which indicates the effectiveness of our work.

V. CONCLUSION

This paper suggests an integrated crypto-stego Ara-
bic text security system. It integrated lightweight cryp-
tography (LWC) within diacritics steganography to fully 
secure sensitive data. The work needed the cryptography 
procedure to protect privacy, and the steganography pro-
cess to completely hide the presence of information, with 
full dependence on the user and their preferred available 
data. The selection of LWC is needed to cope with to-
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TABLE VII
SECURITY HISTOGRAMS LWC COMPARISON TESTING DIFFERENT AES, DES AND IDEA SCENARIOS.

LWC Original AES DES IDEA

2 letters encrypted

4 letters encrypted

6 letters encrypted

8 letters encrypted

10 letters encrypted

 

12 letters encrypted

14 letters encrypted

16 letters encrypted

Alkhudaydi & Gutub
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day’s urgency for practical encryption computations, de-
sired within mobile devices with limited resources. The 
proposed steganography approach is new. Its idea came 
from the evolution applied to the steganography method, 
of utilizing the double (‘Kasrah’ and ‘Fathah’) diacritics 
for embedding data. This Arabic steganography novelty 
is considered, via hiding sensitive encrypted data within 
all eight Arabic diacritics, i.e. to insert data within a full-
scale diacritic method, integrating it with LWC.

The work experimented with integration strategies, 
testing three practical LWC schemes, i.e. AES, DES and 
IDEA, embedded via two Arabic text steganography di-
acritic procedures. The work tested performance by con-
sidering the capacity of hiding an amount of data within a 
given Arabic text, as well as investigating security via the 
similarities between histogram and PSNR analysis. The 
new full diacritics method was validated and compared 
with the two diacritics method, and tested on the text of 
a select poem, as well as some Holy Quran Surahs, tak-
ing them to be authentic fixed diacritic texts. The results 
showed a noticeable increase in capacity, without degrad-
ing security. The capacity results of our proposed full di-
dactic method showed over 90% general improvements, 
and a further 95% improvement, when validated using 
the holy Quran Surahs. From a security perspective, this 
proposed integration method is found to be better than 
others, based on PSNR analysis, preferring IDEA among 
the other two LWC encryption hiding processes. This 

work has opened up research on real-world applications, 
benefitting from its simplicity in dealing with texts, i.e. 
for security purposes, in storing and transferring Arabic 
messages. The results are positive, opening the door for 
future research into the considerations of integrating oth-
er dissimilar Arabic steganography techniques, as well as 
LWC for hiding security information, in addition to using 
different Arabic, Urdu, or Farsi language contexts as test 
materials. This information hiding research is showing 
attractive results, which can be applied to current real-life 
security applications. It can be further useful to other Ar-
abic related languages such as Urdu and Farsi, paving the 
way for promising text security research studies to come. 
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