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Abstract

Digital forensic investigation is the scientific process of collection, preservation, examination, analysis,
documentation and presentation of digital evidence from digital devices, so that the evidence is in compliance
with legal terms and acceptable in a court of law. Integrity of the digital evidence is an indispensable part of the
investigation process and should be preserved to maintain the chain of custody. This is done through hashing
technique using standardized forensic tools. However, while handling the evidences, lack of knowledge might
lead to unintentional alteration of computed hash. This violates the chain of custody and makes the evidence
inadmissible in a court of law. In this paper, our objective is to determine the different conditions under which
the original hash value of a digital evidence changes. For this, we create different scenarios using sample data
files and compute their hash values. A comparative study and analysis are done to determine in which scenario
the original hash value of the data file changes. The results of the research will prove useful and essential for
Criminal Justice Functionaries in gaining knowledge about various conditions leading to the change in hash
value of digital evidence and therefore, avoid its accidental alteration during forensic investigation/examination.

[. INTRODUCTION

Digital Forensics, referred to as the application
of forensics science for the identification, collec-
tion, preservation, examination, analysis, interpre-
tation and documentation of digital evidence and
other electronic exhibits while maintaining a strict
chain of custody [1,2]. Digital evidence, which
forms an integral part of every digital forensic in-
vestigation process, is defined as a piece of data
that is recorded, stored or transferred through a
computer system or similar digital or electronic de-

vices, and can be read, understood and interpret-
ed by a person, computer or similar digital device
[1]. Evidence can originate from multiple sources
such as seized computer hard-drives and back-
up media, ISP records, USB flash drives, e-mail
messages, network traffic etc. [3,4]. However, the
trustworthiness of this data, source device or both
is an important question, which must be looked into
carefully by forensic examiners.

According to the principles laid out by the Asso-
ciation of Chief Police Officers (ACPO) [5], “No ac-
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tion taken by Law Enforcement Agencies, persons
employed within those agencies or their agents
should change the data which may subsequent-
ly be relied upon in court.” This implies that once
a potential digital exhibit is identified at the crime
scene, the concerned investigating officer should
take necessary steps to ideally hash the exhibit as
a part of seizure and collection of digital evidenc-
es. According to guidelines of National Institute of
Standards and Technologies (NIST) [1] and Hand-
book of Applied Cryptography [6], the integrity of
digital evidence is defined as “the property where-
by data has not been altered or modified in an un-
authorized manner since the time it was created,
transmitted or stored by an authorized source”.
This implies that the evidence should be handled
by authorized personnel and with proper precau-
tions so that there are no inadvertent changes in
the original evidence, which might compromise its
integrity. The tools used for collection and acquisi-
tion of digital evidences employ different hashing
algorithms to verify the evidence’s integrity.

Digital information is very delicate and fragile
and even a minute mistake can prove to be cost-
ly. Therefore, not just data tampering but lack of
proper knowledge regarding handling of digital
evidences might also lead to change in computed
hash value [3,7]. The objective of our research is to
conduct various experiments to determine various
practices (such as modifying file metadata, file-
name and file extension, file encryption, file com-
pression, file printing, storing the same file in dif-
ferent formats, use of different versions of Windows
OS and steganography), that can lead to alteration
of computed hash value of digital evidences. To
achieve this objective, we have demonstrated dif-
ferent scenarios. In each scenario, samples of data
files have been created and a specific activity (as
mentioned above) has been performed. Multiple
hash calculating tools (using both MD-5 and SHA-1
hash algorithms) have been used to compute the
hash values of the data samples (before and after
performing the specific activity) in each scenario.
The purpose of using multiple tools is to ensure that
the result is validated. Finally, a comparative study
and analysis of the computed hash values for each
sample is done to observe in which scenario, the
original hash value changes after performing the
activity. The results obtained from this research

work can prove useful for criminal justice function-
aries and forensic fraternity in learning and avoid-
ing those practices during forensic examination or
investigation, which can lead to accidental change
of hash value of digital evidence, rendering it inad-
missible in the court of law.

The research article is divided into five sec-
tions: Section Il represents the literature review and
background study, which highlights the researches
done in this field alongwith a brief introduction to
hashing and hash algorithms. Section Il includes
experimental design, which highlights the method-
ology and the tools used. This is followed by dis-
cussion and analysis of obtained results in Section
IV. The research work is concluded in Section V.

II. LITERATURE REVIEW

The integrity of digital exhibits and evidences
plays an essential part in the entire process of digital
forensic examination [8]. It can ensure that the data
present is complete and unaltered from the time of
its acquisition till the time it is presented to the court
of law. For a digital evidence to be admissible in the
court, it must be authentic, complete and reliable
[9,10].

Hashing is defined as the technique wherein a
fixed-length alphanumeric string is generated from a
variable-sized input through hash algorithms [11,7].
The alphanumeric string is known as the hash value or
“digest”. Hashing plays a significant role in determin-
ing the authenticity and reliability of digital evidences
[12,8]. Hash functions are collision resistant, which
means that the probability of two different inputs hav-
ing the same hash value is astronomically small and
such a result would mean that both the pieces of data
are identical [12]. The hashing process forms the
backbone of every digital forensic investigation. The
hash value of a piece of data might change not just
due to its modification but also as a result of unin-
tentional mishandling. This would compromise their
authenticity, reliability and integrity.

Hash functions are mathematical algorithms which
take individual data or an entire file as an input and
produce a fixed length string, called “digest”. Some
of the popularly used hashing algorithms are as fol-
lows:

MD5 (Message Digest 5) — MD5 algorithm, pro-

JISCR 2021; Volume 4 Issue (1)



JISCR 2021; Volume 4 Issue (1)

Raychaudhuri et a/ [lES)

posed by Ron Rivest, is a widely used cryptograph-
ic hash-function with a hash value of 128-bits. The
letters “MD” stands for “message digest”, while the
numerals refer to the version of the algorithm, being
from the same hash-function family [7,13,14].

SHA-1 (Secure Hash Algorithm-1) — SHA-1,
designed by National Security Agency (NSA), is
a cryptographic hash function that takes an input
and produces a 160-bit hash value [13]. SHA-1
forms a part of several widely used security appli-
cations and protocols, namely TLS, SSL, PGP, SSH
and S/MIME [7,14].

SHA-2 (Secure Hash Algorithm-2) — SHA-2 is
a cryptographic hash function designed by NSA.
It consists of SHA-224, SHA-256, SHA-384, SHA-
512 and SHA-512/256. The hash value might range
from 224 bits in size to 512 bits in size depending
upon the hash function used [15].

In [11], the role of hash value in digital forensics
examination has been demonstrated with the help
of various cases. The focus of their research work
has been on the entire digital drive’s hash value
and not just a single file. Five scenarios have been
demonstrated including addition of file, removal of
file, modification in the contents of the file, shifting
of contents from one file to another and updating
contents of an existing file, on a storage disk. It has
been observed that in each scenario, there has
been a change in the original hash value of the file.
Hence, it has been concluded by the authors that
even a small modification in digital evidence can
be detected with the help of hash value.

In [16], experiments have shown that the hash
value of a hard disk drive changes when it is
plugged into the forensic workstation without using
a write-blocker. The reason for the change in hash
value has been attributed to the fact that extra files
got created in the digital exhibit when not plugged
using write-blocker. This has been explained
in [7], where the author has found that the NTFS
file-system plays a significant role in changing the
hash value of digital evidence in the absence of
write-blocker. On careful analysis of forensic image
of the storage device, it has been observed that
there are major changes in metadata files namely

SMFT, $LogFile and $Tops. This has further, proven
that change in hash value of a storage device might
not be indicative of the fact that some data files or
their contents have been altered. Therefore, the au-
thor has suggested that more significance should
be given to the hash value of individual data files
rather than that of entire exhibit. With this thought,
we have conducted this empirical work to find out
the different activities that result in modification of
the hash value of a data file (digital evidence).

[ll. EXPERIMENTAL DESIGN

The experiments were conducted by creating
11 different scenarios. In each scenario, different
samples of data files (digital evidences) have been
created, a specific activity has been performed on
the sample and hashing tools have been used to
compute the hash value before and after the activ-
ity. This section will provide a brief description of
the methodology adopted and the different digital
forensic tools used.

A. Methodology
The following steps have been used for creating
sample data in each scenario:

1. Scenario A — Two data files (1 MS-word
and 1 notepad file) “Sample_file.docx” and
“Sample_file.txt” with text content have been
created and hash value computed. Further,
some text is added to both files, which are
saved, and hash value computed again. The
newly added text is deleted, files are saved
again, and hash value is computed for the
third time.

2. Scenario B — MS-word data file “Sample_file.
docx” is created and hash value computed.
Its name is changed to “Test_file” and ex-
tension is changed to “.pptx” from “.docx”.
Hashing is done again.

3. Scenario C —MS-Word data file “Sample_file.
docx” is created and stored in compressed
form “Sample_file.rar” and the hash value is
obtained.

4. Scenario D — The properties (metadata) of a
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MS-Word data file “Sample_file.docx” such
as “Title”, “Subject” and “Author Name” are
altered and hash values are generated be-

pdf” and the hash value is computed before
and after creation of PDF.

fore and after changing of properties. 8. Scenano H_ A MS-Word .data file "Sample_
file.docx” is encrypted using password, and
5. Scenario E — The Two different types of data the hash values computed before and after
files are created. One file is MS-Word file encryption.
“Sample_file.docx”, while another is an im- , . . o
age file, “Sample_file.omp”. Secret data is 9. Scenario |- Different multimedia files such
hidden in the document file by inserting it in as image, video gnd aud?o fl!es |s“used.as
the “Comments” section, which is a part of sample data. An image file titled “Test_im-
file Properties (metadata), without altering age.Jp.g of§|ze 88KBis stgreq asthe o.r|g|.na|
any of the file contents. In the case of image data‘ﬁle‘, It is opened using image viewing
file, the same secret data is hidden by the application and then saved again as "Test_
application of steganography tools, without !mage.png of size 3§6KB' Sn’mlar operahon
morphing the image. This technique is re- is performed on audio and video files. The
ferred to as Steganography. The hash values hash values are computed both, for original
of the files are computed before and after files and after saving the files in different file
hiding of secret data. formats.
6. Scenario F -~ A MS-word data file “Sample_ 10 Scenar/o” fl_ A. MS—Wo.rd data file Sample_
. . . ) file.docx” is printed using MS-Word applica-
file.docx” is created in a newer version of the . . . .
o _ tion, without changing any content of the file.
application (MS-Word 2013) in the “docx” S
The hash value of the file is computed before
L . P
formlat. The same f|!e |§ opened in an older and after file printing.
version of the application (MS-Word 2003)
and saved again in “doc” format, without 11. Scenario K- A MS-Word data file “Sample_
modifying any content. The hash values of file.docx” is created and stored in Windows
both files are computed. 7 and hash value computed. The file is trans-
ferred and stored in Windows 10. Both the
7. Scenario G - A PDF (Portable Document For- operating systems have same version of MS-
mat) version of the MS-word file “Sample_file. Word application. The hash value of the file is
docx” is created by the name “Sample_file. again computed after storing in Windows 10.
TABLE |
DESCRIPTION OF EXPERIMENTED SAMPLES AND THEIR RESULTS
Sc:':,ano Experiments with Samples Result
Soenario A Two data files (1 MS-word and 1 notepad file) “Sample_file.docx” and “Sam- 52|rut:iHZEC);;Ilzé;ZetﬁeSh
(File Content ple_file.txt” with text content were created and hash value computed. Then whereas fo? it file. the '
Add and some text was added to both files, which were saved, and hash value was oricinal hasH valueycomes
Delete) computed. This newly added text was deleted, files were saved again, and ba?:k on reverting 1o ofigi-
hash value of the files was computed. 9 9
nal content
Scenario B

(File name  MS-word data file “Sample_file.docx” was created. Its name was changed to

and extension “Test_file” and extension was changed to “.pptx” from “.docx”.

change)

No change in hash value

JISCR 2021; Volume 4 Issue (1)
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TABLE |
DESCRIPTION OF EXPERIMENTED SAMPLES AND THEIR RESULTS (Continued)
Sci:::no Experiments with Samples Result
Scenario C o ) , .
(File Comn- MS-Word data}‘ﬂle Sample_ﬂl?.docx was created and storgd in com- Change in hash value
: pressed form “Sample_file.rar” and the hash value was obtained.
pression)
Scenario D The properties (metadata) of a MS-Word data file “Sample_file.docx” such
(File Metada- as “Title”, “Subject” and “Author Name” were altered and hash values were
ta Change) generated before and after changing of properties. Change in hash value
Two different types of data files were created. One of them was the MS-
Word file “Sample_file.docx”, while another was an image file, “Sample_file.
bmp”. Secret information in the document file was hidden by inserting it in
Scenario E  the “Comments” section of the “Details” tab, which is a part of file Proper-
(Steganogra- ties, without altering any of the file contents. In the case of image file, the Change in Hash value
phy) same secret information is hidden by the application of steganography tools,
without morphing the image. This technique is referred to as Steganography.
The hash values of the files were computed before and after hiding informa-
tion.
Scenario F A MS-word data file “Sample_file.docx” was created in a newer version of

(Using differ-
ent versions
of MS-Word
application)

MS-Word (MS-Word 2013) in the “docx” format. The same file was opened
in an older version of the application (MS-Word 2003) and saved again in

“doc” format, without modifying any content. The hash values of both files

were computed.

Change in Hash value

Scenario G
(Creating two
different ver-
sions DOC &
PDF of same

document)

A PDF (Portable Document Format) version of a MS-word data file “Sample_
file.docx” was created by the name “Sample_file.pdf” and the hash value
was computed before and after creation of PDF.

Change in Hash value

Scenario H

A MS-Word data file “Sample_file.docx” was encrypted using password, and

(File Encryp- ) Change in Hash value
tion) the hash values were computed before and after encryption.
Scenario | Different types of multimedia files such as image, video and audio files were
(Storing Mul- used as data files. An image file titled “Test_image.jpg” of size 88KB was
timedia files stored as the original data file. It was opened in an image viewing applica- Change in Hash value
in different file tion and saved again as “Test_image.png” of size 366KB. Similar operation
formats)  was performed on audio and video files.
A MS-Word data file “Sample_file.docx” was printed using MS-Word applica-
Scenario J ple— P 9 PP

(File Printing)

tion, without changing any content of the file. The hash value of the file was
computed after printing.

Change in Hash value

Scenario K A MS-Word data file “Sample_file.docx” was created using MS-Word appli-
(Storing file cation in Windows 7. The hash value was computed, and it was copied into
in different USB flash drive and stored in Windows 10. Both the operating systems have No change in Hash value
versions of same version of MS-Word application. The hash value of the file was again
Windows OS)computed after storing in Windows 10.

JISCR 2021; Volume 4 Issue (1)



ISE Comparative Study and Analysis on Integrity of Data Files Using Different Tools and Techniques

B. Tools used for the experiment
The hash computing tools used in conducting
the experiments, as validated [17], are as follows:

OSForensics— OSForensics is a tool used for ex-
tracting forensic evidences from computers. It can
be used to compute and verify hash values for indi-
vidual files (e.g. text, audio, image, video files etc.)
and folders using different hashing algorithms such
as MD5, SHA-1, SHA-256, and CRC32 [18].

WinHex— WinHex is a hexadecimal editor, used in
imaging and analysis of disks and files. It can be used
for computing and analyzing the hash value of individ-
ual files (e.g. text, audio, image, video files etc.) and
folders. Different hashing algorithms such as MD5,
SHA-1, SHA-256 etc. are supported by this tool [19].

IV. DISCUSSION AND ANALYSIS OF RESULTS

For The summarized results obtained from con-
ducting the experiments are shown in Table I. De-
tailed analysis of the results for individual scenarios
was done afterwards.

Analysis for Scenario A - The original MD5 hash
value of the file was observed to be “f21171d7ef82b-
6b27214a66d34180a79” and SHA-1 hash value
was found to be “b289adb6a5d0d361e0dd235¢-
26893f4846a442f7” . The hash value of the .docx file
changes on adding and saving new content to the
file. On reverting the changes to the original con-
tent, a new hash value was generated. Thus, it is
observed that different hash values are observed
each time. This is because .docx is a word-pro-
cessing application with various bits of metada-
ta known as Application Metadata (as illustrated
in Fig.1), which constitute a part of the file and is
hashed along with it [20]. As a result, when any
change is made to the document, the application
metadata changes, which in turn modifies the hash
value, making it completely different. Contrary to
this, on performing a similar experiment with a .txt
file, we get back the original hash value of the file.
This is because applications like Notepad area
text editors, having no application metadata stored
within the file due to which the hash value of the
file solely depends upon the content written inside
the file and not on any other properties [21]. This is
illustrated in Fig. 2.

General Security Details  Previous Versions

Property Value g

RN

Rewvision number 1

‘ersion number

Program name Microsoft Office Ward

ontent created  28-07-2014 04:46
Date last saved 25-05-2014 15:04

Last printed

otal editing time  00:00:00

Content

ontent status

ontent type application/vnd .openxmiformats-offi...
Fages 3

ord count FTe

haracter count 4436

Line court 36

Paragraph count 10
Temnlate Momal dotm

Fig. 1 Application Metadata for a MS-Word file

3 B

NeE&&E BBLL HAVEA B
| e agetm  Sence St

e | offsst 01234567 8934BCDEEF
00000000 74 68 69 73 20 63 73 20 &7 6F 6F 64 this 1s good

aFeap Hd4roB

MD3 (128 bit) X [|SHA-1 (160 bit) X

for Sample_fle bt for Sample_fe st
F702E ADCABCEE 3CAZ35DBDE 7ASFS1 C5D| ‘ 9ES55F 7FBE 9533117900 52347 755FEOCEDAIICTY| |

Close Close

Fig. 2 Change in hash value of MS-word file with the change in
Application Metadata (Scenario A)

Analysis for Scenario B - The experiments con-
ducted on the Sample B show no change in the
hash value of the data file since the name and ex-
tension (file format) are a part of the system meta-
data of the file and are stored in the Master File
Table (MFT), outside the file. These properties can
be altered without causing any change to the con-
tents of the file and hence the hash value of the file
does not alter [20, 21]. The same result has been
found on experimentation with other files such as
image files, audio files, PDF etc., as shown in the
snapshot in Fig. 3.

Analysis for Scenario C - While performing ex-
periments in Scenario C, there was a change in the
hash value after the data file was compressed. On
compression, the redundant data within the file is
reduced due to which the file size decreases (in

JISCR 2021; Volume 4 Issue (1)
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this case the size of the file reduced to 7.35KB from
9.77KB). The lossless compression allows the orig-
inal data to be reconstructed back once the com-
pressed file is de-compressed again. Hence, due
to alteration in the contents, the hash value gets
changed [21, 22]. The same result was found on
experimentation with other files such as image
files, audio files, PDF etc., as illustrated in the snap-
shot in Fig. 4.

Analysis for Scenario D - Based on the results
obtained from the samples, there is a change in
the hash value of the original data file, even if the
metadata is changed. Every MS-Word document
consists of two types of metadata- System Meta-
data and Application Metadata [20]. As observed
during the analysis of Sample A (refer to Fig. 1),

Application Metadata resides within the file and
does not change unless the contents of the file are
changed. On the other hand, System Metadata re-
sides outside the file and can be altered without
modifying the contents of the file. In the properties
of the file, system metadata consists of the ‘Cre-
ation/Access/Modified Date’, ‘Filename’, ‘Location’
etc. while attributes such as ‘Title’, ‘Subject’ and
“Author’s name’ constitute Application Metadata
and are hashed with the file content. Therefore, al-
tering these fields within the file properties changes
the hash value of the file [21], as illustrated in the
snapshot in Fig. 5. Therefore, on analyzing the sam-
ple in Scenario D, a critical observation is made i.e.
there is a change in original hash value even with-
out modifying the file contents, thus resulting in the
violation of integrity.

¥ OSForensics — O x
. . Hel
'I’ ST lijj| Verify / Create Hash =
= q ®File O%oume (O Text
@C ERSaithis File |E:\Users\acer\Desktop\Test_fiIe.pptx | I Calculate |
ﬂ Prefetch Viewer Hazh Function | pD5 ~w | Seconday Hash Function | SHA-1 w
_‘di File System Browser Upper case output [
Progress
q File Viewer
[ata Hashed |5|-?9 KB |
s{fz Raw Disk Viewer
Calculated Hash |r21 171d7ef22b602721 4aR6d 3412079 | |MD5 |
la Registry Viewer Primary
= q | b223ack6 2500361 e0dd235C 2639314846 244217 | |SHA-1 |
Secondary
Fig. 3 No change in hash value on modifying file name and extension (Scenario B)
Specialist Options Window Help
BREhw AALGE -4 *dom/ @
filedoo |,;»—~,7— = doc samp\zjle—Copwar|
B unregistered]
D5 (123 bi) x “\”uii?!ifﬁiﬁi'p
forsangie i -Copyrr Filsie: 3
1DTSSATEAVBAEABFICTERFB4E] 7505 bytes
- DOS nameSAMPLE- 1 RAR
L G | Default it Mode
— State: oiginel
SHacT (0B x Undo levek 0
for s, e -Gy Undo reverses: na
08 = 3L TAEDACDES BT3B B FEDOATE e
_E):Fi 5 AEOS Y 5161‘-5-1{:31?\ 142332
2 ate 5. T o fwa s S bk [ = ] Lttt 242 1
§ HAUCae%(Z (5L 1i~. yeilrqlescimm) . Dk 142332

Fig. 4 Change in hash value on compressing the file (Scenario C)
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~+ OSForensics - o X
QI’ Workflow ﬂ|||!n Verify / Create Hash e
o d ®Fle Ovoume () Test
%{; Mismatch File Search Fila |E:\Users\acer\Desktop\sample_file.docx | | Caloulate
ﬂ Prefetch Viewer Hash Function | MD5 ~ | Secondary Hash Function | SHA-1
@ File System Browser Upper case output [
Progress
q File Viewer
D ata Hazhed |9-?8 KB |
L{éz Raw Disk Viewer
Caloulated Hash | 91ecSdhetha7 liedieh 228671 dbB50d |[Mos |
\ a Registry Viewer Frimary
- q |r1 9365fd46a0a25053031 Bla3aBe5aral31 0360 ||SHA-1 |
Secondary

Fig. 5 Change in hash value of .docx file on changing some of its properties (Scenario D)

Analysis for Scenario E - In Scenario E, it was
observed that there is a change in the hash val-
ues of both, the document as well as the image file
when information is hidden in it. The reason for the
same is analyzed separately, for document file and
image file: In the case of .docx file, the information
is hidden in the ‘comments’ section of a MS-Word
document, which falls under the Application Meta-
data, and hence resides within the file. Therefore,
modifying it changes the resultant hash value [20,
21]. On the other hand, in an image file, red, green
and blue are the primary component colors, where
each colored pixel is represented by eight bits
ranging from O to 255 (decimal representation) or
00000000 to 11111111 (binary representation).
When data or information is hidden inside an im-
age file, the values of these pixels change due to
changes in few of the bits. As a result, the data is
encoded in the picture creating an imperceptible
change in the appearance, which is not visible to
the naked eye. However, the hash value of the im-
age does change. Therefore, in both the cases, it
is evident that hiding information inside a file trans-
forms its hash value. The same is illustrated in the
snapshot in in Fig. 6.

Analysis for Scenario F - Based on the results ob-
tained in Scenario F, it is seen that the hash value
changes when the word document is stored in an
older ‘.doc’ format. Although there is no addition or
deletion to the content in the data file, the integrity is

still violated. This is because Microsoft Word keeps
a large amount of metadata within the documents.
When the same document is opened using a differ-
ent version of the application, it starts by updating
the metadata automatically. Also, the newer version
‘.docx’ acts as a ZIP file, compressing the contents
of the file, which reduces the file size. Therefore,
change in metadata and file size results in a changed
hash value [21].

Analysis for Scenario G - In the experiment of data
sample, there is a change in the hash value when the
.docx file is converted into its corresponding PDF ver-
sion. This is because a word document and PDF ver-
sion might appear the same onscreen; however, they
are encoded in entirely different manners. Hence, a
change in the file format from (docx) to (pdf) changes
the size of the file from 9.77KB to 178.7KB resulting
in the change in hash value of the file as well [20, 21].
This is illustrated in the snapshot in Fig. 7.

Analysis for Scenario H - Based on the results
achieved, a change in the hash value is observed
once a data file is encrypted. The encryption algo-
rithm used by Microsoft Word is AES-128 bit. How-
ever, due to encryption, the contents of the evidence
file are transformed into an encoded data. This caus-
es a variation in the file size and makes the file look
statistically random. Hence, the resulting hash value
of the original evidence file changes to form a new
one [21, 23], as shown in the snapshot in Fig. 8.

JISCR 2021; Volume 4 Issue (1)
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Analysis for Scenario | - Based on the experiments
conducted on the prepared Sample, the hash values
of the image files change when they are stored in dif-
ferent file formats (i.e. in .jpg and .png). This is be-
cause JPG is a lossy compressed file format, where-
as PNG is a lossless compression file format. As a
result, the image file in PNG format is much heavier
than the same image in JPG format (due to enhance-
ment), which causes the hash value to differ from one
another. However, it should be noted that this is dif-
ferent from the case when the extension of the im-
age file is modified from PNG to JPG, wherein there
is no change in either the size of the image file or its
hash value. Similarly, for audio and video files as well,
it has been observed that the hash value changes
when the file is converted or stored in another format

MS-Word file is printed, the value of the metadata at-
tribute ‘Last Printed On’ gets modified. Since the ‘last
printed date’ is a part of the Application Metadata,
the hash value of the file therefore changes when it is
printed. However, this is not true in case of an image,
audio, video file or PDF file, which does not contain
this property as a part of its metadata [21].

Analysis for Scenario K - Based on the results in
Scenario K, there is no change in the hash value of
the file. This is because there is no change in the
content of the evidence file. Although, the Modifica-
tion, Accessed and Creation (MAC) date and time-
stamps of the file vary when copied from one version
of an operating system to another, it does not affect
the file contents, since MAC date and timestamps

due to enhancement or variation in the size of the file.
This has been illustrated in the snapshot in Fig. 9.

belong to system metadata [20]. This keeps the hash
value of the file unchanged. Different types of files
(for e.g. image, audio and video files) subjected to
the same experiment also show unchanged hash
value. The same is shown in the snapshot in Fig. 10.

Analysis for Scenario J - While performing the ex-
periment, the hash value changes because when a
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V. CONCLUSIONS

This research work has been carried out with the
objective of performing a comparative analysis of
the integrity of digital evidence using different tools
and techniques. 11 different scenarios including
sample data were prepared to compute the hash
value before and after performing specific activity
in each sample. The objective was to determine
whether any of the scenarios show a change in hash
value or not and, identify the reason for the change
subsequently.

Hence, based on the research work, substantia
observations and conclusions have been drawn. The
hash value of digital evidence is not just dependent
on its content, but other factors such as application
metadata, file compression, encoding and encryp-
tion also play a major role in changing the hash val-
ue. Apart from modifying the contents of data file,
steganography, alteration in file properties (which is
a part of the application metadata), printing the file
and using different versions of the same native ap-
plication (i.e. MS-Word application used for creating
the data file samples), which does not alter the file
contents, but modifies the hash value. However, on
the other hand it was also concluded that, altering
the filename and file extension (which is a part of the
system metadata), or storing the data file in different
versions of an operating system, did not affect file in-
tegrity. Compression is another factor, which affects
the file hash. Other than performing file compression,
storing the data file in different file formats encodes
as well as compresses the data of the file, resulting
in new hash value. This applies to both MS-Word file
being saved in PDF or multimedia files being stored
in different formats. Lastly, encrypting any file by
using a password with the intention of securing the
document also modifies the file’s hash.

From the results of the experiments conducted in
the research work, it is concluded that any individual
involved with the handling and analysis of data files
(digital evidences) should be aware and have the re-
quired knowledge about the possible changes that
might occur during investigation/examination. Such
changes might be unintentional or accidental, how-
ever, at the same time can prove to be detrimental
to the facts of the case even if the forensic examiner
has not altered any contents of the evidence. This

can possibly render the evidence inadmissible if the
hash value does not match. Therefore, as a part of
Standard Operating Procedure and best practices,
forensic imaging of the original exhibit/evidence
should be done and no work should be conducted
on the original evidence should be performed. The
results obtained in this empirical study will be useful
for the forensic fraternity and law enforcement offi-
cers, who are involved in investigation consisting of
digital evidences.
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