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Abstract
Information security is the practice of protecting information by mitigating the risk of cyber-attack, and typi-

cally includes preventing or reducing the possibility of unauthorized/inappropriate access to data, unlawful use, 
disclosure, disruption. This concept of information security covers as well various procedures aiming at min-
imizing the negative effects of such incidents and threats. These threats might be originated from the human 
behavior which may lead to a wide damage of the organization data assets. Thus, the primary focus of informa-
tion security is on the balanced protection of confidentiality, integrity and availability of data while maintaining 
an effective use of the organizations' systems. International standards related to information security such 
as ISO/IEC 27001 emphasis on effective implementation of the information security policies and applications 
without hampering the productivity of the organization. This research seeks to draw a set of practical rules to 
be established within an organization in order to preserve cybersecurity objectives and protect dada specif-
ically from human errors incidents. The drawn rules are based on ISO/IEC 27001 and its application within 
organizations will rise the employees awareness about their behavior to reduce the impact of such incidents 
on the organization' systems and data.

I. INTRODUCTION

Cybersecurity has become an essential part of 
all institutions and sectors, particularly the security 
and political agencies of countries, as it has be-
come known that decision makers in the United 
States of America, the European Union, Russia, 
China, India and other countries have classified it 
as a priority in their national defense policies. 

More specifically, cybersecurity refers to the 
sum of the technical, regulatory and management 
means used to prevent unauthorized use, abuse 
and recovery of electronic information, communi-

cation systems. The main objectives of cybersecu-
rity are: to ensure the availability and continuity of 
the work of information systems, to maintain confi-
dentiality and privacy of personal data and to pre-
serve the integrity of the data.

Cyberspace based as a hypothetical domain on 
computer systems, internet networks and a huge 
stock of data and information, so that networks are 
connected via computers, phones and other smart 
devices without adhering to geographical boundar-
ies. The term cyberspace appeared in the 1980s in 
one of the science fiction novels of the American-Ca-
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nadian writer William Gibson. The current era is de-
scribed as digital age as it includes tremendous 
technological developments that serve all aspects 
of public and private life, reflected in the service of 
the entire international community. This digital era 
is moving through information and communication 
technology, which has been accompanied by a ma-
jor criminal movement. Indeed, the spread of infor-
mation crimes through using viruses, spyware, tools 
that can be described metaphorically as: the germs 
used or fabricated (Synthetic Viruses) [1].

Modern technologies have proven that they are 
not able to control the behavior of human beings, 
and to ensure the safety of individuals, institutions, 
and states, which have become more depen-
dent on them. The most advanced countries have 
sounded the alarm, and on many global platforms, 
to draw attention to that situation. Therefore, the or-
ganic imbalance affecting software and equipment 
can be easily exploited  by experts in breaching the 
information systems [2].

Strengthening trust and security in the use of 
information and communication technologies (ICT) 
will strengthen the framework of reassurance. This 
latter includes information security, security of the  
safe guarding privacy and confidential protecting 
the citizen employed, which is a precondition for 
the establishment of electronic and intelligent gov-
ernment projects for the development of the infor-
mation society ,which requires us to protect all in-
formation systems ,take all measures of insurance 
against all types of threats  system on information  
and data, and use together to ensure the compre-
hensiveness of information security [3]. 

On the other hand, the risks related to the human 
element at all different levels are one of the areas of 
interest for information security agencies, as there 
is an opportunity for people from within to achieve 
what no one from abroad can theoretically achieve. 
Thus, the problem of detection difficulties remains 
if there is no performance system and powers that 
provide protection, warning and penetration detec-
tion systems, therefore electronic human security 
remains one of the most dangerous types of elec-
tronic intrusion and threats [2].

The process of identifying  human risks begins 
by visualizing every risk that may affect the infor-
mation, and at the level of users it is necessary for 
the enterprise  to develop sufficient guidance to en-
sure a general and accurate awareness of informa-
tion security issues. Raising the awareness of em-
ployees helps at establishing a culture of security 
among employees, which is divided between the 
obligation to observe the ethics of the use of tech-
nology and the procedures required of all when no-
ticing any defect [3] .

The International Organization for Standard-
ization (ISO) cooperates closely with International 
Electrotechnical Commission (IEC). ISO/IEC 27001 
standard developed by ISO and IEC cooperation is 
a widely valued information security standard. This 
standard includes  comprehensive list  of security 
controls and objectives called Annex A. This  latter 
consists from 14 clauses that include 35 controls 
categories and 114 controls. One main change 
in the latest versions of this standard is that the 
controls are no longer set as strict requirements 
to manage risks. Instead, the use of the security 
controls are optional and the companies have the 
ability to choose the suitable controls [15].

Based on this standard, this paper seeks at 
drawing practical steps to adhere to in order to re-
duce the human errors within companies that are 
related to cybersecurity. 

The rest of the paper is as follows: Section II will 
highlight the human errors  on cybersecurity.  Sec-
tion III will discuss reasons of human errors on cy-
bersecurity , Section IV  summurises a set of rules 
to strengthen the security of information centers 
and sites and achieve the desired security goal. 

II. HUMAN ERROR: UNDERSTAND THE MISTAKES THAT 
WEAKEN CYBERSECURITY

Table I shows that the types of human errors 
when dealing with cybersecurity. The percentage 
of human error is always higher in the types of elec-
tronic intrusions : 43% of US and UK employees 
have made mistakes resulting in cybersecurity re-
percussions for themselves or their company, ac-
cording to a Tessian report.

Overview of the Impact of Human Error on Cybersecurity based on ISO/IEC 27001 Information Security Management
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·	 With human error being a leading cause of 
data breaches today, the report examines 
why people make mistakes and how they can 
be prevented before they turn into breaches.

·	 When asked about what types of mistakes 
they have made, one-quarter of employees 
confessed to clicking on links in a phishing 
email at work. Employees aged between 31-
40 were four times more likely than employ-
ees aged over 51 to click on a phishing email, 
while men were twice as likely as women to 
do so.

·	 47% of employees believe that distraction is the 
main reason for falling for phishing scams and 
(41) of email, scams, and non-genuine brands.

·	 In addition to clicking on a malicious link, 58% 
of employees admitted to sending a work 
email to the wrong person, with 17% of those 
emails going to the wrong external party (es-
pecially via What Sapp messages contaminat-
ed with viruses and harmful links).

·	 This simple error leads to serious conse-
quences for both the individual and the com-
pany, who must report the incident to regula-
tors as well as their customers.  Companies 
had lost customers as a result of sending a 
misdirected email, while 12% of employees 
lost their job.

·	 The main reason cited for misdirected emails 

was fatigue (43%), closely followed by dis-
traction (41%). With 57% of respondents say-
ing they are more distracted when working 
from home, the sudden shift to remote work-
ing could make businesses more vulnerable 
to security incidents caused by human error.

·	 Proof point worryingly found that 50% of re-
spondents admitted to allowing family or 
friends to use their work-issued device. While 
the motives behind this may be harmless (the 
most common reason is to check email). The 
UK Information Commissioner's Office (ICO) 
stated that the vast majority (90%) of electron-
ic data breaches in the UK in 2019 were due 
to human error [12]. Also, Kaspersky’s IT se-
curity economics in 2019 report tells us that 
“inappropriate IT resource use by employees” 
is the most common cause of a data breach, 
with 50% of SMBs reporting these types of in-
cidents [5] as shown in Fig. 1.

·	 For these reasons, the researcher believes 
that all users must comply to the cybersecu-
rity policies seeking to maintain the principle 
of privacy and confidentiality of information 
and data within their jobs, and apply the rules 
and principles of information security within 
information templates, such as information se-
curity policies in the system (ISO / IEC 27001 
Information Security Management) [3].

A. Misdelivery	and	Misconfiguration	as	Causes	of	
Data Breaches
·	 Verizon’s 2020 Data Breach Investigations 

Report further sheds light on the matter and 
analyzes the causes of data breaches in a 
slightly different manner. It found that phish-
ing is the top threat action variety in breach-
es, playing a role in more than 20 percent of 
cases. Other human errors (misdelivery and 
misconfiguration) were in the fourth and fifth 
spots respectively, each representing the top 
threat action in around 10 percent of breach-
es, in addition, the report found that some of 
the top malware vectors in data breaches are 
human error related. Email links download by 
malware, and email attachments held the first, 
third, and fourth spots, respectively.

Amar Yasser El-Bably

TABLE I
MAJORITY POINTS OF HUMAN ERROR IN CYBER SECU-

RITY [2]:

 Using weak
passwords

 Performing
 unauthorized

system changes

Almost half of work-
 ers trust public wifi

hotspots
Using person-
 al devices for
work purpos-

es

Ignoring soft-
ware updates

 workers do not lock
their smartphones

 Using public
 Wi-Fi without

a VPN

Disabling securi-
ty features

 workers share access
to an employee-is-
 sued device with
family and friends.

Plugging in in-
secure devices

 Downloading
 unauthorized

software

 Misdelivery and
 misconfiguration are

 among the top causes
of data breaches
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·	 When it comes to the high-level actions that 
cause data breaches, error is the only one that 
continues to increase in frequency.

B. Password Reuse
Making it sit in obsolete practices, exposing in 

command, this has been written writing a password 
in place, and in order to get people to practice se-
cure password practices, there are lots of numbers 
floating around about the prevalence of password 
reuse, but the fact of the matter is that it’s far more 
common than it should be. Here is some data that 
shines a light on this issue which affects both per-
sonal and work accounts:

• The Google/Harris Poll study found that 66% 
of users reuse passwords across accounts.

• Microsoft found that 44 million users were 
reusing passwords across accounts.

• Another Google survey discovered 13% of us-
ers utilized the same password for every ac-
count and an additional 52% used the same 
password on multiple accounts.

• 72% of respondents to the HYPR survey ad-
mitted to reusing passwords.

• LastPass discovered employees were hap-
pily reusing passwords on 13 different ac-
counts.

• According to the Ponemon Institute’s The 2020 
State of Password and Authentication Securi-
ty Behaviors Report, IT professionals are the 
worst offenders, with 50% reusing passwords 
compared to 39% of other employees.

C. Employee	 Actions	 lead	 to	 Cybersecurity	 Inci-
dents

• Staff may make mistakes that put their 
company’s data or systems at risk – either 
because they are careless and accidently 
slip up – or even because they do not have 
the required training to teach them how to 
behave appropriately and to protect the 
business they work for as illustrated in Fig 2.

• Despite the prevalence of automated 
systems, the human factor can jeopardize 
major industrial processes, and employee 

errors or unintended actions lead to more 
than half of cyber security incidents in 
industrial networks.

• Organizations and governments are short of 
professionals to deal with new threats, and 
organizations are also concerned that OT/
ICS network operators are not fully aware 
of behavior that could cause cyber security 
breaches [11].

III. Reasons of Human Errors on Cybersecurity

Users represent a real threat  for many reasons, 
including that the limits of institutions, government 
and service agencies in the govermental institu-
tions continue to expand as the number of employ-
ees increases. This increase of various employees 
makes their personal and professional uses meet in 
the points and terminals of the institution in which 
they work. As a consequence, work computers have 
become more personal and thus store applications 
that are not related to work, which will introduce the 
institution to spyware, hackers and other threats[10].

There is also an increased latent risk due to cu-
riosity among users in information centers, known 
as internal social engineering. This latter might be 
in the form of e-mail messages designed to defraud 
employees, in order to perform malicious and hack-
ing operations that have a significant impact on the 
security of the government and security institution. 
The reasons for these intended malicious activities 
can be due to several reasons [10]:
·	 Financial reasons: the goal of misappropria-

tion of instruments, shares, bonds or convert-
ible securities, or data change, to find prohib-
ited financial settlements as well as steal and 
resell information to rival parties.

·	 Intellectual reasons: these reasons are the 
most challenging motives where there is noth-
ing to consider financial or emotional in them. 
The actor may do so to satisfy his intellectual 
curiosity or out of the challenge of disproving 
the line administration when they announce 
that it has a security system and cannot be 
penetrated, or dealing with terrorist entities 
and organizations or countries with interests 
that harm the interests of the nation.

Overview of the Impact of Human Error on Cybersecurity based on ISO/IEC 27001 Information Security Management
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·	 Negligence: is the most common way that 
facilitates information disclosure, due to the 
negligence of employees and their lack of 
awareness of the importance of maintaining 
the confidentiality of information and the se-
rious consequences of hacking information 
security. As well as bein unaware of the data 
that consititue an asset to the company or 
unaware of who has the motive to exploit this 
valuable information from inside and outside 
the organization.

·	 Risks of social engineering:  This goes be-
yond protecting employees from social engi-
neering, which is a set of techniques used to 
get individuals to do something or disclose 
confidential information and used within inter-
net fraud to achieve the victim's purpose, as 
the primary objective of social engineering is 
to ask simple or trivial questions (by phone or 
email with impersonation of an authority or a 
business that allows him to ask questions in 
this way without arousing suspicion).

IV. A SET OF RULES  TO STRENGTHEN THE SECURITY 
OF INFORMATION CENTERS AND SITES AND ACHIEVE 

THE DESIRED SECURITY GOAL, AS FOLLOWS:

·	 Limit security responsibility to the first official 
of the information center or on his behalf, such 
as the security official of the information sites 
in the various security sectors.

·	 Non-officially charged persons are not al-
lowed to work after official working hours, or to 
enter the information centers in general.

·	 A special record has been placed in the in-
formation center. Management of information 
center queries names of visitors, the reasons 
for their entry and the time of their departure, 
all should be noted daily by the director of the 
center or the security official.

·	 Ensure that people who wish to enter (informa-
tion centers) only after verifying their identity, 
and the need to focus on the reason for their 
entry whether they are visitors or authorized to 
use the system or maintenance engineers etc. 

·	 The need to hold seminars from time to time 
and in the presence of the Director of the In-
formation Center to educate workers on the 
need to maintain the security and confidential-
ity of data, the safety of computers and acces-
sories and the seriousness and importance of 
information and data.

·	 Monitoring the physical condition of employ-
ees, especially those working in important and 
sensitive locations within information centers 
and sites, because they may be prompted by 
bad material to disclose secrets and carry out 
the plans of other terrorist entities. 

·	 The need to close all ports leading to infor-
mation centers in order to be better able to 
control it, and to close this port after the end 
of official work period even if there are staff 
working at this time. 

·	 Setting up confidential key code for each 
working person enables them to access only 
their respective files of interest without being 
able to access other files.
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VI. MISDELIVERY AND MISCONFIGURATION ARE AMONG THE 
TOP CAUSES OF DATA BREACHES 

▪ Verizon’s 2020 Data Breach Investigations Report 
further sheds light on the matter and analyzes the 
causes of data breaches in a slightly different 
manner. It found that phishing is the top threat 
action variety in breaches, playing a role in more 
than 20 percent of cases. Other human errors 
(misdelivery and misconfiguration) were in the 
fourth and fifth spots respectively, each 
representing the top threat action in around 10 
percent of breaches, in addition, the report found 
that some of the top malware vectors in data 
breaches are human error related. Email links 
download by malware, and email attachments held 
the first, third, and fourth spots, respectively. 

▪ When it comes to the high-level actions that cause 
data breaches, error is the only one that continues to 
increase in frequency. 

 

VII. PASSWORD REUSE IS EXTREMELY COMMON 
▪ With so many online accounts to deal with (HYPR 

says many of us manage more than 30 each), 
remembering all these passwords can be tough. As 
such, it is no surprise that people tend to reuse 
passwords on multiple accounts. However, this can 
be a risky practice. If a set of credentials is 
compromised, for example, in a data 
breach, cybercriminals can use a tactic 
called credential stuffing to use that username and 
password combination to hack into other accounts. 

▪ There are lots of numbers floating around about the 
prevalence of password reuse, but the fact of the 
matter is that it is far more common than it should 
be. Here is some data that shines a light on this issue 
which affects both personal and work accounts [4]: 
1) The Google/Harris Poll study found that 66 

percent of users reuse passwords across 
accounts. 

 
2) Microsoft found that 44 million users were 

reusing passwords across accounts. 
3) Another Google survey discovered 13 

percent of users utilized the same password for 
every account and an additional 52 percent 
used the same password on multiple accounts. 

4) 72 percent of respondents to the HYPR survey 
admitted to reusing passwords. 

5) LastPass discovered employees were happily 
reusing passwords on 13 different accounts. 

6) According to the Ponemon Institute’s The 2020 
State of Password and Authentication Security 
Behaviors Report, IT professionals are the 
worst offenders, with 50 percent reusing 
passwords compared to 39 percent of other 
employees. 

 

VIII. EMPLOYEE ACTIONS LEAD TO CYBERSECURITY 
INCIDENTS 

▪ The findings of our study show us that businesses 
do indeed have good reason to be worried about 
employees contributing to cybersecurity risks. Staff 
may make mistakes that put their company’s data or 
systems at risk – either because they are careless and 
accidently slip up – or even because they do not 
have the required training to teach them how to 
behave appropriately and to protect the business 
they work for. 

▪ Careless or uninformed staff, for example, are the 

Fig. 3 XXXXXXXXXXXXXX 

Fig. 4 XXXXXXXXXXXXXXX 

Fig. 1 Most of human error in cybersecurity [3].
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·	 Design systems so that information and data 
can only be changed by a special committee 
for this purpose, so that each member has 
a portion of the keywords which no one else 
knows and therefore can open the system 
only in their presence.

·	 The need to control communication issues in 
terms of internal and external communications 
means and applications, document communi-
cation movements and protect communication 
processes and technical standards, and secret 
strategies, control, tracking and use of e-mail.

V. Main INFORMATION SECURITY CONTROLS 
APPLIED to Prevent Human Errors as per 

ISO STANDARD ISO/IEC17799
Information is a valuable asset that directly af-

fects the progress or development of institutions, 
so when managed effectively, it allows institutions 
and sectors to operate with complete confidence, 
and there are controls for the security of informa-
tion about the human element within the ISO quality 
standard for information security and I will mention 
the most important ones as follows:

• Information security controls for iso/
iec17799   within the security or service in-
stitution of the human element [8].

• Information security controls for iso/
iec17799 [11] within the security or service 
institution for safe areas.

From the previous standars we can draw prac-
tical steps to state how to prevent human errors as 
follows, as mainly illustrated in Fig 3: 

Update your corporate security policy. Your 
security policy should clearly outline how to handle 
critical data and passwords, who can access them, 
which security and monitoring software to use, etc. 
Revise your security rules and check whether all 
current best practices are reflected in the docu-
ment [15].

Educate your employees. make your employ-
ees aware of potential threats and explain how dan-
gerous and expensive the consequences of their 
mistakes can be. You should educate your employ-
ees about risks such errors pose to the organiza-
tion’s security. Make sure everyone is familiar with 
the corporate security policy and is motivated to 
follow the rules [17, 18].

Use the principle of least privilege. the easiest 
and most reliable way to secure data access is to 
deny all access by default. Allow privileged access 
only when needed on a case-by-case basis. If us-
ers can only access data required for their work, you 
can prevent accidental data leaks and data deletion 
caused by employees who are not supposed to work 
with certain sensitive data in the first place [18].

Monitor your employees. do reinforce the hab-
its of backing up important data and information 
and the data should be stored on a local flash drive 
inserted in their laptop, they should back it up to 
the cloud or another hard drive. If employees store 
their data primarily in the cloud, they should make 
sure that there is another copy somewhere without 
an internet connection with adequate security of 
the cloud using virus protection software, firewall 
and data encryption software with authentication 
for barometric security to increase the security as 
well as two-factor authentication with Smart phones 
and mobiles [16].

Promote good data-backup habits with so 
many employees working remotely, it is harder for 
organizations to manage backups and store data 
on the corporate network. Encourage employees to 
be responsible and back up their data regularly. If 
they store data on a local flash drive inserted into 
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second most likely cause of a serious security 
breach, second only to malware. In addition, in 46% 
of cybersecurity incidents in the last year, careless/ 
uninformed staff have contributed to the attack. 

▪ Human error on the part of staff is not the only 
‘attack vector’ that businesses are falling victim to. 
In the last year internal staff have also caused 
security issues through malicious actions of their 
own, with 30% of security events in the last 12 
months reportedly involving staff working against 
their own employers. 

▪ Among the businesses that faced cybersecurity 
incidents in the past 12 months, one-in-ten (11%) 
the most serious types of incidents involved careless 
employees [5]. 

 
 

IX. VIOLATIONS OF HUMAN RESOURCES 
Users represent a danger to me for many reasons, including 

that the limits of institutions, government and service agencies 
in the Ministry of Interior continue to expand as the number of    
employees increases, and their personal and professional uses 
converge at the points and terminals of the institution in which 
they work, computers have become more personal and stored 
with applications that are not related to work, which will 
introduce the institution to spyware, hackers and other threats. 

There are also increased risks lurking because of the love of 
reconnaissance among users in terminal centers, and the method 
of deception is in the form of e-mails designed to defraud 
employees, in order to perform work   and operations that have 
a significant impact on the security of the security institution, 
or to disclose confidential information and the causes of these 
intended risks can be attributed to many reasons:   

▪ Financial reasons: B. The goal of misappropriation 
of instruments, shares, bonds or convertible 
securities, or data change, to find prohibited 
financial settlements as well as steal and resell 
information to rival parties, and to use some 
available sources to develop programs for others. 

▪ Intellectual reasons: These reasons are the most 

challenging motives where there is nothing to 
consider financial or emotional in them, the actor 
may do so to satisfy his intellectual curiosity or out 
of the challenge of disproving the line 
administration when they announce that it has a 
security system and cannot be penetrated, or dealing 
with terrorist entities and organizations or countries 
with interests that harm the interests of the nation. 

▪ Negligence: It is the most common way to hack 
information, due to the negligence of working 
individuals and their lack of awareness of the 
importance of maintaining the confidentiality of 
information and the serious consequences of 
hacking information security, as well as not 
knowing the information that needs protection and 
who has the motive to exploit this information from 
inside and outside the organization. 

▪ Risks of social engineering:  This goes beyond 
protecting employees from social engineering, 
which is a set of techniques used to get individuals 
to do something or disclose confidential 
information and used within internet fraud to 
achieve the victim's purpose, as the primary 
objective of social engineering is to ask simple or 
trivial questions (by phone or email with 
impersonation of an authority or a business that 
allows him to ask questions in this way without 
arousing suspicion). 

 

X. A SET OF RULES CAN BE SOLD TO STRENGTHEN THE 
SECURITY OF INFORMATION CENTERS AND SITES AND ACHIEVE 

THE DESIRED SECURITY GOAL, AS FOLLOWS: 
▪ Limit security responsibility to the first official of 

the information center or on his behalf, such as the 
security official of the information sites in the 
various security sectors. 

▪ Non-officially charged persons are not allowed to 
work after official working hours, or to enter the 
information centers in general. 

▪ A special record has been placed in the information 
center. Management of information center queries 
names of visitors, the reasons for their entry and the 
time of their departure, all should be noted daily by 
the director of the center or the security official. 

▪ Ensure that people who wish to enter (information 
centers) only after verifying their identity, and the 
need to focus on the reason for their entry whether 
they are visitors or authorized to use the system or 
maintenance engineers etc.  

▪ The need to hold seminars from time to time and in 
the presence of the Director of the Information 
Center to educate workers on the need to maintain 
the security and confidentiality of data, the safety of 
computers and accessories and the seriousness and 
importance of information and data. 

Fig. 5  Source: IT Security Risks Survey 2017, global data Fig. 2 IT Security Risks Survey 2017, global data[4]
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their laptop, they should back it up to the cloud or 
another hard drive. If employees store their data 
primarily in the cloud, they should be sure to have 
another copy somewhere offline.

Encourage stringent cyber hygiene. all em-
ployees, especially those working at home, need 
to be regularly reminded to update the software on 
their devices and to enable all available security 
features, such as firewalls and anti-malware. Fail-
ing to install updated software and security patches 
is a well-known employee misstep that creates the 
gap for malware and ransomware to seize upon.

Limit the number of files employees can ac-
cess. employees should only be able to access 
data and folders based on the “information securi-
ty” principle. This is the concept of giving employ-
ees only adequate access to perform their required 
jobs. Until the employee could accidentally delete 
or destroy the files, they weren't supposed to be 
able to access them in the first place. Thus greatly 
reducing the risks caused by human error [17].

VI. CONCLUSION

Technological advant is increasing rapidly. Or-
ganizations are more dependent on information 
and technologies to rise up their business. As the 
organizations grow, systemes within the organza-
tion require a cerfull attention to maintain their se-
curiyt. Information security is about acheiving the 
the three main goals : confidentiality, integrity and 
availability through different measures and mecha-
nisms. Risks that threaten the information security 
are unlimited, but many of them are due to human 
behavior within the organzation. Therefore, interna-
tion standards are mainly procedures that aim to 
realse some sets to be followed by employees, and 
by this, a control of the human behavior within the 
oranozation is eached. This control reduces inci-
dents that may lead to huge damages on the orga-
nization information security in general.
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