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Abstract

Cyber-attacks have a tremendous impact on worldwide economic performance. Hence, it is vitally important
to implement effective risk management for different cyber-attacks, which calls for profound attacker models.
However, cyber risk modelling based on attacker models seems to be restricted to overly simplified models. This
hinders the understanding of cyber risks and represents a heavy burden for efficient cyber risk management.
This work aims to forward scientific research in this field by employing a multi-method approach based on a
quantitative content analysis of scientific literature and a natural experiment. Our work gives evidence for the
oversimplified modelling of attacker motivational patterns. The quantitative content analysis gives evidence for
a broad and established misunderstanding of attackers as being illicitly malicious. The results of the natural ex-
periment substantiate the findings of the content analysis. We thereby contribute to the improvement of attacker

modelling, which can be considered a necessary prerequisite for effective cyber risk management.

|. INTRODUCTION

The digitalization of all parts of our lives has led
to a huge influx of digital technologies into society
and the economy. Smartphones, smartwatches, and
digital applications are used by people around the
globe, and they bring great comfort. Mobile work,
video conferencing, industrial robots, driverless
transport systems, and artificial intelligence (among
others) have further changed industrial production
and increased its efficiency. Also, online shopping
and online marketing have changed how markets
operate. However, these technological advances
also come with high risks. Cyberattacks have a

continually huge impact on companies worldwide.

Although there are increasing efforts to bring
effective cyber risk management practices into
place, many companies and individuals struggle,
as the field of cyber risk management is highly
dynamic. Attackers adapt strategically to counter-
measures implemented by risk managers. This has
led to a “dynamic cat and mouse game” [1] be-
tween attackers and risk managers.

Generating attack hypotheses is often based
on highly sophisticated statistical approaches.
However, even those sophisticated approaches
may fail to deliver hypotheses of sufficient accuracy.
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One pitfall of these approaches to hunt threats is
that they frequently lack an understanding of the
attackers and their motivations or include immature
threat models. As it is questionable whether
attack history statistical approaches alone are
feasible to quantify cyber risks (as the attackers
may be intelligently and strategically adapting to
defender strategies and the environment), it is of
particular scientific importance to understand the
motivational background that incentivizes an attack
and determines cyber risks in order to support and
adjust these statistical approaches. This involves
understanding the motivation of attackers, their
strategic considerations in selecting their goals,
and their attack strategies. Such an understanding
leads to a higher level of cyber threat detection
maturity [2], [3].

Furthermore, the same weaknesses can be ob-
served for cyber risk quantification. If attackers are
considered to be inherently malicious, no system
can be secured. However, if attackers are seen as
utility-maximizing actors, efficient cyber-security
can be achieved when disutility or necessary effort
to circumvent the implemented countermeasures
exceed the utility an attacker believes to derive
from a successful attack. Consequently, cyber risk
management and the engineering of secure sys-
tems calls for a clear understanding of attackers’
motivation.

Criminal psychology supports the importance
of modelling attackers as intelligent attackers
within their incentivizing backgrounds [4]. Within
psychological research related to cyber-crime, it
is common knowledge that “people from various
socio-economic, intellectual, and cultural back-
grounds participate in a wide range of cybercrimes
for many different reasons” [5]. Efficient threat
modelling is hence assumed to be able to increase
the efficiency of attack hypotheses generation to-
gether with risk quantification and, consequently,
defensive mechanisms on cyber-attacks. To close
this gap, this work relates efficient threat modelling
to the motivations of attackers in the spirit of game
theory, considering the strategic behavior of at-
tackers as intelligent actors [6], [7].

Therefore, we employ a quantitative content
analysis to investigate the motivations of attack-
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ers and compare this knowledge with established
classifications of attackers (attacker models). In a
second step, the COVID-19 pandemic is used to
gain further insight into the empirical reliability of
attacker motivations and models based on these.
The COVID-19 pandemic has already been used
for various natural experiments [8]. However, to the
best of the authors’ knowledge, no study has so far
utilized the COVID-19 pandemic as a natural ex-
periment for investigating the reliability of attacker
models, especially the importance of specific mo-
tivational patterns and incentives. For doing so, we
rely on explorative data analysis and compare the
effects of COVID-19 with what would be expected
from theoretical considerations. Furthermore, we
describe a new framework based on psychological
motivation theory to describe cyber threat agents
and produce a continuous definition of different
attacker attributes. This reduces the disadvantag-
es of a combined observation of several attributes
and archetypical classifications and is intended to
enable the proficient use of game theoretical mod-
elling in cyber risk quantification.

The paper is structured as follows: Section 2
presents the theoretical background, and section
3 provides a quantitative content analysis of sci-
entific publications. The latter helps to identify re-
cent attacker typologies and to give an overview of
motivational patterns existing in scientific literature.
Section 4 provides a natural experiment, which is
used to investigate the fit of currently used attack-
er classifications and practices. Section 5 presents
the conclusion.

Il. THEORETICAL BACKGROUND
A. Attacker Motivations and Models

With respect to cyber-attacks, recent academ-
ic publications show a clear consensus that there
is a wide variety of different motives [9], [10]. Li [9]
contributes to the literature by providing a review of
different motivations for cyberattacks. The work in-
cludes a hacker ethic (ideological motivation), pro-
viding a justification based on the perceived right
for a free flow of information. Furthermore, hackers
are motivated by various motives, including self-ex-
pression, curiosity, practicing and showing off pro-
gramming skills, financial gains, search for social
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acceptance, and many more [9]. In addition, recent
academic research includes works, which explicit-
ly target the importance of the different motivational
patterns. Fotinger and Ziegler [11] used the data
of 599 people from the German Federal Bureau of
Criminal Investigation. The study revealed economic
motives to be the most significant. Woo et al. [12]
based their investigations on a database of 462 de-
faced web pages and analyzed the motivation that
could be derived from the content. They revealed
ideological reasons, fun, statements about hack-
ers’ skills, and romantic statements as relevant mo-
tives. Thycotic Software Ltd [13] presented a survey
based on 127 self-identified hackers. They reveal
that the most important motivation for hackers is fun
and thrill-seeking followed by “social consciousness
or moral compass”, financial gain, and notoriety.
Madarie [14] analyzed hacking behaviors and moti-
vations in a sample of 65 male hackers and potential
hackers. The study identified the high importance of
intellectual challenge and curiosity as motivation.

These different motives can be further clus-
tered. Such clustering assigns the different moti-
vations to larger groups, e.g., attackers striving
for financial benefits, the destructive aim to cause
damage (maliciousness), gaining knowledge, and
seeking pleasure or notoriety within a community
[15]. Attackers often vary significantly regarding
resources, motivational patterns, and other factors.
The diversity of the attacker motivation landscape
can also be seen within classifications of attackers.
When mapping this diversity into the classification
system, important rules of criterion purity have of-
ten been broken (e.g., attacker motivation and at-
tacker resources were linked). This has led to the
establishment of classification systems, which unify
different classification criteria and do not allow a
systematic classification of attackers.

Furthermore, when modelling attackers is done
there is often a simplistic division between normal
users and attackers [16]. Therefore, attackers are
often seen as being inherently malicious. Within
this chapter, we want to elaborate on the field of at-
tacker motivations and describe the different mod-
els used for threat modelling.

Early attempts to differentiate cyber criminals
were undertaken at the beginning of the nineties.

Landreth [23] provided one of the first categoriza-
tions to define the hacker community, developing
five categories (Novice, Student, Tourist, Crasher,
and Thief) based on the involvement in hacking
and their motives.

e Novices are assumed to be young and mo-
tivated by fun as they “think of hacking as
play, or mischief-making, and not much
more than that.” [23].

e Students are defined as intelligent, curious,
and bored actors searching for cognitive
challenges. Their intention is to learn some-
thing that they were not aware of before. “A
Student would never intentionally damage a
system because there’s no reason why he
should, and there are many good reasons
why he shouldn’t.” [23].

e The Tourist is searching for “adventure(s)
or the challenge of solving a puzzle” [23].
Hacking a system is a mental game for Tour-
ists, and they are searching for achievement
(thrill of victory).

e Crashers are assumed to operate with the
same goals as vandals or troublemakers.
They are motivated by making a name for
themselves.

e The Thief is a professional and criminal actor
and, for the most of the hacker community
does not follow the definitions of a hacker
at all. It is assumed that they are seeking
to benefit. In most cases, this benefit is not
directly financial, but rather it is stolen data
(e.g., to get a competitive advantage over a
competing company).

Although the last two categories, Crackers and
Thiefs, are only two kinds of attackers in cyber-
space, they have a dominant (negative) impact on
the perception of all hackers. This categorization,
however, is not consistent with psychological theo-
ries of motivation and a lack of discriminatory pow-
er. Classifications within one of those categories
may become arbitrary for many individuals (e.g.,
a person that searches for a cognitive challenge
could be either classified as a Student or a Tourist).
Thus, this classification has severe drawbacks for
understanding the landscape of hackers. Although
this criticism is valid for all similar classifications
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and the classification does not allow for a classifi-
cation of attackers from different perspectives (e.g.,
from the perspective of motivation or resources
as they are inseparably connected by definition),
similar classification systems have frequently been
used to describe and classify hackers. Hollinger
[24] provides differentiation in the three categories
Pirates, Browsers, and Crackers. Chantler [25] fur-
thermore relies on a classification within three cat-
egories (Elite, Nymphytes, and Losers & Lamers).
Barber [26] introduced a differentiation within the
groups of Script-Kiddies, Hackers, and Crackers.
Warikoo [10] presents a methodology for profiling
cybercriminals based on cyber threat intelligence.
In doing so, they extract characteristics through
statistical analysis. However, as proposed by them,
their cybercriminal profiles combine all these char-
acteristics. This leads to a broad classification into
six profiles (Novice, Hacktivist, Cybercriminals,
Cybercrime Syndicates, Cybers Spies, and Cyber
Terrorists).

Another system of classification was provided
by Smith and Rupp [27]. They differentiate between
“two basic types of hackers” [27], internal and ex-
ternal offenders. Within these categorizations, there
is a strong focus on the available resources (e.g.
knowledge and know-how) to the attackers. How-
ever, it is still common knowledge today that dif-
ferent motivations can be observed within the cy-
bercriminal community, including “the challenge,
the excitement to succeed, (...) pure intellectual
satisfaction (...) vengeance, sabotage and fraud”
[27]. However, even though this classification in in-
ternal and external offenders is still valid today, it
only brings limited insights to threat modelling.

Another work relying on disjunctive criteria is
the standardized Threat Agent Library (TAL) pro-
vided by Intel. These criteria (attacker attributes)
were intent, access, outcome, limits, resource, skill
level, objective, visibility and motivation [28], [29].
The motivational patterns included in TAL are ac-
cidental, coercion, disgruntlement, dominance,
ideology, notoriety, organizational gain, person-
al financial gain, personal satisfaction. However,
their derived classification is limited to archetypes
of cyber attackers based on unique combinations
of these attacker attributes. However, this classifi-
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cation of individuals within archetypes may lead to
severe loss of information, diminishing the under-
standing of cyber-attacks.

Lickiewicz [4] provides a theoretical model pro-
file of a hacker which is based on the motivations
of economic incentives, curiosity, boredom, cogni-
tive reasons, and revenge. Additionally, a differen-
tiation between the attacker attributes (resources,
intelligence, personality, social abilities, technical
abilities and internet addiction) is made. The model
furthermore includes environmental and biological
factors such as illnesses or genetic burden, which
may have an impact on intelligence and person-
ality. Out of the combination of these factors, the
model tries to derive the method of attack, the ef-
fectiveness of the attack, the methods used, and
the mode of operation at the scene [4].

Rogers [30] identified eight different types of
attackers, based on a differentiation of technical
abilities and the motivational patterns: Novices, Cy-
ber-Punks, Internals, Petty Thieves, Virus Writers,
Old Guard hackers, Professional Criminals, and
Information Warriors. However, in contrast to previ-
ously shown classification schemas of attackers, a
continuous differentiation within the two disjunctive
dimensions of differentiation was followed to allow
a systematic differentiation between the attackers.
Rogers [30] furthermore indicated that the differ-
entiation within the eight categories might not be
enough to fully understand the cyber threat land-
scape. However, until now attacker modeling has
relied on such limited models which lack differenti-
ation with respect to attacker types.

As shown, there have been different attempts
to model attackers and their motivational patterns.
However, the literature lacks a defined methodolo-
gy for clustering and modeling attackers according
to psychological motivation [31]. This gap may also
be a reason why until now, attack models which
make the rather strong assumption that attackers
are malicious are the predominant models. Such
models often disregard the environment in which
the attackers operate (In this sense, an attack-
er may strive for money while causing harm as a
by-product). These typical attacker models that
include undefined attacker utility functions are not
fully convincing when quantifying cyber risks, as
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this form of modelling cyber-attacks collapses to
all-powerful attackers exploiting all available flanks
of vulnerability [7]. In some recent models, the eco-
nomic interests and resource restrictions of the
attackers have also been included in the attacker
modelling. This shows a trend, according to which
the importance of correct attacker modelling has
been recognized and game theoretical models for
quantifying cyber risks gain is in increasing impor-
tance. As a result, the models and attack hypothe-
ses based on them are becoming more and more
accurate. However, it has not yet been possible to
arrive at a comprehensive conceptualization of at-
tacker modeling that makes this differentiation pos-
sible despite many efforts.

B. Achievement, affiliation, and power motives in
cyber attacks

Psychology and criminology have a long history
in research on motivation. In general, psychologi-
cal insights support differentiation between power
motivation, achievement motivation, and motivation
through the pursuit of social acceptance [17]. All
types of motivations are widespread and can be
found in every human being. Therefore, these mo-
tivations are also expected to be driving factors of
the attackers’ actions.

An aggressor can be motivated by the goal of
achievement if, e.g., his attack pursues a standard
of excellence ("competition with some standard of
excellence"), [18], i.e., if he strives to master a task,
to do something particularly well, to surpass him-
self or to prove himself in competition with others,
as is already evident in Murray's [19] description of
the need for performance (achievement). The cen-
tral assumption here is that the incentive for action
lies exclusively in the enjoyment of the task-related
activity itself ("thrill of accomplishment", [20]) and/
or in the self-evaluating emotions of success (satis-
faction, pride) or failure (shame, dejection). At the
core of the performance, the motive is the affec-
tive satisfaction from the self-directed coping with
performance demands [21]. The flow experience is
a central component in understanding the perfor-
mance motive. The requirements and abilities for
an attack must be in balance [20].

In all phases of their lives, people strive to make
and maintain interpersonal relationships such as
new acquaintances, friendships, partnerships,
and family [22]. Cybercriminals are no exception.
Rather, the feeling of being socially integrated is
considered an important basic human need, the
satisfaction of which has a positive psycholog-
ical effect. A lack of social integration has nega-
tive consequences for subjective well-being and
physical well-being. Accordingly, the emergence
of criminal social underground networks and the
emergence of hacker communities have been ob-
served. Attackers can thereby also be motivated
to take action to strive for social acceptance within
their community, searching for affiliation.

Schultheiss [21] describes the motive of pow-
er as the ability to draw satisfaction from physical,
mental, or emotional influence over others. Accord-
ingly, human actors have an inherent need for con-
trol. This can manifest itself in the form of the power
to reward and punish. Here, others are rewarded or
punished for their behavior. Ideological, patriotic,
or religious aspects can be cited. For the motive of
power, the natural incentive is the exertion of influ-
ence, which in turn is associated with positive qual-
ities of experience such as a feeling of strength,
positive excitement, and pleasure.

C. Attacker Data and Cyber Threat Intelligence

Cyber threat intelligence (CTI) subsumes ac-
tionable information about cyber-attacks, including
motives, targets, attack strategies, and attacker ca-
pabilities and their resources. CTl is based on past
events and is shared through various companies.
This information enables companies to understand
the cyber threats they are facing [32]. To share
CTI, a common structured language is necessary.
Hence, the US Department of Homeland Security’s
Office of Cybersecurity and Communications sup-
ported MITRE to develop a structured language for
threat sharing (Structured Threat Information eX-
pression (STIX)) [32]. Furthermore, other languag-
es were developed including the Malware Informa-
tion Sharing Platform (MISP) and a massive amount
of proprietary languages. An overview of different
CTI models is provided by Maveroeidis and Bro-
mander [2].
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D. Effects of COVID-19 on Cyber-attacks

IT has assumed an essential role in daily activ-
ities and penetrated almost every area of human
life, including social activities, religious practices,
healthcare delivery, education, and business activ-
ities. Against this background, the COVID-19 pan-
demic has changed the way we use IT in our daily
life. In particular, personal IT devices have increas-
ingly been used, e.g., for working from home [33].
These personal devices are often poorly protected,
representing a new flank of vulnerability for many
businesses during COVID-19. Furthermore, attack-
ers leverage on the populations’ need for informa-
tion regarding COVID-19 and how to cope with the
pandemic and the guilelessness and curiosity of the
users to commit attacks [33], [34]. Attackers thereby
adapt their strategies and behavior to exploit special
circumstances during the COVID-19 pandemic [33].
“Prolific and opportunistic criminals are taking ad-
vantage of the COVID-19 coronavirus pandemic to
launch a variety of cyber-attacks” [35]. Thus, the cy-
bercriminal activities of attackers perceive a sharp
increase [38]. This is caused by the changes in the
environment. Thereby COVID-19 specific changes,
e.g., increased use of home office and changed de-
mand for information, lead to changed incentives,
new vulnerabilities, and new attack possibilities
(e.g., increased vulnerability of healthcare service
providers and administrations). As a consequence,
attackers are shifting their activities towards new tar-
gets where they can reach the highest utility under
Covid-19-conditions (e.g., critical infrastructures,
healthcare-related services) [36].

I1l. QUANTITATIVE CONTENT ANALYSIS
A. Methodology

The methodology of a systematic content anal-
ysis of literature ensures that the work takes up the
current state of scientific knowledge and places the
research in the wider scientific context. Therefore,
the methodology provides a critical examination,
interpretation and evaluation of the literature.

The definition of the research question was done
in accordance with the paradigm of utility-maximizing
attackers. An attacker is thus defined by the utility he
receives through attacking, i.e., by the degree of sat-
isfaction of needs. These needs represent the motiva-
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tional drivers of the attackers. The research question
of the content analysis is thus formulated as follows:

RQ1: What motivations of cyber attackers are
described in the literature?

To ensure that the literature reviewed captures
all relevant references for research question Q1,
the selection of keywords considered the integra-
tion of synonyms and related words provided by the
Merriam-Webster dictionary of the terms attacker
and cracker in the sense of hacker and motivation.
Test searches led to the integration of the term cy-
ber and its respective synonyms and related words.
The identified keywords were combined using Bool-
ean logic to ensure a specific search scope. The
keywords were truncated when possible to achieve
a complete inclusion of all relevant sources. The
literature search was done using the Scopus da-
tabase. Scopus was chosen for its possibilities of
systematic literature search, its high coverage of
high-quality scientific journals in the relevant field,
its high reputation as a trusted information source,
and its highly efficient analytical tools.

The primary search results were further speci-
fied by the utilization of inclusion criteria and exclu-
sion criteria. The final search term and the inclusion
criteria are presented in Table |.

The literature search was conducted by apply-
ing the search terms and inclusion/ exclusion crite-
ria to the title, abstract, and keywords. We extract-
ed 260 journals.

Fig.1,2 and 3 visualize descriptive statistics re-
garding the selected literature. Fig. 1 plots the num-
ber of selected articles ordered by date of publica-
tion. It shows that the topic of cyber attackers and
their motivation has gained importance, especially
in recent years. Furthermore, Fig. 2 presents the
count of citations of the selected articles. There
are very few highly influential articles; most articles
have a comparatively low impact. This corresponds
to a classical power-law distribution of citations.

Moreover, if we assume cross-referencing in the
field of attacker motivation modelling, it also shows
that attacker motivation modeling is not frequent-
ly used in other fields of cyber risk research (e.g.,
quantification). Fig. 3 focuses on the document
types. It gives an overview of the works included
within this quantitative content analysis.
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TABLE |
DeTalLS REGARDING THE DATA SEARCH

Search details Comments

TITLE-ABS-KEY (boost OR encouragement OR goad OR impetus OR impulse OR
incentive OR incitation OR incitement OR instigation OR momentum OR provocation
OR spur OR stimulant OR stimulus OR yeast OR inducement OR invitation OR an-
tecedent OR cause OR consideration OR grounds OR motive OR occasion OR rea-
son OR catalyst OR catalyzer OR fuel OR spark) AND TITLE-ABS-KEY (attacker OR
assailant OR assaulter OR bushwhacking OR mugger OR robber OR molester OR
predator OR raper OR rapist OR ravaged OR aggressor OR besieged OR invader OR
raider OR counterattacked OR hacker OR cyberpunk OR cracker OR computerise
OR spearhead OR geek OR propeller-head OR techie OR technocrat OR technophile

( LIMIT-TO ( SRCTYPE , "))

AND ( LIMIT-TO ( SUBJAREA |

“PSYC” ) OR LIMIT-TO ( SUB-
JAREA , “COMP” ) OR LIMIT-TO

( SUBJAREA , “ECON” ) OR

LIMIT-TO ( SUBJAREA , “DECI" )
) LIMIT-TO ( SUBJAREA , “BUSI”
) AND ( LIMIT-TO ( LANGUAGE ,

. “English”
OR polisher) AND TITLE-ABS-KEY (cyber OR computer OR computer AND network) 9 2
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Fig. 3 Document Type of selected Atrticles.
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Fig. 4 Motivational terms mentioned within the reviewed literature.

To analyze the text, we designed a coding
scheme, which was used to analyze each sentence
of an article distinct from the other sentences of an
article. We encode each word describing a motiva-
tional pattern to the same code as words with the
same root. The defined codes were used to iden-
tify sentences that include motivational patterns
and then to identify the attackers’ incentives within
these patterns (although both could not be differen-
tiated all the time strictly).

B. Results from the quantitative content analysis
and their discussion

We identified the most common terms, includ-
ing information about attacker motivation. The most
common terms (=10 entries) are presented in Fig. 4.
We extracted 377 terms that describe the motivation
and the attackers’ incentives. Those terms provide
a picture of attackers where maliciousness, the will
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to destroy something or pathology or abnormality, is
in the foreground and therefore predominant in the
scientific discourse (see Fig. 4). Other motivational
patterns, e.g., the aim to acquire knowledge (infor-
mation, data) and others, could be found. However,
the predominance of malicious motives remains the
most striking result of the systematic content anal-
ysis. This can be put into perspective, as the ma-
licious attacker is often used as a synonym for all
hackers. This distinction between normal users on
the one side and abnormal or malicious attackers
on the other is too rough and undifferentiated, cre-
ating an artificial dichotomy. Within this simplified
paradigm, the understanding of the attackers and
the possibility to model them adequately is greatly
weakened. This oversimplification of the attackers'
motivations often leads to the fact that the attack-
ers' utility functions are inconsistently or just poorly
considered. However, in contrast to natural events,
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attackers and defenders should also be regarded
as intelligent players. These adapt to the condi-
tions of a system and to the respective actions of
the counterpart and, in addition, constantly devel-
op new attack techniques. Such dynamic develop-
ment of attacking techniques requires up-to-date
data records. Hence, plausible attack frequencies
and probabilities can be derived from models,
which take the attackers’ motivation explicitly into
account. This is even more important as long as
there are no sufficiently large and up-to-date data
sets available for statistical analyses. However,
the possibility of creating such data sets is further
reduced by the fact that the willingness to share
information about cyber-attacks is very low since,
among other things, critical company information
could be released to competitors and other inter-
ested parties.

To summarize, the content analysis gives in-
sights into how security researchers around the
world perceive hackers. It reveals a highly negative
connotation of hackers with respect to their pre-
sumed motivation (e.g., bad, malicious, and/or illic-
it; respectively damage, disrupt, and harm for the
incentives). The attackers’ backgrounds are signifi-
cantly different [16], [37], and there is no obvious
differentiation from the rest of the population [11],
[31]. The high dominance of malicious motives is
not supported in scientific studies trying to quantify
hacker motives. Therefore, the dominance of mali-
ciousness stands in contrast to the results of these
studies, which were presented in more detail within
the content analysis (e.g. [11]-[14]).

This raises the question whether our under-
standing of cyber attackers is biased in the di-
rection of an overrepresentation of specific mo-
tivations like maliciousness (although used as a
collective term), or whether currently used attack-
er profiles are not actionable for further research
purposes (e.g. usage for threat modelling and
quantification of cyber risks). The strong negative
connotation of hackers as being illicitly malicious
may limit our understanding of attackers. It could
thus be a heavy burden for the quantification and
mitigation of cyber risks and hence cybersecuri-
ty. Jordan and Taylor [38] oppose their percep-
tion of hackers as being pathologically bad. This

is in line with the theory of rational choice stating
that criminality is nothing illicit nor unnatural but
a straightforward outcome of rational choice [39].
Furthermore, the differentiated view on attackers
may increase our ability to differentiate between
abnormal malicious and abnormal benign users
(e.g., by analyzing whether an action may result
in a reward that is reasonable for the effort). In
doing so, an attack hypothesis may be enhanced
through attacker modelling and attack hypothe-
sis validation based on attacker motives and ob-
served behavior.

C. Limitations of the content analysis

Through the quantitative evaluation and coding
of the assessed documents to infer the frequency of
different types of motivation, we needed to extract
from the context (at least from the wider context, as
we performed a sentence-based analytical proce-
dure). Hence, there might be a bias towards fre-
guently used motivational patterns (e.g., malicious)
used as a differentiator between users with legit-
imate interests and those without them. This can
partially explain the dominance of maliciousness as
a motive. However, it is also perceived that this use
of specific motivational patterns as a differentiator
brings considerable insights to the understanding
of attackers and their assumed motives.

IV. NATURAL EXPERIMENT
A. Methodology

In the second part of this contribution, we inves-
tigate the motivation of attackers and their contri-
bution to cyber risks by exploiting the COVID-19
pandemic as a natural experiment. We use explor-
ative data analysis to highlight the effects of the
COVID-19 pandemic.

The COVID-19 pandemic has led to new behavior
patterns due to the new conditions (home office,
contacts with authorities, etc.). This offers a unique
opportunity to consider it as a natural experiment.
Specifically, we compare the attack patterns
before and during the pandemic in order to draw
conclusions about a change in attacker types and
the pattern of attacker motivations.
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“A natural experiment is a study in which the
treatment assignment mechanism is neither de-
signed nor implemented by the researcher, is un-
known to the researcher, and is probabilistic by
means of an external event or intervention that is
outside of the control of the units, which are the
subject of the intervention” [42].

Definition I (natural experiment): Assume that
Z is a treatment, Y(0) is the outcome that attains
under control, Y(1) vice versa the outcome that
attains under treatment Z, and X defines a vector
of k covariates determined before the treatment is
assigned. Then a natural experiment can be de-
fined as proposed by Titiunik [40] according to the
following conditions (1) — (111):
(i.) Pr (21X, Y(0),Y(1) ) is neither designed nor im-
plemented by the researcher,
(ii.) is unknown to the researcher,

(iii.) is probabilistic by virtue of an external event
or intervention that is outside the experi-
mental units’ direct control.

Condition (I) defines that a natural experiment
as “a research design where the researcher is nei-
ther in charge of the design of the treatment assign-
ment mechanism nor of its implementation” [42].
Condition (ll) states that “the treatment assignment
mechanism is unknown (...) (hence,) the research-
er does not know and has no way of knowing the
probabilities associated with each possible treat-
ment allocation” [40]. Last, (1) describes a natural
experiment as an “observational study where the
mechanism that allocates treatment is known to de-
pend on an external factor” [42].

To determine the feasibility of using the COVID-19
pandemic as a natural experiment and for differenti-
ating the chosen methodology from an observational
study, a tentative verification of these characteristics
is done. Within doing so, conditions (I) and (Il) can
be verified. For Condition (lll), we assume that the
external force of natural processes produced a prob-
abilistic assignment. In the case of COVID-19, this
is highly probable; although, the origin of the virus
is not unequivocally clarified yet. “This is a heuristic
rather than a formal argument, as the units’ lack of
control of their own assignment is not by itself suf-
ficient to ensure a probabilistic assignment. Rather,
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the lack of control introduced by the external factor
is simply used as the basis for assuming that the as-
signment was governed, at least partly, by chance”
[40].

B. Data

Data sharing practices regarding cyber-attacks
are limited. This is because information about cyber
threats is perceived as being critical by affected
companies. Hence, comprehensive datasets of cy-
bercriminal issues are rare, and often only delayed
information is available. In addition, the data sets
available to the public and researchers are often
highly aggregated. As a result, only highly granu-
lar data records are available, which do not allow
systematic and comprehensive analyses. For this
reason, we have decided to use data from Hack-
mageddon.com for this research. Hackmageddon.
com provides near-time monthly “Cyber Attack
Timelines” in which individual attacks are listed. We
have used this data to generate a dataset, which
includes cyber-attacks from the period 01.10.2019
to 31.05.2020. This period is determined by in-
cluding a sufficiently long period of time before the
outbreak of the COVID-19 pandemic, as well as a
sufficiently long period of time after the outbreak of
the pandemic. The final dataset includes 244 days
and 1,373 attacks. Fig. 5 presents the distribution
of cyber-attacks included in our dataset over time.

As a differentiation criterion of the post
COVID-19 emergence period (during the pan-
demic: PCOVID-19) and the pre-COVID-19 period
(ACOVID-19), we use the classification as a pan-
demic (11.03.2020). Within PCOVID-19, we ob-
serve an average of 6.2 attacks per day compared
to 5.3 attacks per day during ACOVID-19.

We further differentiated those attacks that are
related to COVID-19 from those which are not. In
doing so, we defined COVID-19 related attacks
as those attacks were one of the search terms
COVID-19, SARS-CoV2, or corona* could be found
in the descriptions. After applying this filter crite-
rion, we came up with 109 COVID-19 related at-
tacks. Those are presented in Fig. 6, according to
their date of occurrence. It can be noted that 16
attacks related to COVID-19 were observed before
the classification as a pandemic. It can be seen
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that there was a spike around the announcement of
COVID-19 as a pandemic, which supports the as-
sumption of attacks spiking through the need for in-
formation. If COVID-19 related attacks are removed
from the record, an average number of attacks per
day of 5.1 PCOVID-19 and 5.2 ACOVID-19 can be
observed. This shows that, principally, COVID-19
did not change the overall threat landscape but
rather offered new opportunities for attacks, mainly
due to increased exposure and higher vulnerability
of rather inexperienced IT users.

Furthermore, Table Il and Fig. 7 present the dis-
tribution of COVID-19 related cyber-attacks over
specific targets. Table 1l shows that the most vulner-
able target for cyber-attacks related to COVID-19
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are individuals (nearly half of all attacks related to
COVID-19). This is reasonable for the high number
of people searching for new information regarding
the virus and how to best cope with it in daily life.
Hence, hackers have been seen to increasingly use
the fear of individuals as a basis for their actions.

Added to this are the consequences of the lock-
down, as a result of which private and business
communications are exclusively IT-based. This has
led to new types of attacks, which were observable
during COVID-19. For example, the increasing use
of video conferencing platforms invited a new form
of attack called Zoom bombing. We reviewed the
attacks presented in our dataset and found that
these were observed at least 30 times.

Ik

W |H|||‘

01.10.2019 01.11.2019 01.12.2019 01.01.2020 01.02.2020 01.03.2020 01.04.2020 01.05.2020

Date

Fig. 5 Total attacks in the dataset between 01.10.2019 and 31.05.2020.
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TABLE Il
SAMPLE SizEs
Branch/ Target ACOVID-19 PCOVID-19

Manufacturing 34 15
Electricity gas steam and air conditioning supply 19

Water supply sewerage waste management, and remediation activities 2

Wholesale and retail trade 30 12
Transportation and storage 6

Accommodation and food service activities 16

Information and communication 23 20
Financial and insurance activities 62 33
Real estate activities 2 2
Professional scientific and technical activities 51 35
Administrative and support service activities 3 1
Public administration and defence, compulsory social security 121 46
Education 66 16
Human health and social work activities 84 45
Arts entertainment and recreation 25 18
Other service activities 18 10
Activities of extraterritorial organizations and bodies 9 3
Fintech 17 9
Individual 136 98
Multiple Industries 131 118
Unknown 7 7

= Individual

Fig. 7 Shares of COVID-19 related attack targets.
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Multiple Industries

= Human health and social work
activities
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TABLE I
Count oF COVID-19 ReLATED
ATTACKS AND THEIR TARGETS

Branch/ Target Total Quote a
Individual 50 0.4587
Multiple Industries 25 0.2294
Humgh health and social work 10 0.0917
activities
Public administration ahd de- . 0.0826
fence, compulsory social security
Financial and insurance activities 8 0.0734
Wholesale and retail trade 2 0.0183
Profes§|9hal scientific and techni- 5 0.0183
cal activities
Manufacturing 1 0.0092
Transportation and storage 1 0.0092
Education 1 0.0092

C. Hypotheses

To investigate whether the COVID-19 pandemic
has had a statistically significant impact on the cy-
berattack landscape, we formulated the following
hypothesis:

RQ2: H?: The observed mean number of cy-
ber-attacks in PCOVID-19 does not systematical-
ly deviate upwards from the observed mean in
ACOVID-19 across all branches/targets.

Furthermore, we investigated whether the dis-
tribution of cyber-attacks over the different sectors
and targets changed. Therefore, we formulated the
following hypothesis:

RQ3: HZ: The variable “number of attacks during
PCOVID-19” follows the same distribution as “num-
ber of attacks during ACOVID-19”.

RQ4: H;:The variable “attacks by type during
PCOVID-19” follows the same distribution as “at-
tacks by type during ACOVID-19”".

D. Results from the natural experiment

The RQ2 requires a pairwise comparison of the
two states, PCOVID-19 and ACOVID-19. Hence, we
performed a T-Test (whole test statistics are listed in

the appendix) to investigate whether the observed
increase of cyber-attacks in PCOVID-19 is statis-
tically significant. H2 can be rejected (p=0.0217).

We performed a Chi-Square Goodness of Fit
test to test RQ3 and RQ4, investigating whether the
categorical variables follow the hypothesized dis-
tributions (distributions from ACOVID-19). Hypoth-
esis Hican be rejected (p=5,6673-10"). Hence, we
conclude that COVID-19 has had an impact on the
distribution of cyber-attacks over the considered
industries/targets. These changes are due to the
different effects of the COVID-19 pandemic on the
attractiveness of these targets for potential attack-
ers.

Furthermore, we investigated whether there
are effects of COVID-19 on the different sectors/
targets. In doing so, we focused on those indus-
tries where the total number of attacks was larg-
er or equal to thirty (whole test statistics are listed
in the appendix). This threshold enables the use
of normal distributions assumptions for analytical
purposes. We observed significant effects of the
COVID-19 pandemic on public administration and
defence, compulsory social security (decrease
in the number of cyber-attacks; p=0.0459, one-
tailed), individuals (increase in the number of cy-
ber-attacks; p=0.0183, one-tailed), education (de-
crease in the number of cyber-attacks; p=0.0027,
one-tailed), and multiple industries (increase in the
number of cyber-attacks; p=0.0001, one-tailed).
Furthermore, we observe a tendency for increased
cyber-attacks on the information and communica-
tion branch (p=0.0617, one-tailed). In contrast, no
significant effects of the changed situation during
COVID-19 could be found for the industries/targets
of manufacturing, wholesale and retail trade, finan-
cial and insurance activities, professional scientific
and technical activities, human health, and social
work activities, and arts, entertainment, and recre-
ation.

Hypothesis H; has to be rejected (p=0.0265).
Hence, we conclude that the pandemic has had
an impact on the employed attacks (attack tech-
niques).
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Regarding the attacks, we observe a statistically
significant increase of unknown attack techniques
during the pandemic (p=0.0204, one-tailed) and a
statistically significant decrease of malicious script
injection (p=0.0154, one-tailed).

Finally, a further noteworthy finding sheds light
on attackers’ motivations: Attacks on the human
health and social work activities sector, which
is one of the most vulnerable sectors during the
COVID-19 pandemic, have not increased signifi-
cantly. Attackers, therefore, do not seem to exploit
every possible vulnerability to the maximum at
any price. One possible explanation for this could
be ethical concerns and norms within the hacker
scene. The results of the natural experiment thus
suggest the need for a differentiated approach in
attack modelling, using disjunctive attributes. Such
an approach could make a significant and valuable
contribution to the understanding of the attackers
and the cybercriminal landscape.

V. ConcLusioN AND Discussion

We reviewed and analyzed research articles in
the area of cyber security to investigate which at-
tacker motivations are considered in scientific liter-
ature. Furthermore, we investigated the importance
of these motivations within the literature based on
the number of occurrences in different scientific
papers. In doing so, a strong focus of articles on
malicious motives was revealed. It was assumed
that this strong focus on maliciousness could ham-
per our understanding of attackers. Highlighting
the oversimplification in attacker motivations, we
aimed to build awareness about this problem in cy-
ber security research. Therefore, this work should
improve our understanding of attackers to over-
come the narrow, undifferentiated view that cyber-
criminals are inherently bad or abnormal.

Furthermore, we highlighted that the oversim-
plified attacker motivation modelling leads to mis-
understanding cyber-attacks. Therefore, we em-
ployed a natural experiment to understand whether
what we would assume from a malicious attacker
modelling comes close to reality. We observed
within this natural experiment various targets that
should be more at risk from what we would expect
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(e.g. human health and social services, public ad-
ministration and defence, compulsory social secu-
rity). However, these targets show a different be-
havior in the natural experiment. This is perceived
as a further hint (besides the overrepresentation of
malicious motives in scientific literature) that our
approach to model attacker motivation can signifi-
cantly improve cyber risk assessment. Including
e.g. moral considerations of hacking a target could
explain the behavior revealed within our natural
experiment (e.g. no statistically significant increas-
es of attacks on the human health and social work
branch or statistically significant decreases of at-
tacks on public administration and defence, com-
pulsory social security). Furthermore, the currently
used attacker classifications may be a burden for
cyber risk quantification using threat centric ap-
proaches, as these are not actionable for compu-
tational (game theoretic) models. Through includ-
ing the variety of motivations that may influence an
attacker, it may be possible to quantify risks more
accurately and make cyber risk management more
efficient. It is hence of utmost importance to model
attackers correctly to increase cybersecurity capa-
bilities, quantify cyber risks and engineer secure
systems.
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