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Abstract

While text passwords are still a pervasive authentication tool, their inadequacies are well recognized. Poorly
chosen and weak passwords are the main reason behind security breaches. Multiple authentication techniques
such as biometric, token-based, and knowledge-based authentication have been developed to overcome data
leaks. However, acceptance of these authenticating techniques is complicated, and users find them hard to use.
Microbusinesses, defined as having less than two employees, usually have very limited resources including
budget, information security expertise and updated computer systems to fulfil the security requirements. Many
microbusiness owners use the same information technology as in the home but for more sophisticated commer-
cial reasons. An effective and easy way for microbusinesses to add an extra protection layer to their systems
and passwords is through the use of password managers. This paper examines the useability and ease of use
of the password manager software. We extended the Technology Acceptance Model (TAM) and tested the
mediating role of self-efficacy on TAM's relationship with computer security usage. A sample of 420 microbusi-
ness owners was taken to test the relationships among the variables through an online web-based survey. The
results confirmed that self-efficacy plays a vital role in the user acceptance of password managers and reported
its mediating role between perceived ease of use, perceived usefulness, and computer security usage.

I. INTRODUCTION require something more secure and easy to adopt
[42]. Globally, electronic services become vulner-
able to data breaches, virus attacks, malware at-
tacks, phishing attacks etc. Effective e-authentica-
tion builds user confidence in dealing electronically
with government agencies and is vital for service

delivery with extra security.

Passwords have dictated the world of authenti-
cation for more than 50 years as a common form
of e-authentication used by the government for ac-
cessing the services by individuals [9]. The exist-
ing layers of protection are either complex to use
or too simple to be prone to hacks and therefore
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Cybercrime in Australia costs small businesses
around US$300 million a year [1]. This does not in-
clude business and government costs, while cyber-
crime costs will grow by 15% a year globally [2].
To reduce cybercrime threats and gain consumer
trust, organizations have developed a range of se-
curity measures and robust authentication tech-
nigues such as the use of multifactor authentication,
password managers, biometrics verification [3] [4].
These security plans cover three areas the people,
technology, and process. Though, such technolog-
ical innovations are only as good as a company [5]
and consumer practices [6].

On the contrary, hackers' motives have evolved
around state-sponsored attacks and organized
crime. They steal personal information, bank details,
credit card numbers, tax returns etc. More impor-
tantly, in small organizations, people are more likely
to risk unauthorized data leakages [7, 44]. Indeed,
with the greater usage of sensory devices, even
in smartphones, the use of biometric or two-factor
authentication has become more convenient [8, 9].
Prior research has focused only on the technical
side of authentication technologies. However, user
acceptance and adequacy are still unclear and not
aligned with the sturdy technologies [10, 45].

However, continuous technological changes
threaten the existing business model while still pro-
viding innovative services opportunities [11, 43].
With advanced technologies and dynamic growth,
consumer acceptance of these technologies de-
pends on many factors, such as availability, con-
venience, consumer demand and but not limited to
security features.

In the past few decades, there has been a sig-
nificant amount of research on the Technology Ac-
ceptance Model (TAM) replication, expansion, and
modification, proving TAM's central position in the
information security literature [15]. Past research-
ers have focused on the moderators and the TAM
model's antecedents [16, 17]. Also, numerous stud-
ies are available that focuses on the factors affect-
ing users' intentions to adopt IS services such as
e-government services, mobile banking, security
software, and consumer smartphones [17-20]. Cur-
rently, limited research is available that emphasiz-
es, present, or further extend the TAM model by
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including new variables and how the TAM construct
will behave in the presence of new variables.

This paper attempts to determine the adoption of
Password Manager Software (PMS) and further ex-
tended the TAM literature to test the mediating role
of self-efficacy on the individual's computer security
usage. We propose that the TAM model constructs;
perceived ease of use (PEU) and perceived useful-
ness (PU) employs their effect through self-efficacy.
More specifically, in this study, we intend to explore
the following objectives:

i. Toanalyze the PU of PMS and its relationship
with individuals' computer security usage

i. To analyze the PEU of PMS and its relation-
ship with computer security usage

ii. To test the mediating role of self-efficacy
on the relationship between PU of PMS and
computer security usage

iv. To test the mediating role of self-efficacy on
the relationship between PEU of PMS and
computer security usage

We have made two mediating models to ad-
dress these points, as shown in Fig. 1 and 2. Fig.
1 shows the mediating role of self-efficacy on the
relationship between PEU and computer security
usage. Likewise, Fig. 2 depicts the mediation role
of self-efficacy on the relationship of PU and com-
puter security usage.

In the next section, we first review the TAM Lit-
erature and then the efficacy theory literature. The
general mediation model is introduced under the
related work section Il. Followed by section I, re-
search methodology is discussed in detail in sec-
tion I, which provides detailed insights about the
data collection process, and the mediation analysis
are also discussed in the results section. Finally, we
discussed and summarized the results in the last
sections of the research paper.

1. ReELaTED WORK

The TAM proposed by Davis [22] appeared to
be a suitable model for analyzing users' behav-
iors towards accepting new technologies and safe
computing practices. The TAM model was initially
practised in the industrial and organizational sec-
tors and was proven vital in different situations and
settings [18, 23].
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Fig. 1. Research model 1: mediation model for PEU.
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Fig. 2. Research model 2: mediation model for PU.

Where in the TAM, PEU is closely associated
with PU. Moreover, regarding the adoption of tech-
nology and practices, both components of the TAM
model, PU and PEU are important factors to consid-
er. Herath, Chen [24] studied behaviors regarding
the adoption of email authentication services by ap-
plying the combination of TAM, Technology Threat
Avoidance Theory, and Protection Motivation Theo-
ry and found threat appraisal and coping appraisal
both influence adoption.

Research by Piccolotto and Maller [25] on the
use and acceptance of biometrics as an authentica-
tion tool and found that biometrics are useful. How-
ever, computer users still found them difficult to use.
Conversely, password-protected security provides
greater ease of use, but users were worried about
the usefulness of passwords and showed their con-
cerns as they are hard to remember. The usefulness
of robust security protocols in cloud devices is im-
portant for protection and may provide greater user
confidence; however, this may increase the system
complexity [26].

Later, the Theory of Reasoned Action has been
used in many behavioral types of research to ex-
plain users' intentions towards specific tasks [27].
Also, in the context of information security research,

this construct has been further used in exploring in-
dividuals' behavioral intentions to adopt information
technologies [28, 29].

TAM is also the most cited model in technology
acceptance, consisting of two independent con-
structs: PEU and PU [22]. The PEU is the individ-
uals' belief to use system/software as effortless,
whereas PU is the user's perception that the spe-
cific system/technology would improve his/her job
performance [19].

In addition to this, the TAM model was devel-
oped originally to explore the adoption of spread-
sheet software and applied in other domains [27,
30, 31]. The TAM model has been used in past re-
search as Piccolotto and Maller [25] have utilized
it to find out the user acceptance of biometric de-
vices and users' experience with these devices. It
was found that password protection provides great-
er PEU but lower PU because complex passwords
can easily be forgotten.

Efficacy Theory and TAM

The self-efficacy theory suggests that individu-
als' behavior, such as adopting the latest securi-
ty-related technologies, is the outcome of efficacy
appraisal, through which they examine the efficacy
of performing a specific action [21, 32]. In addition,
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if the individuals have prior knowledge to perform
a recommended action, such as PMS installation
and know the consequences of weak passwords,
they will install it. In contrast, the efficacy appraisal
concludes that if the individual does not have high
efficacy, he will not engage himself/herself in a rec-
ommended behavior [33]. Further, it might be pos-
sible that these perceptions are affected by some
exogenous variables such as PEU and PU.

Moreover, self-efficacy refers to individuals be-
lieving that he/she has sufficient knowledge and
is aware of the adverse consequences if the rec-
ommended action has not been taken or adopted
[15, 21, 32]. Polites and Karahanna [34] have test-
ed the PEU and found its association with self-effi-
cacy. Pavlou and Fygenson [35] have also tested
self-efficacy and the PEU and found a significant
relationship among them. In contrast, the PU would
increase the user's self-confidence to adopt a rec-
ommended behaviour.

Ill. MeTHODOLOGY
A. Data collection and sampling plan

This research is based on the web-based on-
line survey using Qualtrics, and the questionnaires
were distributed via paid service from the panel
provider. The online survey design allowed us to
collect data from multiple participants from across
Australia in an efficient manner.

The sampling frame was the Australian small
business owners who do not employ more than
two employees in their business. Further, some fil-
ter questions were included at the beginning of the
survey, and many criteria had to be met to qualify
for inclusion in the research. This survey only fo-
cused on users who have previously installed the
PMS or currently have it and are over 18. We also
excluded those businesses that employed more
than two people in their businesses.

B. Measures

The survey questionnaire was adapted from
prior researches, and the indicators have already
been tested and validated. The measurement scale
of PU and PEU was adapted from the study of Davis
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[22]. Further, the computer security usage variable
scale was taken from the study of Claar and John-
son [36]. Lastly, the self-efficacy scale was adapt-
ed from the study of Johnston, Warkentin [37].

A complete questionnaire used in this survey
can be seen in Appendix A.

C. Data Analysis and Results

The statistical analysis was performed using
the IBM SPSS v26 software. The mediation analy-
sis was performed through the process plugin de-
veloped by Hayes (2013). The sample descriptive
information and the demographics can be seen in
Table I. In addition to that, the Confirmatory Fac-
tor Analysis was performed, and reliability analysis
was done to check the discriminant and conver-
gent validity of the constructs.

D. Response Rate

A total number of 924 questionnaires were dis-
tributed for this research study, out of which 502
respondents were qualified to participate in the sur-
vey, as shown in Table Il. In addition to that, 422
survey questionnaires were discarded as those re-
spondents were failed to meet the selection criteria.
After removing the outliers, only 420 survey ques-
tionnaires were found completed and included in
the survey for the analysis.

E. Missing Values

The data was collected online through the Qual-
trics software, and therefore, no skip logic was
used to avoid the missing values. The data was
screened for analysis, and none of the values was
recorded missing.

F. Outliers

The data was further screened by analyzing
the outliers in the given data in the SPSS software.
Initially, the total number of qualified record-ed re-
sponses were 502 before removing the outliers. Af-
ter performing the outlier analysis in the SPSS, 82
responses were detected as outliers and excluded
from the survey.
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TABLE |
DESCRIPTIVE STATISTICS OF THE SAMPLE POPULATION
Frequency Percentage Valid Per- Cumulative Per-
cent centage
(New South Wales (NSW 133 26.5 26.5 26.5
Victoria 143 28.5 28.5 55
Queensland 100 19.9 19.9 74.9
Business Location Western Australia 42 8.4 8.4 83.3
South Australia 62 12.4 12.4 95.6
Tasmania 15 3 3 98.6
Australian Capital Territory 5 1 1 99.6
Northern Territory 2 0.4 0.4 100
Total 502 100 100
Male 286 57 57 57
Gender Female 216 43 43 100
Total 502 100 100
24 -18 5 1 1 1
34 -25 37 7.4 7.4 8.4
44 - 35 70 13.9 13.9 22.3
Age 54 - 45 105 20.9 20.9 43.2
64 - 55 144 28.7 28.7 71.9
74 -65 119 23.7 23.7 95.6
84-75 20 4 4 99.6
or older 85 2 0.4 0.4 100
Total 502 100 100
Went to hfii%ihslii/z(;?l‘l%m did not 15 3 3 3
Year 10 22 4.4 4.4 7.4
Year 11 20 4 4 11.4
(Finished High School (year 12 105 20.9 20.9 32.3
Education Some university 95 18.9 18.9 51.2
Undergraduate degree 173 34.5 34.5 85.7
Master’s degree 57 11.4 114 97
Doctorate 15 3 3 100
Total 502 100 100
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TABLE Il
Survey ResPoNsE RATE
Surveys Frequency Percent
Distributed 924 100%
Returned 502 54.33%
Useable 420 45.67%

G. Confirmatory Factor Analysis

Table Ill represents the final factor scores along
with the values of Average Variance Extracted
(AVE) and the Composite Reliability (CR) values.
The values of AVE should be above 0.5, and the
CR for all constructs should be above 0.7 [38]. The
variable measures for all items have shown discrim-
inant validity. The AVE and the CR values fall within
the acceptable range as described by Fornell and
Larcker [38].

User Acceptance of Password Manager Software: Evidence from Australian Microbusinesses [}

H. Mediation effect of self-efficacy on the relation-
ship between PEU and computer security usage

Table IV represents the mediation effect of
self-efficacy on the relationship between PEU and
computer security usage. For PEU based model,
bootstrapping results show the total effect of PEU
on computer security usage (c path, total effect =
0.321, p = 0.000), which is significant and the direct
effect of PEU on computer security usage (c' path,
direct effect = 0.211, p = 0.000) which is also sig-
nificant, a change in interaction values shows the
direction of the relationship and further the self-effi-
cacy partially mediates between the relationship of
PEU and computer security usage. Therefore, we
conclude that self-efficacy is mediating partially on
the relationship between PEU and an individual's
computer security usage.

TABLE Il
CFA AnALysis REsULTS
Estimate AVE CR

SE3 -—-> self_eff 0.837

SE2 > self_eff 0.861

SE1 > self_eff 0.828 0.70 0.895
SCP1 ---> csu 0.810

SCP2 —--> csu 0.758

SCP3 —--> csu 0.861 0.651 0.850
PU4 > perc_usef 0.9

PU5 > perc_usef 0.804

PU6 > perc_usef 0.634

PU3 > perc_usef 0.931

PU2 > perc_usef 0.88

PU1 -—-> perc_usef 0.707 0.666 0.921
PEU4 > perc_eofu 0.725

PEUS -—> perc_eofu 0.776

PEUG —> perc_eofu 0.831

PEU3 > perc_eofu 0.843

PEU2 > perc_eofu 0.818

PEUA -—-> perc_eofu 0.842 0.651 0.917

JISCR 2021; Volume 4 Issue (2)
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TABLE IV
MepiaTion ANALYsIS FOR PEU

TABLE V
MepiaTioN ANALYSIS FOR PU

Mediation path analysis

Mediation path analysis

Coeff. SE t
a Path 0.581 0.038 15.265***
b Path 0.190 0.086 2.206***
c Path 0.321 0.068 4.760***
¢’ Path 0.211 0.084 2512+

Coeff. SE t
a Path 0.335 0.036 ***9.218
b Path 0.179 0.075 ***2.396
¢ Path 0.341 0.056 ***6.109
¢’ Path 0.281 0.061 ***4.616

Notes: a path= independent variable to the mediator; b path
= mediator on dependent variable; ¢ path = Total Effect
Independent variable on dependent variable; ¢' path = Direct
Effects independent variable on dependent variable; sample
size 420, Number of Bootstrap Resamples = 5000; Furthermore,
R?Y, X is the proportion of the variance in the dependent variable
(DV) by the independent variable (IV) which was 0.062***.
However, R? M, X is the proportion of the variance in a mediator
(M) explained by independent (IV) which was 0.358***. R? Y, MX
is the proportion of the variance in the dependent variable (DV)
by a mediator (M) and independent variable (IV) together which
was 0.051%*,

|. Mediation effect of self-efficacy on the relation-
ship between PU and computer security usage:

Table V represents the mediation effect of
self-efficacy on the relationship between PU and
computer security usage. For PU based model,
bootstrapping results show the total effect of PU
on computer security usage (c path, total effect
= 0.341, p = 0.000), which is significant and the
direct effect of PEU on computer security usage
(c' path, direct effect = 0.281, p = 0.000) which
is also significant, a change in interaction values
shows the direction of the relationship and further
the self-efficacy partially mediates between the
relationship of PU and computer security usage.
Therefore, we conclude that self-efficacy mediates
partially on the relationship between PU and indi-
vidual computer security usage.

IV. DiscussioN

This study attempts to achieve the four objec-
tives discussed in section |. The first two objectives
assess the impact of PEU and PU of PMS on users'
computer security usage. Table IV and Table V in-
dicate that PEU and PU significantly impact the us-
er's security usage. This means that if the users find
PMS easy to use and useful, they are more likely to

Notes: a path= independent variable to the mediator; b path
= mediator on dependent variable; ¢ path = Total Effect
Independent variable on dependent variable; ¢' path = Direct
Effects independent variable on dependent variable; sample
size 420, Number of Bootstrap Resamples = 5000; Furthermore,
R?Y, X is the proportion of the variance in the dependent variable
(DV) by the independent variable (IV) which was 0.094***.
However, R? M, X is the proportion of the variance in a mediator
(M) explained by independent (IV) which was 0.169***. R Y, MX
is the proportion of the variance in the dependent variable (DV)
by a mediator (M) and independent variable (IV) together which
was 0.082***

install and use it. These findings are consistent with
the study of [39].

The third objective was to identify the mediat-
ing role of self-efficacy on the relationship between
PEU and computer security usage. Table IV and
Table V reveal that self-efficacy partially mediates
the relationship between PEU and computer se-
curity usage. Moreover, the fourth objective was
to discover the mediating role of self-efficacy be-
tween the relationship of PU and computer security
usage. We found that self-efficacy partially medi-
ated the relationship between PU and computer
security usage. The slight change in the interaction
values of total effects in both tables indicates the
mediation relationship direction. This shows that
higher individuals' self-efficacy is more likely to in-
stall PMS and adopt more secure technologies.

As discussed in sections 'H' &' I', the mediation
results indicated that both PU and PEU significant-
ly impact the user's security usage behaviors. The
microbusiness owners perceive PMS as a vital tool
for increasing their password security. Fagan, Al-
bayram [40], Alodhyani, Theodorakopoulos [41]
also indicates that users with high computer pro-
ficiency and better computer experience found
password managers convenient, secure, and use-
ful to increase their password security. The findings
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of the study support Fagan, Albayram [40], and the
results show microbusiness owners have sufficient
computer knowledge and experience. These find-
ings are interesting for cybersecurity practitioners
and developers and provide them insights about
the layperson's level of efficacy and literacy about
computer applications. Further, they understand
the importance of strong passwords and install
PMS for its effectiveness.

V. LimiTATIONS AND FuTURE RESEARCH

The first limitation of the study was that we had
applied this research to small businesses. However,
future research can be done by testing this model
for large organizations. Furthermore, replicating the
mediating model in different industrial sectors will
provide more insights towards understanding se-
cure behaviors. We only focused on one part of the
efficacy theory, including self-efficacy, and exclud-
ed the response efficacy. Further investigations
can be done by including the response efficacy,
which can provide better insights in understanding
the efficacy variables and their effect on the TAM
and user security adoption behaviors.

V1. CONCLUSION

The paper tested and provided evidence for the
effect of self-efficacy on the useability and adopt-
ability of the PMS. In particular, the study has man-
aged to disclose that computer self-efficacy plays
a vital role and influences individuals towards PMS
acceptance. The findings validate the TAM theo-
ry, and the results also validate its application in
information security research. The study reveals
some important implications for practitioners and
managers to consider self-efficacy as a significant
factor that could help to promote the adoptability
of the PM by the microbusiness's owners. Further,
these findings also provide some important insights
to the governments to encourage users towards
password security management and initiate some
awareness campaigns or training to increase the
individual's computer software related efficacy.
The results effectively answered the research ob-
jectives and identified the mediating role of self-ef-
ficacy with respect to technology acceptance.

JISCR 2021; Volume 4 Issue (2)
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The study provides empirical evidence for medi-
ating the role of self-efficacy between the relation-
ship or PEU and PU on an individual's actual usage
behaviors rather than intentions. The outcomes of
the survey revealed that individuals are more like-
ly to install password managers when they have a
better understanding of the security software and
good efficacy.

We acknowledge that we focused on the gen-
eral password manager software that is available
easily to the users; however, more research is
needed to identify any specific PMS adoptability.
The predicted effects prove the microbusiness
owner's adoption intentions and also the actual
security usage. Further, the findings reveal strong
evidence of the importance of self-efficacy with re-
spect to technology acceptance.
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APPNDIX

APPNDIX A
REsSEARCH QUESTIONNAIRE AND INDIVIDUAL'S RESPONSES ON 5-PoINT LIKERT ScALE (N=420)

Items Responses
Self-efficacy .Strongly Disagree = Neutral Agree Strongly ean S.td.
Disagree (%) (%) (%) (%) Agree (%) Deviation
Password manager software is easy to use. 0.01 0.03 0.52 0.32 0.14 2.46 0.81
Password manager software is convenient 0.01 0.04 0.45 0.34 0.15 2 41 0.83
to use.
| am able 1o use a password manager 0.02 0.07 045 028 016 251 086
without much effort.
. Strongly Disagree = Neutral Agree Strongly Std
Co ter se ty usage e
mputer security usag Disagree (%) (%) (%) (%) Agree (%) " Deviation
| use add-on antivirus software on my 0.05 0.07 0.11 0.95 0.51 189 116
computer(s)
| use add-on firewall software on my 0.06 0.11 0.24 0.21 0.39 5 05 105

computer (s)

| use add-on anti-spyware software on my

0.06 0.13 0.21 0.23 0.36 2.31 1.25
computer (s)

Strongly Disagree  Neutral Agree Strongly Mean Std

Perceived Usefulness Disagree (%) (%) (%) (%) Agree (%) Deviation

Using password manager software in my
job would enable me to accomplish tasks 0.06 0.14 0.48 0.21 0.1 2.84 1.01
more quickly

Using password manager software would

; . 0.12 0.17 0.46 0.18 0.08 3.02 1.05
improve my job performance
Using password manager software in my 0.13 0.19 048 015 006 318  1.02
job would increase my productivity
Using password manager softwarg would 0.13 0.17 0.44 0.19 0.07 309 107
enhance my effectiveness on the job.
Usmglpassyvord manager software would 0.14 0.18 0.41 0.21 0.07 309 111
make it easier to do my job
| woulc_l find password manager software 0.12 0.18 0.33 0.25 0.12 503 147
useful in my job.
. Strongly Disagree = Neutral Agree Strongly Std
P d of .
ereelved ease ot use Disagree (%) (%) (%) (%) Agree(%) " Deviation

Learning to operate password manager 0.03 0.08 0.31 0.37 0.21 535 0.99
software would be easy for me
| would find easy to get password manag- 0.03 0.07 0.37 0.36 0.16 5 45 0.96
er software to do what | want to do
My interaction with password manager
software would be clear and understand- 0.02 0.07 0.37 0.37 0.16 2.41 0.91
able
| would find password manager software g, 0.09 044 032 012 257 089
to be flexible to interact with
It quld be easy for me to become skilful 0.02 0.07 0.32 0.41 0.19 533 0.93
by using password manager software
| would find using password manager 0.02 0.06 0.31 0.41 0.22 5 29 0.91

software easy to use.
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