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Abstract
This paper investigates the factors that influence the actual use of password managers. In this paper, we 

have integrated some factors from the Technology Acceptance Model (perceived ease of use, perceived use-
fulness, and attitude) with other factors from the literature review (user readiness, awareness, and motivation) 
to investigate the influence of these factors on the use of password managers. The authors used an online 
questionnaire to collect data. The questionnaire was distributed by using two social media platforms (Twitter and 
WhatsApp). There were 171 participants from 6 countries who completed the questionnaire. Structural equation 
modelling was employed by using SmartPLS-3 software to analyse the data. Findings indicate that perceived 
ease of use, perceived usefulness, and user readiness have a positive impact and are substantially associated 
with attitude, thus influencing the actual use of password managers. Likewise, perceived usefulness, user read-
iness, and awareness have a positive impact and are significantly associated with motivation of users to use it, 
which also influences the actual use of password managers.
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I. IntroductIon

 In the last decade, the use of new technolo-
gies has dramatically increased. A large number 
of literature reviews show and provide evidence for 
this use [17, 23, 28,31,35,37]. Among these tech-
nologies, there is one that has been developed to 
help users keep and remember the passwords of 
their accounts and online profiles. This technolo-
gy is called password managers. It is an encrypt-
ed digital vault that can store passwords securely 
[7]. Nowadays, the user has multiple passwords for 
different accounts, which makes it impossible to re-
member them [34,8]. Thus, the password manager 
can help the user to use different passwords for all 

the accounts without needing to memorize them.
There are different types of password manag-

ers. Colby and Hodge [7] and Turner [32] identified 
the best password managers; they include Zoho 
Vault, AgileBits 1Password, Dashlane, keeper pass-
word manager and digital vault, RoboForm 8 Every 
Where, Password Boss, LogMeOnce Password, 
Sticky Password Premium, Lastpass Premium, and 
Chrome. However, Colby and Hodge [46] have 
identified the best password manager to use for 
2022, which includes the previous list and in addi-
tion to it Bitwarden. Despite the importance of this 
technology, however, the studies that pay attention 
to it are limited, so it needs more investigation. Ac-
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end-users who are sometimes quite careless with 
their passwords [13].

B. The Use of Password Managers
It must be stated that there are some negative 

actions that can be performed by end-users, such 
as frequent use of the same password for online 
accounts [29]. Survey results show that up to two-
thirds of people use one password for multiple or all 
online profiles [8]. The standard user has thousands 
of personal and work-related passwords and finds 
it impossible to remember multiple passwords [8]. 
Also, cognitive demands increase as people use 
more devices, resulting in weaker password choices 
to handle the load. Login policies or suggestions on 
how to choose strong passwords do not help people 
remember passwords. Encouragement of password 
use does not mitigate the challenge of juggling mul-
tiple passwords and accounts. Password manag-
ers are one suggested solution to these password 
issues. Password manager applications are highly 
recommended to help users maintain passwords 
properly [29]. Password manager apps store all a 
user's passwords in an encrypted location and are 
accessible via an (ideally) strong master passcode, 
which reduces the pressure of keeping multiple 
strong individual passwords [29].

Studies of people's daily login practices and 
responsibilities [16,30] provide an essential basis 
for identifying user preference in password man-
agement. The standard user has approximately 16 
to 26 password-protected user accounts [13], and 
recent estimates show that the regular user with a 
password manager at work may have hundreds of 
user accounts [18]. The reuse of passwords will se-
riously impact users and organizations affected by 
data breaches [6]. Experts, therefore, encourage 
the use of memorable, strong passwords with all 
platforms [20] or at least for company services [33]. 
It is also difficult for users to remember passwords, 
especially rarely used passwords, website pass-
words, and randomly produced passwords [36]. 
Alkaldi and Renaud [1] studied the reasons that 
can lead to adoption or rejection of smartphone 
password managers. In another study, Aurigemma 
et al. [4] argued that the lack of password manag-
er usage might be due to lack of trust, perceived 
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cording to [12], “Password managers, though com-
monly recommended by security experts, are still 
not used by many users.” According to a review of 
previous studies, they mainly focus either on factors 
affecting the adoption of password managers or fo-
cus on how this technology can be used. Therefore, 
the current study aims to investigate the factors that 
may encourage people to use password managers. 
The remainder of the paper is organized as follows: 
First, a relevant literature review is provided. Next, 
the methodology used in the study is explained. 
Then the findings of the study are presented. Finally, 
the paper concludes with a discussion of the find-
ings and future research directions.

II. LIterature revIew

The use of new technology has received con-
siderable attention from researchers and scholars. 
This attention is clearly seen from the large body of 
literature that has investigated this topic. Reviews 
of this literature have focused on the factors that af-
fect the use or intention to use a new technology. 
For instance, Teo et al. [31] studied the intention to 
use technology among pre-service teachers in two 
contexts, Singapore and Malaysia. They employed 
the technology acceptance model (TAM) to con-
duct their study. In another study, Nikou and Econo-
mides [23] investigated the factors that influence be-
havioural intention to use mobile-based assessment.

A. Password Managers
Nowadays, there is a technology called pass-

word managers that is used to help users keep 
their passwords. According to [7], “A password 
manager is essentially an encrypted digital vault 
that stores secure password login information you 
use to access apps and accounts on your mobile 
device, websites and other services. In addition 
to keeping your identity, credentials and sensitive 
data safe, the best password manager also has a 
password generator to create strong, unique pass-
words and ensure you aren't using the same pass-
word in multiple places”. It might be argued that 
the password is still the key to keeping sensitive 
data secure on the internet [21]. Managing all the 
different passwords (including remembering them) 
is still a big problem [34], especially for private 
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costs and benefits, and lack of concern over the 
threat. Furthermore, Pearman et al. [27] interviewed 
30 participants to find out why password manag-
ers were not used effectively. They found that the 
reasons were related either to convenience or to 
security. Fagan et al. [12] argued that convenience 
and usefulness are considered the main reasons 
for using password managers. 

Some studies in the literature review have fo-
cused on the security and trust issues on password 
managers [42, 43, 44, 45]. Ray et al. [45] investi-
gated why older people do not use password man-
agers. In their study, they found that these people 
have a mistrust of cloud storge of password man-
agers. Also, older adults are concerned about the 
risks of a single point of failure. Moreover, Ray et 
al. discussed some of the possible adoption moti-
vators that may encourage those people to adopt 
it. They have argued that these older people may 
have adopted password managers because of 
the recommendations of their families. They also 
argued that education may play a role to provide 
familiarity to password managers. Chaudhary et al. 
[44] conducted a systematic review to investigate 
the usability, security, and trustworthiness of pass-
word managers. In another study, [43] studied the 
relationship of initial trust and the intention to adopt 
password managers. 

There are some challenges that might face the 
use of password managers. However, this issue 
still needs more investigation. According to a re-
view of previous studies, they mainly focus either 
on factors affecting the adoption of password 
managers or focus on how this technology can be 
used. Based on the researchers’ knowledge, there 
is no study focusing on the factors that influence 
the actual use of password managers.

C. The Types of Password Managers Used
There are several types of password managers 

that can be used. These types are classified based 
on stand-alone applications and built-in applica-
tions. Table I summarizes some of the most com-
mon password managers. Most stand-alone pass-
word managers are frequently offered as browser 
plugins (e.g., LastPass). Password managers keep 
passwords in three ways: locally (e.g., Keepass), 

cloud/web-based (e.g., LastPass), or without stor-
age or hashing (e.g., LastPass and PwdHash) [32].

III. research ModeL and hypotheses

Fig. 1 illustrates the research model used to ex-
amine the factors that influence the use of pass-
word managers. These factors include perceived 
ease of use, perceived usefulness, user readiness, 
awareness, attitude, and motivation to use.

A. Perceived Ease of Use
Perceived ease of use is one of the important 

concepts of TAM; it is defined as the degree to 
which a person believes that he or she can use a 
new technology easily and without effort [10]. Our 
research defines it as the extent to which the user 
believes that the use of password managers is 
easy and effortless. 

There is a large body of research which found 
that perceived ease of use significantly affects at-
titudes towards using technology [17, 28, 31, 35, 
37, 23]. In line with previous studies, the following 
hypothesis can be proposed.
H1: Perceived ease of use (PEOU) has a significant in-
fluence on attitude towards use of password managers

B. Perceived Usefulness
Perceived usefulness, another important concept 

of TAM, is defined as the degree to which the user 
believes that the use of a new technology can be 
beneficial for him or her [10]. Thus, this paper can 
define perceived usefulness as the extent to which 
the users believe that the use of password manag-
ers can benefit them by keeping their passwords. 

There are several studies that have found a sig-
nificant relationship between perceived usefulness 
and attitude [17, 28, 31, 35, 37, 23], and between 
perceived usefulness and motivation [41]. Accord-
ing to these previous studies, the following two hy-
potheses can be proposed:
H2: Perceived usefulness (PU) has a significant influ-
ence on attitude towards use of password managers.
H3: Perceived usefulness (PU) has a significant in-
fluence on motivation to use password managers.

Alshahrani and Alghamdi
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C. User Readiness
There are many studies that have defined read-

iness for using new technologies. For example, 
Parasuraman and Colby [26] have defined read-
iness for technology as “people’s propensity to 
embrace and to use new technologies for accom-

plishing goals in home life at the workplace” (p. 48). 
Thus, the current study defines user readiness for 
using password managers as the extent to which 
the user is ready and able to use password man-
agers. 

There are many studies that have investigated 
readiness for using new technologies [26, 22, 24]. 
The use of a new technology is based on the read-
iness of the users themselves [22]. Ling and Moi 
[22] have studied students’ technology readiness 
for an e-learning system. Cheon et al. [5] argued 
that the use of mobile learning is based on the stu-
dents’ readiness for its use. Likewise, [24] have in-
vestigated the effect of technology readiness on a 
mandatory web-based system. According to these 
studies, the following two hypotheses can be pro-
posed:
H4: User Readiness (UR) has a significant influence 
on attitudes towards use of password managers.

 taBLe I
the coMMon password Managers appLIcatIons
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Generate automatic pass-
word √ √ √ √ √ √ √ √ √ √

 Verifies that the site is not
an imposer √ √ √ √ √ √ √ √ √ √

Identified reuse password √ √ √ √ √ √ √ √ √ x

Blinded to customer support √ √ √ √ √ √ √ √ √ x

 Recovery via a physical
object x x √ x x x x x x √

Recovery via trustee √ x x √ √ √ √ √ √ x

Published security archi-
tecture √ x √ √ √ √ √ √ √ x

authentication factor Multi √ √ √ √ √ √ √ √ √ √

Fig. 1 Research Model.
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H5: User Readiness (UR) has a significant influ-
ence on motivation to use password managers.

D. Awareness
Awareness is the ability of the users to know 

how, why, and when they use password managers. 
Selevicence and Burkaitieve [38] investigated stu-
dents’ awareness in using Web2.0 tools for learning 
English. They found that awareness was an import-
ant factor in students’ use of these tools to learn En-
glish. Likewise, Asiksoy [3] argued that the aware-
ness of students and pre-service teachers in using 
Web2.0 for learning a foreign language was very 
important. Therefore, it can be hypothesized that:
H6: Awareness (AW) has a significant influence on 
motivation to use password managers.

E. Attitude
Attitude is defined as the degree to which per-

sons are interested in using a new technology [40]. 
For purposes of the current research, attitude is 
the degree to which the user is interested in using 
password managers to keep his or her passwords. 

The importance of attitude and its effect on the 
intention to use, or actual use of, a new technology 
has been shown by many scholars [28, 35]. Thus, 
the following hypothesis can be proposed:
H7: Attitude (AT) towards using password manag-
ers has a significant influence on their actual use

F. Motivation
According to [9], “Motivation is comprised of in-

ternal and external components of human life that 
encourage or discourage behaviours”. Thus, moti-
vation can be defined as the internal and external 
factors that encourage individuals to use password 
managers. Motivation to use a new technology is 
considered one of the important factors. Cullen and 
Greene [9] studied teachers’ motivation to engage 
in technology integration activities. They found that 
motivation has a significant influence on the inte-
gration of the technology. Thus, the following hy-
pothesis can be proposed:
H8: Motivation to use (MU) password managers 
has a significant influence on their actual use.

G. Actual Use of Password Managers
There are many factors that can influence the 

use of new technologies. Amongst these factors, 
perceived ease of use, perceived usefulness, and 
attitude are considered the most important in terms 
of impact on usage. In fact, these factors are re-
garded as the main components of TAM [10]. This 
model has been used effectively by a large number 
of studies to investigate the factors that influence 
the use of new technologies [17,28,31,35,37,23]. 
Thus, the current study has used this model to in-
vestigate how these factors can influence the use 
of password managers. 

Several studies have found that user readiness 
[5], awareness [3], and motivation to use [9] are 
important factors affecting the use of new technol-
ogies. Therefore, this study has adopted and inte-
grated these factors with the three components of 
TAM (perceived ease of use, perceived usefulness, 
and attitude) to investigate the factors that influ-
ence the use of password managers.

vI. MethodoLogy 
An online questionnaire is considered the most 

effective approach with which to gather data from a 
large number of people and from one or more loca-
tions [11, 2]. Therefore, this method was chosen to 
collect data for the present study. The items in the 
questionnaire are adopted from previous studies 
which investigated the factors that affect the use of 
a new technology. 

Table II summarizes the sources of these items 
to measure the key variables in the questionnaire. 
The items were measured by five-point Likert 
scales in which 1 = “strongly disagree” and 5 = 
“strongly agree”. The demographic data section in-
cludes gender, position, years of experience, and 
country. The questionnaire was reviewed by expert 
researchers then piloted with a small sample of typ-
ical respondents.

The link to the questionnaire was distributed to a 
convenience sample via two social media platforms 
(Twitter and WhatsApp), which can be a useful way 
to reach more participants from different countries 
and regions. Ultimately, 6 countries participated in 
the study, as shown in Table III.

Alshahrani and Alghamdi
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A total of 171 responses were received. There 
was a disparity in the response rate between 
countries, with a response rate of 71.3 per cent 
from Saudi Arabia, 14 per cent from the United 
Kingdom, 4.1 per cent from Canada, 3.5 per cent 
from Libya, 3.5 per cent from Ireland, and 3.5 per 
cent from the United States. In terms of gender, 
males formed the largest group of participants at 
83.6 per cent, followed by females at 14 per cent; 
whereas, those who preferred not to say formed 
2.3 per cent. With regard to years of experience, 
respondents varied. The highest rate was 26.3 per 
cent for those with 3 to 4 years of experience, fol-
lowed by 17.5 per cent (2 to 3 years), 14 per cent 
(1 to 2), 9.9 per cent (4 to 5), 6.4 per cent (less 
than one year), 5.8 per cent (9 to 10), 5.3 per cent 
(7 to 8), 4.1 per cent (more than 10 years), and 
3.5 per cent for those who had 5 to 6 years, 6 to 7 
years, and 8 to 9 years of experience. Students in 
higher education were by far the largest group in 
terms of position (51.5 per cent), the next largest 
being academics in higher education positions, at 
43.3 per cent. Students in general education and 
managers in companies or organizations formed 
comparatively small groups at 3.5 per cent and 
1.8 per cent, respectively (see Table III). SPSS 
(version 27) and SmartPLS software were used to 
facilitate data analysis for this study.

The authors conducted a pilot study to examine 
the level of reliability before conducting the main 
study. They found that the Cronbach’s alpha was 
0.95, which reflects an excellent level of reliability.

The Factors Influencing the Use of Password Managers

taBLe II
sources of MeasureMent IteMs

Variables  Sources

Perceived Ease of Use [23] ,[37] ,[35] ,[31] ,[28] ,[17]

Perceived Usefulness [23] ,[37] ,[35] ,[31] ,[28] ,[17]

User Readiness [5]

Awareness [3]

Motivation [9]

Attitude [5] ,[17] ,[31] ,[35] ,[28]

Actual use [28]

 taBLe III
deMographIc InforMatIon

Demographic characteristics Percent

Gender

Male 83.6

Female 14

Prefer not to say 2.3

Position

Academic at higher education 43.3

Manager at company or organisation 1.8

Student at higher education 51.5

Student at general education 3.5

Years of experience

1< 6.4

to 2 1 14

to 3 2 17.5

to 4 3 26.3

to 5 4 9.9

to 6 5 3.5

to 7 6 3.5

to 8 7 5.3

to 9 8 3.5

to 10 9 5.8

10> 4.1

Demographic characteristics Percent

Countries

Saudi Arabia 71.3

United Kingdom 14

Libya 3.5

Canada 4.1

Ireland 3.5

United States 3.5

 taBLe III
  deMographIc InforMatIon (Continued)
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v. resuLts

This section presents the results of the study, 
including descriptive statistics, validation tests and 
structural equation modelling, followed by the dis-
cussion section. The subsections below show the 
results of this analysis.

A. Types of Password Managers that are Used
There are several types of password managers 

that can be used, the most common of which are 
shown in Fig. 2. 

According to Fig. 2, the commonest type of 
password manager is the Google Chrome pass-
word manager, used by 31% of participants. This 
is not surprising, and might be due to the wide-
spread use of Google Chrome as a web brows-
er. Keeper Password Manager & Digital Vault is 
the second most common type, cited by 20% of 
participants, while LastPass Premium is in third 
place at 19%. These are followed by Password 
Boss (12%), RoboForm 8 Everywhere (11%), Ag-
ileBits 1 Password (11%), Sticky Password Premi-
um (10%), Danshlane (9%), Zoho Vault (8%), and 
LogMeOnce Password Management Suite Ulti-
mate (8%).

B. Construct Validity
Construct validity refers to the extent to which 

a set of items measures the constructs they were 
designed to measure [19]. This process was es-
tablished by reviewing previous literature and de-
veloping the items. According to Chow et al. [39], 
items must be significantly loaded to the construct 
they were designed to measure. Therefore, to 
make sure these items were properly assigned to 
their constructs, loading and cross-loading of items 
were conducted and are presented in Table IV.

C. Convergent Validity
This type of validity requires assessment of 

three procedures: internal consistency (Cron-
bach’s alpha), composite reliability, and average 
variance extracted (AVE) [14]. Table V indicates 
that Cronbach’s alpha values ranged from 0.770 to 
0.900, which means that items are internally con-
sistent. Composite reliability ranged from 0.866 to 
0.937, which is higher than 0.70 as recommended 
by [25]. Also, average variance extracted (AVE) 
ranged from 0.619 to 0.881, which is higher than 
0.50. Table V also illustrated the results of confir-
matory factors analysis (CFA) and ranged from 
0.678 to 0.923.

Fig. 2 Types of Password Managers.
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taBLe Iv
LoadIng and cross-LoadIngs of IteMs

No. Variables Code AU AT AW MU PEOU PU UR

1

Actual Use

AU_1 0.917 0.741 0.660 0.775 0.702 0.751 0.687

2 AU_2 0.832 0.585 0.451 0.611 0.463 0.572 0.555

3 AU_3 0.733 0.703 0.502 0.592 0.456 0.477 0.578

4

 Attitude

AT_1 0.715 0.904 0.726 0.762 0.764 0.662 0.790

5 AT_2 0.702 0.903 0.691 0.685 0.707 0.655 0.735

6 AT_3 0.758 0.837 0.501 0.642 0.525 0.687 0.489

7

 Awareness

AW_1 0.588 0.649 0.889 0.676 0.642 0.631 0.516

8 AW_2 0.633 0.768 0.904 0.816 0.809 0.746 0.788

9 AW_3 0.363 0.284 0.678 0.422 0.354 0.347 0.287

10
Motivation to Use

MU_1 0.785 0.774 0.707 0.942 0.618 0.749 0.831

11 MU_2 0.718 0.710 0.800 0.936 0.764 0.756 0.736

12

 Perceived Ease of Use

PEOU_1 0.674 0.741 0.709 0.740 0.918 0.682 0.701

13 PEOU_2 0.576 0.674 0.735 0.658 0.930 0.625 0.633

14 PEOU_3 0.429 0.519 0.506 0.460 0.712 0.401 0.274

15

 Perceived Usefulness

PU_1 0.671 0.671 0.682 0.735 0.648 0.802 0.566

16 PU_2 0.475 0.624 0.451 0.532 0.443 0.772 0.536

17 PU_3 0.565 0.479 0.573 0.646 0.475 0.711 0.564

18 PU_4 0.568 0.584 0.558 0.585 0.538 0.854 0.625

19

 User Readiness

UR_1 0.660 0.691 0.576 0.719 0.586 0.686 0.923

20 UR_2 0.682 0.749 0.648 0.784 0.583 0.658 0.908

21 UR_3 0.672 0.658 0.650 0.783 0.608 0.650 0.907

taBLe v
constructs, IteMs, and confIrMatory factor anaLysIs resuLts

Variables Constructs and Items  Factors
Loading

 Cronbach’s
Alpha

 Composite
Reliability AVE

Actual Use

AU_1: I use password managers to keep my passwords. 0.917

0.770 0.869 0.690AU_2: I use password managers to remember my passwords. 0.832

AU_3: I will make an effort to keep using password managers. 0.733

Attitude

AT_1: Using password managers is a good idea. 0.904

0.857 0.913 0.778AT_2: I like to use password managers to keep my passwords. 0.903

AT_3: Using password managers is a smart way to remember my passwords. 0.837

The Factors Influencing the Use of Password Managers
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Variables Constructs and Items  Factors
Loading

 Cronbach’s
Alpha

 Composite
Reliability AVE

Awareness

AW_1: I know how to use password managers. 0.889

0.776 0.867 0.688AW_2: I am aware of the benefits of using password managers. 0.904

AW_3: I am aware of the problems that could happen when I use password managers. 0.678

Motivation to Use

MU_1: I am motivated to use password managers to keep my passwords. 0.942
0.865 0.937 0.881

MU_2: I see the benefits of using password managers. 0.936

Perceived Ease of Use

PEOU_1: The use of password managers is easy for me. 0.918

0.817 0.893 0.738PEOU_2: The process of using password managers is clear and understandable. 0.930

PEOU_3: It is easy to create an account in password managers. 0.712

Perceived Usefulness

PU_1: Password managers allow me to manage my passwords. 0.802

0.793 0.866 0.619
PU_2: Password managers help me to remember my passwords. 0.772

PU_3: Password managers enable me to avoid using one password for all ac-
counts that I have. 0.711

PU_4: It is useful to control all the passwords that I owned. 0.854

User Readiness

UR_1: I think that I would be in favor of using password managers. 0.923

0.900 0.937 0.833UR_2: I would like to use password managers every time to keep all of my passwords. 0.908

UR_3: I am willing to use password managers. 0.907

taBLe v
constructs, IteMs, and confIrMatory factor anaLysIs resuLts (Continued)

D. Discriminant Validity
Discriminant validity refers to the extent to which 

constructs differ from each other [31]. According to 
[31], “discriminant validity was assessed by com-
paring the square root of the average variance ex-
tracted for a given construct with the correlations 
between that construct and all other constructs.” 
The AVE results were higher than 0.50 and were 
significant at the 0.001 level. Thus, discriminant va-
lidity was supported for all the constructs [15]. (See 
Table VI).

E. Structural Model
In this stage, the research hypotheses were 

tested and examined. To conduct this stage, the 
PLS algorithm and Bootstrapping from SmartPLS 

software were used. Thus, Fig. 3 represents the 
measurement model loading, while Fig. 4 shows 
the structural model.
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Table VII illustrates the results of the research 
hypotheses test. Regarding the first hypothesis, the 
relation between perceived ease of use and attitude 
towards the use of password managers is positive 
and significant (β = 0.358, t = 6.041, p <0.001). 
Thus, this result supports this hypothesis. The sec-
ond hypothesis, concerning the relation between 
perceived usefulness and attitude towards the use 
of password managers, is also positive and signif-
icant (β = 0.264, t = 4.390, p <0.001). Likewise, 
the relation between perceived usefulness and 
motivation to use password managers is positive 
and significant (β = 0.253, t = 3.919, p <0.001), 
which supports the third hypothesis. The fourth hy-
pothesis is also supported, as there is a positive 
and significant relation between user readiness 
and attitude (β = 0.343, t = 5.726, p <0.001). In the 
fifth hypothesis, there is a positive and significant 
relation between user readiness and motivation to 
use password managers (β = 0.431, t = 5.491, p 
>0.001). The sixth hypothesis, as analysis shows, 
is supported, with the relation between awareness 

taBLe vI
dIscrIMInant vaLIdIty

Constructs AU AT AW MU PEOU PU UR

Actual use (AU) 0.831

Attitude (AT) 0.820 0.882

Awareness (AW) 0.657 0.730 0.830

Motivation to Use (MU) 0.801 0.791 0.801 0.939

Perceived Ease of Use (PEOU) 0.662 0.759 0.766 0.734 0.859

Perceived Usefulness (PU) 0.731 0.756 0.727 0.801 0.677 0.787

User Readiness (UR) 0.736 0.768 0.685 0.836 0.649 0.728 0.913
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and motivation to use password managers be-
ing positive and significant (β = 0.322, t = 5.375, 
p >0.001). Along these lines, the results indicate 
that there is a possible and significant relationship 
between attitude and actual use of password man-
agers (β = 0.498, t = 9.169, p <0.001), and this 
supports the seventh hypothesis. Finally, there is a 
positive and significant relationship between moti-
vation to use password managers and their actual 
use (β = 0.407, t = 12.270, p <0.001), which sup-
ports the eighth hypothesis.

vI. dIscussIon

This study investigated the factors that influ-
ence the use of password managers. These factors 
included perceived ease of use, perceived use-
fulness, user readiness, awareness, attitude, and 
motivation. The study found that perceived ease 
of use, perceived usefulness, user readiness, and 
awareness are important factors related to the use 
of password managers, and that the actual use of 
this technology depends on attitude and motivation 
to use it.

According to [10], perceived ease of use and 
perceived usefulness are considered the two most 
important factors that impact the attitude towards 
acceptance of a new technology. Thus, the high 
level of belief about the ease of use and usefulness 
of password managers that has been found in the 
current study is consistent with previous research 
which has identified the significant influence of per-
ceived ease of use and usefulness on attitude to-
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wards the use of a new technology [17], [28], [31], 
[35], [37], [23] and is in line with Davis's argument 
[10]. Also, the usefulness of password managers 
for keeping passwords can provide important moti-
vation to use this technology. Thus, perceived use-
fulness has substantial influence on the motivation 
to use password managers. This argument aligns 
with the study conducted by [41].

According to this study’s findings, it can be ar-
gued that the readiness of users to use password 
managers is an important factor. The results con-
firmed that it influenced the users’ attitude and 
motivated them to use it. Therefore, the use of this 
technology is based on the extent to which the user 
is ready to use it. This argument is consistent with 
previous studies. For example, Cheon et al. [5] 
found that readiness is one of the important factors 
leading to the use of mobile devices for learning.

Another important factor that has been identified 
by this study is the user’s awareness about the use 
of password managers and the advantages and 
disadvantages of this use. In other words, it can be 
argued that if the users are more aware of the use 
of this technology and its benefits, they will be more 
motivated to use it. This argument is in alignment 
with [3], who found that awareness is considered 
a significant factor influencing the use of Web 2.0 
technologies for language learning.

According to the results of this study, it can be 
confirmed that attitude is also an important factor in 
the use of password managers. These findings are 

in agreement with previous studies which estab-
lished the significant impact of the user’s attitude 
towards the use of new technologies [28], [35], 
[31], [17], [5]. Despite the importance of this factor 
in influencing the use of password managers, it is 
based on the extent to which the use of this tech-
nology is easy and useful and the extent to which 
the user is ready to use it.

The results of this study indicate that motivation 
is another important factor that influences the use 
of password managers. The motivation to utilize 
this technology can be intrinsic (e.g., enjoyment) 
or extrinsic (e.g., encouragement). This argument 
is consistent with previous research. For instance, 
Cullen and Greene [9] argued that extrinsic and in-
trinsic motivations are influential factors in the use 
of technology in future teaching.

vII. concLusIon

This study investigated the factors that influence 
the use of password managers. The authors used 
an online questionnaire for collecting data; for data 
analysis, they used descriptive statistics to summa-
rize the data; and to test the eight hypotheses con-
ducted in this study they used structural equation 
modelling. These hypotheses were supported and 
verified. The results of this study, therefore, indicate 
that perceived ease of use, perceived usefulness, 
and user readiness had a positive impact and are 
substantially associated with attitude which influ-
ences the actual use of password managers. Like-

taBLe vII
hypotheses testIng

H Relationships Path S.E T.Values P.Values Result

H1  Perceived Ease of Use ----------< Attitude 0.358 0.068 6.041 0.000 Supported

H2  Perceived Usefulness ----------< Attitude 0.264 0.068 4.390 0.000 Supported

H3 Perceived Usefulness -------< Motivation to Use 0.253 0.067 3.919 0.000 Supported

H4  User Readiness ------------< Attitude 0.343 0.068 5.726 0.000 Supported

H5 User Readiness ---------< Motivation to Use 0.431 0.067 5.491 0.000 Supported

H6 Awareness --------< Motivation to Use 0.322 0.067 5.375 0.000 Supported

H7  Attitude ---------< Actual use 0.498 0.062 9.169 0.000 Supported

H8  Motivation to Use ---------< Actual use 0.407 0.062 12.270 0.000 Supported

Note: S.E: standard error

Alshahrani and Alghamdi
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wise, perceived usefulness, user readiness, and 
awareness had a positive impact and are signifi-
cantly associated with motivation to use, which also 
influences the actual use of password managers. 
Also, the study found that the most commonly used 
type of password manager was Google Chrome.

In general, it can be argued that the use of pass-
word managers is easy and useful. Thus, the users 
should try it and understand how it can be utilized to 
get its benefits. So, to obtain any benefits of a new 
technology such as password managers, the user 
must be ready, aware, and motivated to go for it and 
use it. The users also need to improve their attitude 
towards the technology’s use by understanding the 
benefits and dealing with the problems. 

In a practical light, users should understand 
how to benefit from these tools. They need to prac-
tice how to use them more frequently to increase 
their readiness and awareness towards them. Also, 
the frequent use of these technologies will make 
their use easy and useful, which can motivate users 
to use them effectively.

In summary, it can be concluded that this study 
makes a useful contribution to the understanding 
of the factors that influence the use of password 
managers and how people can be motivated to use 
them. However, this study, like most research, has 
limitations, which are listed in the following points.

The use of the questionnaire-based approach 
provides alternative information, summarizes the 
data, provides description of the sample, and helps 
to check the variables and their relationships and 
the statistical techniques that will be used, but it 
does not provide a deeper understanding of the 
context of the use of password managers. Further 
qualitative research would be useful.

The sample size was an issue in this study. More-
over, the majority of the participants were from one 
country and one gender.  Because of the skewed 
sample, the results may not be generalizable. How-
ever, this was outside the authors’ control. 

For future work, this study recommends some 
directions. Researchers may investigate qualita-
tively how individuals can be encouraged to use 
this technology. They may also investigate other 
factors related to security issues in the use of pass-

word managers. Another direction can consist of a 
qualitative focus on why password managers are 
not used.
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