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Abstract
The initial access achieved by cyber adversaries conducting a systematic attack against a targeted network 

is unlikely to be an asset of interest. Therefore, it is necessary to use lateral movement techniques to expand 
access to different devices within the network to accomplish the strategic attack’s objectives. The pivot attack 
technique is widely used in this context; the attacker creates an indirect communication tunnel with the target 
and uses traffic forwarding methods to send and receive commands. Recognising and classifying this technique 
in large corporate networks is a complex task, due to the number of different events and traffic generated. In this 
paper, we present a pivot attack classification criteria based on perceived indicators of attack (IoA) to identify 
the level of connectivity achieved by the adversary. Additionally, an automatic pivot classifier algorithm is pro-
posed to include a classification attribute to introduce a novel capability for the APIVADS pivot attack detection 
scheme. The new algorithm includes an attribute to differentiate between types of pivot attacks and contribute 
to the threat intelligence capabilities regarding the adversary modus operandi. To the best of our knowledge, this 
is the first academic peer-reviewed study providing a pivot attack classification criteria.
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I. IntroductIon

Advanced Persistent Threat (APT) campaigns 
have drastically increased over recent years [1]. 
This trend introduces significant risk to governments 
and private organisations due to the sophisticated 
techniques used to bypass security controls and 
infiltrate networks. Usually, APT actors establish a 
continuous and undetected presence in enterprise 
networks to steal intellectual property or disturb 
mission critical services.

The MITRE ATT&CK Framework [2] is a globally 

accessible knowledge base of adversary tactics, 
techniques and procedures (TTP). It is supported 
by real-world observations, which can be used to 
model offensive actions conducted by APT groups. 
One of the key tactics identified by the referred 
framework and widely used by attackers is lateral 
movement. This technique can be defined as 
the ability to expand the initial access inside the 
victim’s network. This desirable offensive capability 
increases the attack success chances since the 
foothold access does not usually correspond to 
the target of interest. Therefore, due to connectivity 
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framework that will infer if it is part of a previously 
identified pivot attack. CTI frameworks aggregate 
information from various sources to support 
decisions to prevent attacks or reduce the time 
window between compromise and detection [7]. 
APT adversaries commonly use pivoting in multi-
vectored and often multi-staged attacks. Therefore, 
providing pivot attacks detection and classification 
to CTI frameworks with details regarding groups 
of devices that are part of a pivot attack and the 
level of connectivity achieved by the opponent 
is valuable information to mitigate the attack and 
understand the attacker’s modus operandi.

As shown in Fig. 1, when an APIVADS agent 
identifies a pivot attack activity, it sends a Pivot 
Attack Alert Message (PAAM) to the CTI framework 
server (black dotted arrows). The Attacker node on 
the internet created two pivot attacks: Pivot attack 1 
(red lines) uses the Web Server located at the DMZ 
as a Pivot node to achieve connectivity with Client 3. 
Moreover, Pivot attack 2 (blue lines) uses Client 1 
as the Pivot node to send commands and receive 
responses from Client 2.

A PAAM can be considered an indicator of 
attack (IoA). This indicator differs from indicators of 
compromise (IoC)

which can be defined as observable artefacts 
produced by the adversary TTP used in attacks 
and other associated activities [8]. An IoC is used 
to identify pieces of evidence left behind when a 
breach has occurred (e.g. presence of malware). 
Therefore, the IoC concept differs from IoA 
because the latter is more suitable for dealing with 
instant measurements, providing near real-time 
visibility regarding ongoing attacks such as code 
execution, pivot tunnels, covert channels, and 
lateral movement [9]. IoAs address actions and 
steps that expose the adversary’s intent and can be 
used to infer predictions regarding the opponent’s 
objectives.

While researching different types of pivot 
attacks to create APIVADS, we identified various 
TTPs used by attackers to create pivot tunnels that 
can overcome connectivity restrictions within the 
target network. However, we could not find formal 
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restrictions or network protections (e.g. Firewall), 
it is necessary to adopt the pivot technique [3] to 
bypass existing security controls and reach the 
inner network segments that are not exposed to the 
internet.

The term pivoting or pivot attack in the context 
of cyber security corresponds to a command 
propagation tunnel created through one or more 
compromised internal hosts [4]. Therefore, devices 
supporting the pivot attack (Pivot nodes) propagate 
malicious commands to the last host of the pivoting 
chain and return the results to the initial host. The 
attacker will leverage routers, proxies or traffic 
forwarding devices to circumvent network controls 
such as firewalls to achieve connectivity with other 
networks and assets of interest.

Identifying pivot attacks is paramount because 
APT groups widely use them to route traffic 
between devices in different network segments. A 
real-life example of data exfiltration supported by 
pivoting can be found in [5]. The adversary used 
a pivot attack technique inside JPL’s infrastructure 
to support data exfiltration of information related to 
NASA JPL-managed Mars missions.

Recognising ongoing pivot attacks in enterprise 
networks is a challenging task. The massive amount 
of traffic, the variety of devices to analyse and the 
similarity with legit traffic related to specific peer-to-
peer protocols impose extra complexity regarding 
pivoting detection. Therefore, a distributed 
approach and an effective data reduction strategy 
are natural choices to deal with this cyber security 
problem. In a previous study [6], we proposed 
APIVADS, a novel flow-based detection scheme 
that uses statistical pattern recognition to detect 
compromised devices supporting pivot attacks. 
The detection scheme can infer patterns related to 
pivoting traffic and identify the devices part of the 
pivot attack. The detection approach is suitable for 
complex interconnected networks and is agnostic 
regarding transport and application protocols.

One of the main objectives of APIVADS is 
to identify nodes supporting pivoting activities. 
When a Pivot node is identified by the APIVADS 
agent installed in a device, it sends a pivot attack 
message to a Cyber Threat Intelligence (CTI) 
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classification criteria in the literature to characterise 
the different expressions of pivoting.

The main contributions of this work are as 
follows:

• A pivot attack classification criteria is based 
on the level of connectivity achieved by 
the adversary. We understand that the 
classification of pivot attacks is desirable 
information to plan an adequate defence 
and understand the adversary’s modus 
operandi.

• A novel capability to improve APIVADS 
network-level IoA. APIVADS can infer 
correlation among pivot nodes that are part 
of the same pivot attack; this is a crucial 
capability to identify the pivot length in the 
detection scheme. However, APIVADS 
was originally unable to infer the level of 
connectivity achieved by the adversary within 
the target network regarding pivot attacks. 
Therefore, we extend the IoA attributes, 
including a pivot attack classification based 
on the criteria proposed in Section III. The 
criteria provide helpful details to enrich threat 
intelligence situational awareness, deliver 
relevant attributes to infer the adversary 
capabilities and produce a better network-
level IoA. Additionally, the classification can 
correlate typical pivot attack TTP patterns 
with different APT attack stages observed in 
previous attacks.

The remainder of this paper is structured as 
follows: Section II provides background and an 
analysis of related work,

Section III proposes a pivot attack classification 
criteria, Section IV presents two generic pivot 
semantic network models, Section V describes 
the Automatic Pivot Classifier Algorithm (APCA) in 
detail, Section VI presents the APCA complexity 
and processing time impact, Section VII shows 
the offensive and defensive metric aspects of the 
pivot attack, and finally, Section VIII concludes this 
research paper.

II. Background and related Work

Various studies have been conducted to 
create cyber awareness about adversary actions 
inside computer networks using flow-based [10] 
and conversation-based approaches [11]. This 
relatively new research field is gaining attention 
among researchers due to the limitation of the 
traditional approach of Deep Packet Inspection 
(DPI) to identify malicious traffic. The main 
drawbacks addressed to DPI compared to the 
flow-based approach are related to network speed 
degradation and the impossibility of being used 
in an encrypted communication scenario where 
the plaintext is secure and unknown [10]. On the 
other hand, since the flow-based approach does 
not inspect the packet payload, it has limitations 
regarding the amount and variety of information 
extracted from the observed traffic. In our literature 
review, we focus on peer-reviewed papers that 
present a novel approach to the flow-based 
approach to achieving cyber security awareness. 
We utilised the flow-based technique’s trend due 
to its potential to solve internet traffic classification 
problems as shown in [12, 13, 14]. Additionally, it is 
helpful to investigate how DPI can be integrated into 
fast enterprise networks. Some authors proposed 
signature-based solutions using middlebox 
outsourcing packet inspection [15, 16]. Besides 
the drawbacks already stated, the signature-based 
paradigm presents critical limitations regarding 
polymorphic data obfuscation [17].

We emphasise the lack of academic literature 
on pivot attack detection and classification. In this 
sense, papers focused on detecting command and 
control channels and data exfiltration using biflows 
comparison were included in our literature review 
process.
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Algorithm (APCA) in detail, Section VI presents the APCA 
complexity and processing time impact, Section VII shows the 
offensive and defensive metric aspects of the pivot attack, and 
finally, Section VIII concludes this research paper. 
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Various studies have been conducted to create cyber 
awareness about adversary actions inside computer networks 
using flow-based [10] and conversation-based approaches [11]. 
This relatively new research field is gaining attention among 
researchers due to the limitation of the traditional approach of 
Deep Packet Inspection (DPI) to identify malicious traffic. The 
main drawbacks addressed to DPI compared to the flow-based 
approach are related to network speed degradation and the 
impossibility of being used in an encrypted communication 
scenario where the plaintext is secure and unknown [10]. On 
the other hand, since the flow-based approach does not inspect 
the packet payload, it has limitations regarding the amount and 
variety of information extracted from the observed traffic. In 
our literature review, we focus on peer-reviewed papers that 
present a novel approach to the flow-based approach to 
achieving cyber security awareness. We utilised the flow-based 
technique’s trend due to its potential to solve internet traffic 
classification problems as shown in [12, 13, 14]. Additionally, 
it is helpful to investigate how DPI can be integrated into fast 
enterprise networks. Some authors proposed signature-based 
solutions using middlebox outsourcing packet inspection [15, 
16]. Besides the drawbacks already stated, the signature-based 
paradigm presents critical limitations regarding polymorphic 
data obfuscation [17]. 

We emphasise the lack of academic literature on pivot attack 
detection and classification. In this sense, papers focused on 
detecting command and control channels and data exfiltration 
using biflows comparison were included in our literature review 
process. 

A. Traffic profiling and clustering 
Traffic profiling is essential in modern network contexts to 

understand user behaviour and support decisions in traffic 
optimisation and capacity planning [12]. Therefore, it is widely 
used to identify network traffic patterns in the cyber security 
research field using clustering methods to derive traffic profiles 
based on characteristics and behaviours within malicious 
activities. For example, Priyanka and Dave [18] show PeerFox, 
a two-tier detection scheme to identify P2P Botnet activities in 
their waiting stage. The authors considered two basic 
behaviours to profile traffic and achieve detection: long-living 
peers and the intensity of search requests. The authors in [19] 
proposed an automated network application profiling 
framework based on traffic causality graphs (TCGs), achieving 
high accuracy in application identification for P2P traffic even 
when the program uses random ports and encryption to protect 
the communication. 

The flow-based approach is receiving attention from 
researchers and industry because it is a feasible way of 

Fig. 1 Pivot Attack Alert Message flow.
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A. Traffic profiling and clustering
Traffic profiling is essential in modern network 

contexts to understand user behaviour and 
support decisions in traffic optimisation and 
capacity planning [12]. Therefore, it is widely used 
to identify network traffic patterns in the cyber 
security research field using clustering methods 
to derive traffic profiles based on characteristics 
and behaviours within malicious activities. For 
example, Priyanka and Dave [18] show PeerFox, 
a two-tier detection scheme to identify P2P Botnet 
activities in their waiting stage. The authors 
considered two basic behaviours to profile traffic 
and achieve detection: long-living peers and the 
intensity of search requests. The authors in [19] 
proposed an automated network application 
profiling framework based on traffic causality 
graphs (TCGs), achieving high accuracy in 
application identification for P2P traffic even when 
the program uses random ports and encryption to 
protect the communication.

The flow-based approach is receiving attention 
from researchers and industry because it is a 
feasible way of detecting intrusions in high-speed 
networks. The flow-based technique does not 
inspect the packet payload; it performs analysis 
on the packet header. In this context, Narang et al. 
[20] presented PeerShark, a methodology that uses 
flow-based and conversation-based techniques to 
differentiate between benign and malicious peer-
to-peer (P2P) traffic.

APIVADS [6] detection scheme uses the 
concept of bidirectional flows (aka biflow or 
conversation), which corresponds to the traffic 
between two endpoints in both directions. The last 
cited authors used statistical methods and data 
reduction techniques to process biflows near real-
time to detect endpoints that are part of a pivot 
attack.

B. Related work
A few pivot attack detection approaches are 

available in the literature [6, 4, 21]. However, to the 
best of our knowledge, this is the first academic 
peer-reviewed study providing pivot attack 

classification criteria to enrich threat intelligence, 
providing relevant attributes regarding adversary 
pivoting capabilities.

According to [22], pivoting techniques can 
manifest in two ways: “Proxy” and “VPN” (Virtual 
Private Network) pivoting. The proxy pivoting 
is characterised by a bidirectional traffic tunnel 
between the Attacker Node (AN) and the 
Target Node (TN) supported by proxies or port 
forwarders installed in the Pivot Nodes (PN). The 
main objective of a proxy is to relay application 
data between clients and servers that may not 
have direct IP connectivity [23]. Therefore, a 
proxy pivoting inherits a proxy service’s features 
and limitations, typically restricted to specific TCP 
and UDP ports. A VPN represents a temporary 
extension of the corporate network [24]. It uses 
a virtual network interface that provides layer-2 
access to the target’s network. This technique 
allows attackers to route traffic through the PN 
to a different network, providing transparent 
connectivity within the target. Therefore, it is a 
desirable scenario from the attacker’s point of 
view, providing more possibilities concerning TTP 
when compared with proxy pivoting.

The binary pivot attack classification criterion 
proposed by [22] is adopted by a few offensive 
cyber security products [25, 26]. In addition, one 
can find this criterion in various informal sources 
of knowledge such as blog posts and tutorials [27, 
28]. However, it is limited in terms of definitions due 
to the necessary granularity to address complex 
pivot attack scenarios and TTP.

C. Pivot attack
Fig. 2 presents a simple pivot scenario, where the 

attacker does not access the target node directly due 
to the absence of a route between networks or lack 
of connectivity imposed by defence mechanisms 
like firewalls. However, the Pivot node is accessible 
from the attacker and can connect to the target 
node, being able to forward the egress and ingress 
traffic between the attacker and the target node. 
The Attacker node command to the Target node is 
represented by bullets 1 and 2, although the Target 
node response is represented by bullets 3 and 4.

Pivot Attack Classification for Cyber Threat Intelligence
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III. PIvot attack classIfIcatIon

Pivot attacks can manifest differently because 
the attacker must adapt the pivoting TTP according 
to the network defences and topology. Therefore, 
connectivity restrictions reduce the possibilities 
regarding the range of applicable TTPs when 
compared with less restricted scenarios.

We argue that a binary classification of pivot 
attacks is simplistic and does not provide the 
required granularity to express pivoting correctly. 
The opponent can achieve different possibilities 
regarding distinct degrees of connectivity. 
Therefore, the current definition can lead to 
confusion because some variations of pivot attacks 
can achieve full network access regarding specific 
protocols and ports (e.g. TCP) over the target 
network using a transparent proxy. For example, 
the Sshuttle Project [29] provides a tool which 
cannot be classified as a VPN nor Proxy pivoting. 
While it presents VPN characteristics since it 
can forward every port of a specific protocol on 
an entire network, on the other hand, it uses the 
ssh protocol to forward traffic. According to the 
tool authors, “Sshuttle assembles the TCP stream 
locally, multiplexes it statefully over an ssh session, 
and disassembles it back into packets at the other 
end”.

Another pivoting method is proposed by Chisel 
[30]. It is a fast TCP/UDP tunnel transported over 
HTTP and secured with SSH. The tool provides 
several possibilities regarding connectivity, 
such as SSH over HTTP, reverse proxy, multiple 
tunnel endpoints over one TCP connection, and 
compatibility with SOCKS or HTTP CONNECT 
proxies. Chisel is mainly used to bypass firewalls 
and allow access to multiple protocol services and 
ports over the target network.

Both cited pivoting solutions cannot be classified 
as VPN or proxy pivoting, indicating an evident lack 
of classification granularity. Therefore, providing an 
accurate description of the pivot attack is necessary 
to increase the range of classification possibilities. 
Table I proposes a new nomenclature based on 
the OSI model [31] and on different degrees of 
connectivity achieved by the pivot tunnel.

To exemplify the proposed pivot attack 
classification, Fig. 3 illustrates a scenario where 
the opponent compromises a device inside a 
demilitarised zone (DMZ) and the Attacker node 
is located on the internet. The DMZ provides an 
additional layer of security to an organisation’s local 
area network (LAN) denying the attacker direct 
access to Network 1. Differently from predictions 
techniques and algorithms used to infer knowledge 
as [32, 33], our classifying approach is based on 
the observation of the related pivot attacks and 
the connectivity achieved by the adversary to 
infer different types of pivoting. The combination 
of numbered red bullets corresponds to distinct 
degrees of connectivity. Let bullet 1 be the biflow 
that connects the Attacker node to the Pivot node, 
and bullets 2, 3, 4 and 5 biflows from the Pivot node 
to the Target nodes. To characterise the simplest 
expression of a pivot attack (Class I), bullets 1 and 
2 are sufficient because they fit the requirement of 
a connection to a single host, which is limited to 
a specific network protocol, IP and port. To infer 
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Fig. 2 Simple pivot scenario.

taBle I
PIvot attack classes 

Class IClass I A pivot scenario where the adversary achieves con-A pivot scenario where the adversary achieves con-
nectivity to a single host is limited to a specific net-nectivity to a single host is limited to a specific net-
work protocol and transport layer (IP and port).work protocol and transport layer (IP and port).

Class IIClass II   Refers to a pivot scenario where the opponentRefers to a pivot scenario where the opponent
  achieves connectivity to a single host and is limitedachieves connectivity to a single host and is limited
  to a specific network protocol and IP. However, theto a specific network protocol and IP. However, the
  attacker can access different ports regarding theattacker can access different ports regarding the
transport layer.transport layer.

Class IIIClass III A pivot scenario where the opponent achieves un-A pivot scenario where the opponent achieves un-
  restricted connectivity to a single host regarding therestricted connectivity to a single host regarding the
network and transport layer.network and transport layer.

Class IVClass IV   A pivot scenario where the adversary can connect toA pivot scenario where the adversary can connect to
  different hosts but is restricted to the same networkdifferent hosts but is restricted to the same network
protocol layer (e.g. TCP) with no restrictions regard-protocol layer (e.g. TCP) with no restrictions regard-
ing the transport layer.ing the transport layer.

Class VClass V   A pivot attack where the opponent has unrestrictedA pivot attack where the opponent has unrestricted
network access on the targeted network.network access on the targeted network.
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a Class II pivot attack is necessary to identify 
connectivity to a single host in the same network 
protocol but in different ports. This scenario can be 
characterised by combining bullets 1, 2 and 3, for 
instance. A Class III pivot tunnel is defined when 
the opponent achieves connectivity to a single host 
in different network protocols and ports (bullets 1, 2 
and 4). A Class IV pivot tunnel requires connectivity 
to different hosts in the same network protocol (e.g. 
TCP) with no restrictions regarding ports. This 
scenario is exemplified by combining bullets 1, 2, 3 
and 5. Finally, a Class V pivot tunnel is characterised 
when the opponent achieves unrestricted network 
access on the targeted network with connections 
to different protocols and ports with multiple hosts.

A. Advantages and challenges
Due to the lack of related work addressing 

the classification of pivot attacks, benchmarking 
our algorithm with empirical data is not feasible. 
However, for evaluation purposes, we can discuss 
the advantages and drawbacks in comparison 
to other classification approaches applied to 
malicious events in the network such as malware 
and denial of service traffic.

 Firstly, our approach to classifying pivoting 
attacks is based on the PAAM received by the 
CTI framework as input, hence, it does not require 
additional pre-processing steps to extract input 
data.

Secondly, research efforts that are focused 
on the classification of malicious traffic [34] and 
documents [35] are based on machine learning 
techniques which means they require datasets for 
training purposes. Detection accuracy is highly 
dependent on how these datasets are built and 
maintained [36]. However, the pivot attack is a 

multi-stage outlier event. This means that the 
available input data tend to be scarce making the 
creation of large training datasets impractical. In 
comparison, our algorithm performs attributes 
analysis to classify different types of pivoting. It 
brings convenient advantages in this specific case 
because it is lightweight, simpler to implement, and 
does not require training.

Nonetheless, the classification criteria designed 
in this paper offer extra details on different pivot 
attack detection strategies. Hence, enriching 
the detection capabilities to increase situational 
awareness concerning cyber threats. Additionally, 
with the classification granularity allied to the 
APCA (see next section for more on APCA), it is 
possible to provide visibility concerning the level 
of connectivity achieved by the adversary inferring 
TTP possibilities.

In terms of challenges, APCA depends on 
the observation of pivot attack events making 
it part of a post-incident activity rather than an 
attack prevention technique. And while machine 
learning classifiers such as Decision Trees do not 
require feature scaling (works on both linear/non–
linear problems), our classification approach is 
dependent on feature analysis.

Iv. PIvot attack semantIc netWork models

This section presents the Semantic Network 
Models (SNM) to complement the pivot attack 
classification criteria described in Section III. 
The main objective of a pivot attack is to achieve 
bidirectional communication with a device of 
interest when a direct connection is impossible. 
The attacker can use various techniques and 
tools to conduct a pivot attack. Due to the infinity 
of logical and physical network configurations 
and TTP variations, it is unfeasible to address a 
model that fits all possible pivot attack schemes. 
However, we can create a generic SNM to express 
the pivot attack interactions and traffic flow based 
on the number of network interfaces evolved within 
the pivot node.

Every pivot attack class this thesis addresses 
can manifest using a single or dual network 
interfaces traffic forwarding strategy. The 
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TABLE I 
PIVOT ATTACK CLASSES 

 
Class I A pivot scenario where the adversary achieves connectivity 

to a single host is limited to a specific network protocol and 
transport layer (IP and port). 

Class II Refers to a pivot scenario where the opponent achieves 
connectivity to a single host and is limited to a specific 
network protocol and IP. However, the attacker can access 
different ports regarding the transport layer. 

Class III A pivot scenario where the opponent achieves unrestricted 
connectivity to a single host regarding the network and 
transport layer. 

Class IV A pivot scenario where the adversary can connect to 
different hosts but is restricted to the same network protocol 
layer (e.g. TCP) with no restrictions regarding the transport 
layer. 

Class V A pivot attack where the opponent has unrestricted network 
access on the targeted network. 

 

based on the observation of the related pivot attacks and the 
connectivity achieved by the adversary to infer different types 
of pivoting. The combination of numbered red bullets 
corresponds to distinct degrees of connectivity. Let bullet 1 be 
the biflow that connects the Attacker node to the Pivot node, 
and bullets 2, 3, 4 and 5 biflows from the Pivot node to the 
Target nodes. To characterise the simplest expression of a pivot 
attack (Class I), bullets 1 and 2 are sufficient because they fit 
the requirement of a connection to a single host, which is 
limited to a specific network protocol, IP and port. To infer a 
Class II pivot attack is necessary to identify connectivity to a 
single host in the same network protocol but in different ports. 
This scenario can be characterised by combining bullets 1, 2 

and 3, for instance. A Class III pivot tunnel is defined when the 
opponent achieves connectivity to a single host in different 
network protocols and ports (bullets 1, 2 and 4). A Class IV 
pivot tunnel requires connectivity to different hosts in the same 
network protocol (e.g. TCP) with no restrictions regarding 
ports. This scenario is exemplified by combining bullets 1, 2, 3 
and 5. Finally, a Class V pivot tunnel is characterised when the 
opponent achieves unrestricted network access on the targeted 
network with connections to different protocols and ports with 
multiple hosts. 

 

Fig. 3. Pivot attack classification scenarios 

A. Advantages and challenges 
Due to the lack of related work addressing the classification 

of pivot attacks, benchmarking our algorithm with empirical 
data is not feasible. However, for evaluation purposes, we can 
discuss the advantages and drawbacks in comparison to other 
classification approaches applied to malicious events in the 
network such as malware and denial of service traffic. 

 Firstly, our approach to classifying pivoting attacks is based 
on the PAAM received by the CTI framework as input, hence, 
it does not require additional pre-processing steps to extract 
input data. 

Secondly, research efforts that are focused on the 
classification of malicious traffic [34] and documents [35] are 
based on machine learning techniques which means they 
require datasets for training purposes. Detection accuracy is 
highly dependent on how these datasets are built and 
maintained [36]. However, the pivot attack is a multi-stage 
outlier event. This means that the available input data tend to be 
scarce making the creation of large training datasets 
impractical. In comparison, our algorithm performs attributes 
analysis to classify different types of pivoting. It brings 
convenient advantages in this specific case because it is 
lightweight, simpler to implement, and does not require 
training. 

Nonetheless, the classification criteria designed in this paper 
offer extra details on different pivot attack detection strategies. 
Hence, enriching the detection capabilities to increase 
situational awareness concerning cyber threats. Additionally, 
with the classification granularity allied to the APCA (see next 
section for more on APCA), it is possible to provide visibility 
concerning the level of connectivity achieved by the adversary 
inferring TTP possibilities. 

In terms of challenges, APCA depends on the observation of 
pivot attack events making it part of a post-incident activity 
rather than an attack prevention technique. And while machine 
learning classifiers such as Decision Trees do not require 
feature scaling (works on both linear/non–linear problems), our 
classification approach is dependent on feature analysis. 

IV. PIVOT ATTACK SEMANTIC NETWORK MODELS 

This section presents the Semantic Network Models (SNM) 
to complement the pivot attack classification criteria described 
in Section III. The main objective of a pivot attack is to achieve 
bidirectional communication with a device of interest when a 
direct connection is impossible. The attacker can use various 
techniques and tools to conduct a pivot attack. Due to the 
infinity of logical and physical network configurations and TTP 
variations, it is unfeasible to address a model that fits all 
possible pivot attack schemes. However, we can create a 
generic SNM to express the pivot attack interactions and traffic 
flow based on the number of network interfaces evolved within 
the pivot node. 

Every pivot attack class this thesis addresses can manifest 
using a single or dual network interfaces traffic forwarding 
strategy. The adversary TTP selection between single or dual 
network interfaces will depend on the credentials achieved 
(privileged or not privileged user) and connectivity obstacles to 
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adversary TTP selection between single or dual 
network interfaces will depend on the credentials 
achieved (privileged or not privileged user) and 
connectivity obstacles to overcome. For example, 
a single network interface pivot tunnel typically 
is used in simple scenarios where the adversary 
does not need to forward traffic between different 
networks and does not have privileged credentials 
to change interface configuration and routing rules. 
Fig. 3 numbers 1 and 2 illustrate the single pivot 
network interface scenario described when the 
adversary needs to achieve connectivity with one 
port on the target node, for example. On the other 
hand, the dual network interface pivot tunnels are 
usually applied when the opponent faces a complex 
scenario that imposes traffic forwarding between 
different networks and the adversary achieved 
privileged credentials in the pivot node. Both types 
of semantic models are presented in detail next.

A. Single interface semantic network model
A single interface pivot tunnel is commonly used 

in the early stages of an attack when the pivoting 
techniques that provide better results regarding 
connectivity are not feasible. In addition, a single 
interface pivot attack typically does not require 
privileged access to forwarding traffic between 
endpoints.

Fig. 4 illustrates a single network interface pivot 
semantic model, where the attacker uses the pivot 
node to forward traffic between the attacker node 
and the target node. In this scenario, the pivot node 
forwards the traffic bridging ports 2 and 3 using 
operating system native commands or specific 

applications (e.g. malware and network utility 
software). Regarding network-level IoA, the pivot 
node typically uses one IP address (IP2) to support 
the attack, forwarding traffic between the attacker 
node and the target node when direct access 
to the resource of interest is not possible due to 
connectivity restrictions.

B. Dual interface semantic model
The TTP used to achieve unrestricted connectivity 

within the devices of a different network usually 
requires route manipulation, elevated privileges and 
more than one network interface. Fig. 5 represents 
a dual interface semantic model, where the pivot 
node uses two different IP addresses (IPs 2 and 
3) to route the traffic from network 1 to network 2. 
Pivot attacks that require a dual interface provide 
full network connectivity between the attacker and 
the target node. Concerning network-level IoA, 
the pivot node must forward traffic between two 
different networks, requiring two IP addresses.

v. automatIc PIvot classIfIer algorIthm (aPca)
A PAAM P is generated when the APIVADS 

agent finds a pivot attack traffic pattern. The new 
message is forwarded to the CTI framework that 
process it to infer correlation among the set of 
PAAMs received from the agents. Suppose the 
cited algorithm identifies a correlation among 
previous pivot attack messages being part of the 
same attack. In that case, it creates a group of pivot 
attack messages G which can be represented as 
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overcome. For example, a single network interface pivot tunnel 
typically is used in simple scenarios where the adversary does 
not need to forward traffic between different networks and does 
not have privileged credentials to change interface 
configuration and routing rules. Fig. 3 numbers 1 and 2 
illustrate the single pivot network interface scenario described 
when the adversary needs to achieve connectivity with one port 
on the target node, for example. On the other hand, the dual 
network interface pivot tunnels are usually applied when the 
opponent faces a complex scenario that imposes traffic 
forwarding between different networks and the adversary 
achieved privileged credentials in the pivot node. Both types of 
semantic models are presented in detail next. 

A. Single interface semantic network model 
A single interface pivot tunnel is commonly used in the early 

stages of an attack when the pivoting techniques that provide 
better results regarding connectivity are not feasible. In 
addition, a single interface pivot attack typically does not 
require privileged access to forwarding traffic between 
endpoints. 

 

Fig. 4. Single interface semantic network model 
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manipulation, elevated privileges and more than one network 
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where the pivot node uses two different IP addresses (IPs 2 and 
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that require a dual interface provide full network connectivity 
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Fig. 5. Dual interface semantic network model 

V. AUTOMATIC PIVOT CLASSIFIER ALGORITHM (APCA) 

A PAAM P is generated when the APIVADS agent finds a 
pivot attack traffic pattern. The new message is forwarded to 
the CTI framework that process it to infer correlation among 
the set of PAAMs received from the agents. Suppose the cited 
algorithm identifies a correlation among previous pivot attack 
messages being part of the same attack. In that case, it creates a 
group of pivot attack messages G which can be represented as 
the following expression: G = (P1, P2, ···, Pn). When a new 
PAAM Pn+1 is processed and identified as part of an observed 
pivot attack, APIVADS inserts the new message into the 
correspondent group of pivot attack messages. Table II 
provides the different types of attributes we analyse within the 
scope of this algorithm. 

TABLE II 
PAAM FLOW ATTRIBUTES STRUCTURE 

 
Flow identification numeric 12 
Date-time reference date time 2022-03-13 12:22:10.353 
Transport protocol categorical TCP 
Source IP address categorical 192.168.1.5 
Source port categorical 52325 
Destination IP address categorical 192.168.1.7 
Destination port categorical 443 

 

APIVADS detection scheme can infer a pivot tunnel of any 
length correlating PAAMs from different agents (See [6] for 
more details), which are concentrated into a CTI framework. 
When the PAAMs are processed and the detection scheme 
infers correlation among messages, a group G of PAAM is 
created. The group formation is based on an acceptable time 
difference and endpoint attributes shared among PAAMs. For 
instance, lines 2 and 3 of Table III correspond to the second 
biflow of message ID 1 P1(B2) and the first biflow of message 
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overcome. For example, a single network interface pivot tunnel 
typically is used in simple scenarios where the adversary does 
not need to forward traffic between different networks and does 
not have privileged credentials to change interface 
configuration and routing rules. Fig. 3 numbers 1 and 2 
illustrate the single pivot network interface scenario described 
when the adversary needs to achieve connectivity with one port 
on the target node, for example. On the other hand, the dual 
network interface pivot tunnels are usually applied when the 
opponent faces a complex scenario that imposes traffic 
forwarding between different networks and the adversary 
achieved privileged credentials in the pivot node. Both types of 
semantic models are presented in detail next. 

A. Single interface semantic network model 
A single interface pivot tunnel is commonly used in the early 

stages of an attack when the pivoting techniques that provide 
better results regarding connectivity are not feasible. In 
addition, a single interface pivot attack typically does not 
require privileged access to forwarding traffic between 
endpoints. 
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(e.g. malware and network utility software). Regarding 
network-level IoA, the pivot node typically uses one IP address 
(IP2) to support the attack, forwarding traffic between the 
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where the pivot node uses two different IP addresses (IPs 2 and 
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A PAAM P is generated when the APIVADS agent finds a 
pivot attack traffic pattern. The new message is forwarded to 
the CTI framework that process it to infer correlation among 
the set of PAAMs received from the agents. Suppose the cited 
algorithm identifies a correlation among previous pivot attack 
messages being part of the same attack. In that case, it creates a 
group of pivot attack messages G which can be represented as 
the following expression: G = (P1, P2, ···, Pn). When a new 
PAAM Pn+1 is processed and identified as part of an observed 
pivot attack, APIVADS inserts the new message into the 
correspondent group of pivot attack messages. Table II 
provides the different types of attributes we analyse within the 
scope of this algorithm. 

TABLE II 
PAAM FLOW ATTRIBUTES STRUCTURE 

 
Flow identification numeric 12 
Date-time reference date time 2022-03-13 12:22:10.353 
Transport protocol categorical TCP 
Source IP address categorical 192.168.1.5 
Source port categorical 52325 
Destination IP address categorical 192.168.1.7 
Destination port categorical 443 

 

APIVADS detection scheme can infer a pivot tunnel of any 
length correlating PAAMs from different agents (See [6] for 
more details), which are concentrated into a CTI framework. 
When the PAAMs are processed and the detection scheme 
infers correlation among messages, a group G of PAAM is 
created. The group formation is based on an acceptable time 
difference and endpoint attributes shared among PAAMs. For 
instance, lines 2 and 3 of Table III correspond to the second 
biflow of message ID 1 P1(B2) and the first biflow of message 
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the following expression: G = (P1, P2, ···, Pn). When 
a new PAAM Pn+1 is processed and identified as 
part of an observed pivot attack, APIVADS inserts 
the new message into the correspondent group 
of pivot attack messages. Table II provides the 
different types of attributes we analyse within the 
scope of this algorithm.

APIVADS detection scheme can infer a pivot 
tunnel of any length correlating PAAMs from 
different agents (See [6] for more details), which 
are concentrated into a CTI framework. When the 
PAAMs are processed and the detection scheme 
infers correlation among messages, a group G of 
PAAM is created. The group formation is based 
on an acceptable time difference and endpoint 
attributes shared among PAAMs. For instance, 
lines 2 and 3 of Table III correspond to the second 
biflow of message ID 1 P1(B2) and the first biflow 
of message ID 2 P2 (B1) respectively, indicating a 
connection between the cited messages because 
P1(B2) and P2(B1) share the same attributes except 
for the date time reference. Therefore, the detection 
scheme creates a group of PAAM G composed by 
the messages identified with ID 1 and 2, which can 

be expressed as G = (P1, P2).
The Automatic pivot classifier algorithm initially 

classifies every group of pivot tunnels as Class I. 
However, based on the attributes observed in the 
PAAMs of the group, the algorithm can infer different 
classes indicating evidence that the attacker 
achieved a more significant level of connectivity 
within the target network

Fig. 6 illustrates Table IV representing four 
PAAMs (P1,P2,P3 and P4) related to a Class V pivot 
tunnel. LAN1 and LAN2 are local area networks 
containing squares identified with a single letter 
inside. Each square represents a device with one or 
more IP addresses attached to network interfaces. 
The red arrows with numbers symbolise pivot traffic 
between endpoints. Host B is the pivot node, which 
has two network interfaces (eth0 and eth1) and 
can route the traffic between LAN 1 and LAN 2, 
supporting the pivot tunnel from the attacker node 
(host A) to the target nodes (C, D and E).

In Fig. 6 the attacker node (host A) used the 
pivot node (host B) to achieve connectivity with 
the target nodes in LAN 2 (hosts C, D and E). A 
typical pattern regarding flow-based IoA within a 
set of PAAMs to characterise a Class V pivot attack 
is a repetitive biflow within different messages. For 
example, number 1 (pivot traffic from A to B) of Fig. 
6 corresponds to the first biflow of the messages 
with ID 1, 2, 3 and 4 of Table IV, presenting the same 
attributes except for a time difference. However, the 
second biflow of each PAAM presents differences 
regarding several attributes. This pattern indicates 
that the attacker can connect from LAN 1 to different 
devices in different protocols, ports and services at 
LAN 2.

Pivot Attack Classification for Cyber Threat Intelligence

taBle II
Paam floW attrIButes structure

Flow identification numeric 12

Date-time reference date time 12:22:10.353 2022-03-13

Transport protocol categorical TCP

Source IP address categorical 192.168.1.5

Source port categorical 52325

Destination IP address categorical 192.168.1.7

Destination port categorical 443
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ID 2 P2(B1) respectively, indicating a connection between the 
cited messages because P1(B2) and P2(B1) share the same 
attributes except for the date time reference. Therefore, the 
detection scheme creates a group of PAAM G composed by the 
messages identified with ID 1 and 2, which can be expressed as 
G = (P1, P2). 

TABLE III 
APIVADS ALERT MESSAGES SAMPLE [6] 

ID Date time Transp SrcIP SPort DstIP DPort 

#1 2021/02/25 
11:13:41 

TCP 192.168.6.135 49768 192.168.6.134 22 

#1 2021/02/25 
11:13:41 

TCP 192.168.6.134 43316 192.168.6.132 1979 

#2 2021/02/25 
11:13:42 

TCP 192.168.6.134 43316 192.168.6.132 1979 

#2 2021/02/25 
11:13:42 

UDP 192.168.6.132 37564 192.168.6.131 22 

 

The Automatic pivot classifier algorithm initially classifies 
every group of pivot tunnels as Class I. However, based on the 
attributes observed in the PAAMs of the group, the algorithm 
can infer different classes indicating evidence that the attacker 
achieved a more significant level of connectivity within the 
target network. 

 

 

Fig. 6. Class V pivot scenario diagram 

Fig. 6 illustrates Table IV representing four PAAMs 
(P1,P2,P3 and P4) related to a Class V pivot tunnel. LAN1 and 
LAN2 are local area networks containing squares identified 
with a single letter inside. Each square represents a device with 
one or more IP addresses attached to network interfaces. The 
red arrows with numbers symbolise pivot traffic between 
endpoints. Host B is the pivot node, which has two network 
interfaces (eth0 and eth1) and can route the traffic between 
LAN 1 and LAN 2, supporting the pivot tunnel from the 
attacker node (host A) to the target nodes (C, D and E). 

In Fig. 6 the attacker node (host A) used the pivot node (host 
B) to achieve connectivity with the target nodes in LAN 2 (hosts 
C, D and E). A typical pattern regarding flow-based IoA within 
a set of PAAMs to characterise a Class V pivot attack is a 
repetitive biflow within different messages. For example, 
number 1 (pivot traffic from A to B) of Fig. 6 corresponds to 

the first biflow of the messages with ID 1, 2, 3 and 4 of Table 
IV, presenting the same attributes except for a time difference. 
However, the second biflow of each PAAM presents 
differences regarding several attributes. This pattern indicates 
that the attacker can connect from LAN 1 to different devices 
in different protocols, ports and services at LAN 2. 

Considering just the PAAMs with IDs 1 and 2, we can infer 
a Class IV pivot because the adversary was observed 
connecting to different hosts using the same network protocol 
(TCP) but in different transport layer ports (80 and 22). On the 
other hand, when the message with ID 3 arrives, the algorithm 
should reclassify the pivot attack to a Class V because the 
opponent achieved connectivity to different hosts in different 
network protocols (TCP and UDP) and transport layers (80, 22 
and 444). 

TABLE IV 
CLASS V PIVOT ATTACK ALERT MESSAGES SCENARIO 

ID Date time Transp SrcIP SPort DstIP DPort 

#1 2021/05/23 TCP 
11:09:39 

192.168.1.207 42474 192.168.1.214 22 

#1 2021/05/23 TCP 192.168.6.139 41486 192.168.6.134 80 
11:09:39 

#2 2021/05/23 
11:14:31 

TCP 192.168.1.207 42474 192.168.1.214 22 

#2 2021/05/23 
11:14:31 

TCP 192.168.6.139 39450 192.168.6.135 22 

#3 2021/05/26 
11:21:53 

TCP 192.168.1.207 42474 192.168.1.214 22 

#3 2021/05/26 
11:21:53 

UDP 192.168.6.139 59742 192.168.6.135 4444 

#4 2021/05/26 
11:24:37 

TCP 192.168.1.207 42474 192.168.1.214 22 

#4 2021/05/26 
11:24:37 

UDP 192.168.6.139 52124 192.168.6.136 53 

 

Algorithm 1 represents the pseudocode to achieve automatic 
pivot attack classification based on APIVADS PAAMs. Let G 
be a group of PAAMs received from APIVADS. Every 
message P is composed by two biflows (B1 and B2), therefore, 
P = (B1,B2). Since all groups are pre-classified as Class I pivot 
because it is the simplest pivot attack scenario, our algorithm 
will reclassify the group, if necessary, by analysing G set of 
PAAMs, which can be expressed according to the following 
expression: G = {P1,P2,P3 ···Pn}. 

ALGORITHM 1: Automatic pivot classifier algorithm 
 Input : A group of PAAMs G. 

Output : A classification C (According to Table I) related to the input 
group G. 

1 if G presents different DPort attribute regarding the target nodes then 

Fig. 6 Class V pivot scenario diagram.

taBle III
aPIvads alert messages samPle [6]

ID Date timeTransp SrcIP SPort DstIP DPort

 #1 2021/02/25
11:13:41

TCP 192.168.6.135 49768 192.168.6.134 22

 #1 2021/02/25
11:13:41

TCP 192.168.6.134 43316 192.168.6.132 1979

 #2 2021/02/25
11:13:42

TCP 192.168.6.134 43316 192.168.6.132 1979

 #2 2021/02/25
11:13:42

UDP 192.168.6.132 37564 192.168.6.131 22
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Considering just the PAAMs with IDs 1 and 
2, we can infer a Class IV pivot because the 
adversary was observed connecting to different 
hosts using the same network protocol (TCP) 
but in different transport layer ports (80 and 
22). On the other hand, when the message with 
ID 3 arrives, the algorithm should reclassify the 
pivot attack to a Class V because the opponent 
achieved connectivity to different hosts in different 
network protocols (TCP and UDP) and transport 
layers (80, 22 and 444).

Algorithm 1 represents the pseudocode to 
achieve automatic pivot attack classification based 
on APIVADS PAAMs. Let G be a group of PAAMs 
received from APIVADS. Every message P is 
composed by two biflows (B1 and B2), therefore, 
P = (B1, B2). Since all groups are pre-classified 
as Class I pivot because it is the simplest pivot 
attack scenario, our algorithm will reclassify the 
group, if necessary, by analysing G set of PAAMs, 
which can be expressed according to the following 
expression: G = {P1,P2,P3 ···Pn}.

1 if G presents different DPort attribute regarding 
the target nodes then.
ALGORITHM 1: Automatic pivot classifier algorithm
Input : A group of PAAMs G.

Output : A classification C (According to Table I) related to the input group G.

The automatic pivot classifier algorithm can 

taBle Iv
class v PIvot attack alert messages scenarIo

 ID Date time Transp SrcIP SPort DstIP DPort

 #1 2021/05/23
11:09:39

TCP 192.168.1.207 42474 192.168.1.214 22

 #1 2021/05/23
11:09:39

TCP 192.168.6.139 41486 192.168.6.134 80

 #2 2021/05/23
11:14:31

TCP 192.168.1.207 42474 192.168.1.214 22

 #2 2021/05/23
11:14:31

TCP 192.168.6.139 39450 192.168.6.135 22

 #3 2021/05/26
11:21:53

TCP 192.168.1.207 42474 192.168.1.214 22

 #3 2021/05/26
11:21:53

UDP 192.168.6.139 59742 192.168.6.135 4444

 #4 2021/05/26
11:24:37

TCP 192.168.1.207 42474 192.168.1.214 22

 #4 2021/05/26
11:24:37

UDP 192.168.6.139 52124 192.168.6.136 53
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The automatic pivot classifier algorithm can reclassify a 
group of PAAMs G. Therefore, when a new message is 
included in the group, the algorithm processes G again, 
updating the actual classification if the analysis result indicates 
a more significant degree of connectivity achieved by the 
adversary. 

VI. ALGORITHM COMPLEXITY 

Naturally, the Automatic Pivot Classifier Algorithm (APCA) 
requires some time to be processed. Therefore, for evaluation 
purposes, we used the Big-O notation [37] to identify the impact 
of the classifier algorithm during the whole processing time 
when compared with APIVADS Detection Algorithm (ADA) 
complexity. 

As stated in APIVADS, the detection algorithm complexity 
is O(n2). The Automatic Pivot Classifier Algorithm compares 
the arrived PAAM with a group of clustered PAAM already 
received by the CTI framework, presenting a linear complexity 
O(n). Therefore, the processing delay of the Automatic Pivot 
Classifier Algorithm has no relevant impact when compared 
with APIVADS detection algorithm because the latter presents 
a greater magnitude of complexity. Finally, since a pivot attack 
is an outlier event, even in an enterprise network the amount of 
data to be processed tends to be insignificant to a linear 
complexity algorithm regarding processing time. 

To confirm our hypothesis that the processing time of the 
Automatic Pivot Classifier Algorithm does not produce a 
significant delay when compared with APIVADS processing 
time, Table V presents the comparison between the cited 
algorithms. 

TABLE V 
ALGORITHMS USABILITY COMPARISON REGARDING PROCESSING TIME 

Algorithm 101 102 103 104 105 

APCA 545ns 1µs 5µs 56µs 740µs 
ADA 9µs 747µs 139ms 8s 12min 

 

Both algorithms were submitted to a progressive increase of 
PAAM as input data, from 101 to 105 entries. The exact amount 
of input was used in every round of the tests regarding both 
algorithms. In the worst-case scenario, all PAAM received by 
the CTI framework can correspond to a different pivot attack 
(linear complexity). The number of PAAM messages above 102 

entries is not a feasible scenario in a real corporate network 
since pivot attacks tend to be an outlier event. However, for 
completeness, subsequent tests with larger input values were 
performed to show that APCA processing time impact is 
insignificant compared to ADA, asymptotically speaking. 

VII. OFFENSIVE AND DEFENSIVE PIVOT METRICS 

In order to measure the success when carrying out some 
activity, it is essential to identify the objectives based on 
standards and efficiency metrics concerning what is sought to 
be achieved. Therefore, this classification proposal is relevant 
to supporting metrics on both the pivot attacks’ defensive and 
offensive aspects. 

The pivot attack classification can provide requirements 
regarding the necessary connectivity to achieve an objective. 
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internet. The second access achieved by the adversary is 
represented by the number 8, which corresponds to a biflow that 
connects the Attacker Node 2 (AN2) located on the internet to 
the Pivot Node 2 (PN2), which can access the LAN1 and LAN 
2. T1, T2, T3 and T4 represent the target nodes, which 
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reclassify a group of PAAMs G. Therefore, when 
a new message is included in the group, the 
algorithm processes G again, updating the actual 
classification if the analysis result indicates a more 
significant degree of connectivity achieved by the 
adversary.

vI. algorIthm comPlexIty

Naturally, the Automatic Pivot Classifier 
Algorithm (APCA) requires some time to be 
processed. Therefore, for evaluation purposes, 
we used the Big-O notation [37] to identify the 
impact of the classifier algorithm during the whole 
processing time when compared with APIVADS 
Detection Algorithm (ADA) complexity.

As stated in APIVADS, the detection algorithm 
complexity is O(n2). The Automatic Pivot Classifier 
Algorithm compares the arrived PAAM with a group 
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of clustered PAAM already received by the CTI 
framework, presenting a linear complexity O(n). 
Therefore, the processing delay of the Automatic 
Pivot Classifier Algorithm has no relevant impact 
when compared with APIVADS detection algorithm 
because the latter presents a greater magnitude of 
complexity. Finally, since a pivot attack is an outlier 
event, even in an enterprise network the amount of 
data to be processed tends to be insignificant to a 
linear complexity algorithm regarding processing 
time.

To confirm our hypothesis that the processing 
time of the Automatic Pivot Classifier Algorithm does 
not produce a significant delay when compared 
with APIVADS processing time, Table V presents 
the comparison between the cited algorithms.

Both algorithms were submitted to a progressive 
increase of PAAM as input data, from 101 to 105 
entries. The exact amount of input was used in 
every round of the tests regarding both algorithms. 
In the worst-case scenario, all PAAM received by 
the CTI framework can correspond to a different 
pivot attack (linear complexity). The number of 
PAAM messages above 102 entries is not a feasible 
scenario in a real corporate network since pivot 
attacks tend to be an outlier event. However, 
for completeness, subsequent tests with larger 
input values were performed to show that APCA 
processing time impact is insignificant compared 
to ADA, asymptotically speaking.

vII. offensIve and defensIve PIvot metrIcs

In order to measure the success when carrying 
out some activity, it is essential to identify the 
objectives based on standards and efficiency 
metrics concerning what is sought to be achieved. 
Therefore, this classification proposal is relevant 
to supporting metrics on both the pivot attacks’ 
defensive and offensive aspects.

The pivot attack classification can provide 
requirements regarding the necessary connectivity 
to achieve an objective.

For example, an adversary simulation 
assessment can define a minimum efficiency 
standard for the aggressors based on the pivoting 
classification. Additionally, it can be used to 

organize and measure the degree of penetration 
and persistence in the target network. Fig. 7 
illustrates an enterprise network segmented into four 
Local Area Networks (LAN 1, 2, 3 and 4). Suppose 
the adversary achieved access (Foothold) into two 
different hosts named Pivot Node 1 (PN1) and Pivot 
Node 2 (PN2). The PN1 is placed at LAN 1, and 
number 1 represents the biflow connecting it to the 
Attacker Node (AN1) on the internet. The second 
access achieved by the adversary is represented 
by the number 8, which corresponds to a biflow 
that connects the Attacker Node 2 (AN2) located 
on the internet to the Pivot Node 2 (PN2), which 
can access the LAN1 and LAN 2. T1, T2, T3 and 
T4 represent the target nodes, which correspond 
to assets that contain sensitive information the 
adversary intends to access and exfiltrate to AN1 
or AN2. Since the initial access and the targets are 
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typically located in different network segments, it 
is necessary to create pivot tunnels using other 
devices (pivot nodes) to connect AN1 and AN2 to 
the targets. For example, the host PN3 presents 
connectivity with PN1 and can access a specific 
service in T1, a target node. Therefore, to access 
T1 at LAN 3, the adversary creates a pivot tunnel 
using PN1 and PN3. Numbers 1, 2 and 5 represent 
the biflows part of the pivot attack to exfiltrate T1 
sensitive information. Suppose the adversary’s 
objective is to access a single service provided by 
T1. In this case, a pivot attack Class I is sufficient 
to succeed. Regarding targets T2 and T3, consider 
that a web server provides the information of interest 
in T2 and a mail server in T3. Both targeted services 
are supported by the TCP protocol and are located 
at LAN 4. The pivot nodes PN1, PN2 and PN4 can 
be used to create a pivot tunnel between AN1 and 
the targets (T2 and T3) to overcome connectivity 
issues. Another option is to create a pivot tunnel 
using PN2 and PN4 from AN2 to access the targets 
T2 and T3. However, a Pivot Class I is insufficient 
to achieve data exfiltration between AN1 or AN2 
and the targets T2 and T3. The host PN4 must 
access different hosts in different ports that use 
the same network-level protocol. According to the 
pivot attack classification proposed in this thesis, 
this scenario requires at least a pivot Class IV to be 
successful.

Regarding pivoting using TN4, two possibilities 
are feasible. The first option is using AN1 to create 
a tunnel using PN1 and PN2 (numbers 1, 3 and 9) 
or using PN2 to forward the traffic between AN2 
and TN4 (numbers 8 and 9). For completeness, 
suppose the attacker needs to access different 
services in TN4. In this case, a Class II pivot 
provides the minimum connectivity to achieve 
success for the adversary.

Defensive pivot attack metrics can be helpful to 
support defence requirements regarding pivoting 
prevention and network segmentation. In other 
words, a pivot attack classification can provide 
tangible security requirements alongside detection 
architectures [38] to reduce the attack surface, and 
to support network segmentation criteria based on 
the connectivity achievable by the opponent in 
specific scenarios. For example, using Fig. 7 as a 

reference, assume LAN 4 is physically segmented 
from LAN 1 and 3. In this case, the defensive 
plan assumes that pivot attacks will originate 
from LAN 2. Therefore, AN1 cannot be used 
regarding pivot attacks to access TN2, TN3 and 
TN4. The restrictions imposed by the segmentation 
consequently result in cost reduction concentrating 
defensive resources and efforts.

vIII. conclusIon

This paper proposes a pivot attack classification 
based on the connectivity achieved by an adversary, 
and a pivot attack SNM model to provide additional 
classification attributes that consider the number 
of network interfaces evolved in the pivot attack. 
Moreover, an automatic pivot classifier algorithm 
was created as a proof-of-concept and applied 
to the APIVADS pivot attack detection algorithm. 
The follow-up studies may use the proposed pivot 
attack classification to improve the accuracy of 
cyber risk analysis frameworks since adversaries 
widely use pivot attacks in offensive campaigns. 
Due to the lack of classification and granularity 
regarding pivoting, the risk of this type of attack is 
typically unconsidered by risk analysis frameworks.
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