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Abstract
In this work, we provide an overview of the most common risks and threats related to information technol-

ogy faced by high school students in Saudi Arabia. In this context, this work starts from the concept that using 
information technology is the basis of contemporary life once it has penetrated and become part of our daily 
activities, which also makes us challenged by the threats and risks that result from these technologies. Thus, 
we have written and applied a questionnaire to groups of high school students in all provinces of Saudi Arabia. 
The study sample of high school students who participated and completed the questionnaire was 2,312, divided 
into 1,128 male and 1,184 female students. In addition, these students were randomly selected from all 13 ad-
ministrative regions in KSA. Specifically, we have examined the risks and threats of secondary school students 
using information technology, along with methods for securing their use of it in terms of awareness, envisioning, 
and response. Our results indicate a necessity to raise the awareness level regarding information security and 
the risks that come along with the use of technology through school guidance and counseling programs. Finally, 
we suggest that holding informational meetings and strengthening the partnership between the school and the 
family can be an effective way of mitigating the risks directly caused by the unsupervised use of information 
technology.
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I. IntroductIon

In recent years, there has been a rapid increase 
in the use of internet-connected devices in Saudi 
Arabia. In addition, the number of daily cyber-at-
tacks has also increased, making this a concern 
constantly raised by experts in this field [1]. Studies 
have shown that the more devices are connected 
to the internet, the more vulnerable they can be to 
threats concerning data safety [2]. In this regard, Al 

Tender [3] claimed that the volume of cybercrimes 
followed the increase in internet users worldwide. 
Since the number of internet users reached 4.39 
billion in 2019, this scenario has become a relevant 
object of study [4].

Any device connected to the internet can be 
vulnerable to threats of various types (e.g., viruses, 
worms, and hacker attacks) [5]. These risks can af-
fect not only individuals but also organizations, as 
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students resulting from its use in the university 
youth category of cyber security risks.

·	 To determine the risks that threaten the 
information security of high school students.

·	 To determine the degree of knowledge of a 
sample of high school students about the 
dangers of using modern technology.

II. LIterature revIew

According to [16], Riyadh’s 116 government 
and commercial sector personnel were surveyed 
on their phishing email knowledge and training. 
People who had never worked in the IT industry 
and were from Saudi Arabia were the primary focus 
of this investigation. Employees were asked about 
their demographics, administrative data, under-
standing of email phishing, and awareness of the 
company’s efforts to protect them from cyberthreats 
in the questionnaire. Due to lack of awareness and 
anti-phishing training, the research advised that 
anti-phishing training programs be implemented. 
Given the ease of phishing assaults through email, 
company personnel should get proper training in 
electronic email phishing awareness.

An examination of the relationship between cy-
bersecurity awareness, knowledge, and behaviors 
using protection tools was carried out by Zwilling 
et al. [17]. Results showed that common people 
have adequate cybersecurity knowledge, but they 
seldom put it to use in the real world. According to 
early findings from research, students in Nigerian 
institutions were found to have basic cybersecurity 
understanding, but they had no idea how to secure 
their data [18] [19].

A study conducted by Moallem [20] in California, 
USA, explored students’ views on cybersecurity. As a 
result, the author concentrated on pupils in the most 
technologically sophisticated setting in the world 
since their conduct is so varied. Even though they 
were aware that their actions were being monitored 
and their data was not securely transported over the 
university networks, college students were not aware 
of the protection of their information. Because of this, 
institutions should hold training sessions regularly to 
help alter student behavior and increase their knowl-
edge of cybersecurity and cyber threats [21].

they become liable to hacking and data theft just 
by connecting to the internet. In this sense, it is 
reasonable to state that information technology has 
benefits, but some risks must be considered. Thus, 
the use of information technologies has impacted 
young people in such a way that the term social 
media addiction has been adopted to describe 
the usual behavior among extreme internet users 
of this social group. Specialists have adopted this 
concept to describe cases where the overuse of 
electronics can be similar to chemical addiction in 
terms of dependency level [6].

Recently, the excessive and compulsive behav-
ior associated with social media and the internet 
has been classified as a behavioral addiction by 
Andreassen [7] and is considered a contemporary 
psychological disease. Due to the many cases of 
electronic penetration, there has been an increase 
in recent cases of electronic extortion [8]. In this 
context, [9] defined blackmail as the action of get-
ting the victim’s private informa- tion, personal pho-
tos, or video materials to use for financial gain or 
other criminal acts. Furthermore, comprehensive 
studies have found that cybercrime is not only a 
technical and legal matter, but also a problem that 
needs be tackled by governments, societies, and 
individuals [10]. There is a link between cybercrime 
prevention and awareness [11] [12].

Reports on electronic threats indicate that cy-
bercrime will be one of the biggest challenges 
for humanity in the next two decades [13]. In this 
sense, Sonicwall [14] claims that those risks have 
had a significant increase over the past three years 
and that about 10 billion attacks have occurred. 
On the other hand, technical risks are considered 
worrisome in all countries at the educational, infor-
mational, ethical, social, economic, and security 
levels. Many studies have found that learning dan-
gerous behaviors such as violence and aggression 
can be facilitated by the poor use of digital tech-
nology [15].

Thus, this study aims to evaluate the risks and 
threats that high school students are exposed to 
due to the use of modern technology. The objec-
tives of the study are as follows:
·	 To analyze how using information technology 

highlights the risks and threats to high school 
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As part of a study on security awareness in the 
Middle East, a survey of academic personnel, re-
searchers, and students was conducted by Al-Jana-
bi and Al-Shourbaji [22]. Researchers found that 
Middle Eastern participants were unaware of the 
importance of cybersecurity, which they blamed on 
a lack of education. As a result, security awareness 
and training for all administrators and users should 
be a part of the entire security management plan.

Moallem [23] discussed the need to be aware of  
privacy and be careful of theft. The author also no-
ticed that criminals do not always employ the same 
attack vectors. Instead, they use various deceptive 
techniques, such as email phishing and monitoring 
network traffic. It is thus vital to create a strategy 
for raising cybersecurity awareness and teaching 
people how to secure their private data.

III. MethodoLogy

A. Study overview
We have used a descriptive and analytical ap-

proach to achieve the aims of this study and an-
swer the proposed topics.

Specifically, we applied a questionnaire to a 
group of students in all the administrative regions 
in KSA. In this regard, Creswell [24] stated that this 
strategy is one of the most reliable research meth-
odologies for increasing insight and knowledge of 
how scholars can deal with the threats of digital 
technology.

B. Study population and sampling
The original community addressed in this study 

consisted of groups of selected high school stu-
dents in government schools (male and female 
students) in the Kingdom of Saudi Arabia. In this 
context, we applied the questionnaire to selected in-
dividuals from a total of 188,067 students, according 
to the General Secretariat of Education. The num-
ber of students who participated and completed the 
questionnaire was 2,312, divided into 1,128 male 
and 1,184 female students. These students were 
randomly selected from all administrative regions in 
KSA, ensuring a reliable distribution (north, south, 
central, western, and eastern Saudi Arabia).

Table 1 shows the demographic data of the par-
ticipants of this study. We also present the distribu-
tion of students according to the provinces regions, 
gender, and total of participants.

Figure 1 shows a map with the geographic dis-
tribution of the participants of this study within the 
scope of the provinces of Saudi Arabia. 

C. Questionnaire application
To obtain the necessary information, we de-

signed a questionnaire and applied it to groups of 
high school students, as mentioned in the previous 
session. Thus, we developed the questionnaire 
using the Google Forms tool and applied it to the 
study population via the internet. Evans & Mathur 
[25] state that this method of surveying represents 
an easy and inexpensive technique for obtaining 
social data and that it can be as reliable as any 
other in-person methodology. In addition, Evans 
& Mathur [25] also claim that this method also en-
ables researchers to collect data from one or sever-
al places. Table 2 shows the main topics that make 
up the questionnaire.

Therefore, we prepared and applied the ques-
tionnaire based on the aims of this study and after 

taBLe I
deMographIc data of the partIcIpants of thIs study

Administrative region in KSA Males Females Total

Northern Borders 547 26 573

Al Jawf 121 43 164

Asir 31 178 209

Riyadh 22 98 120

Eastern Borders 161 49 210

Ha’il 0 17 17

Najran 10 8 18

Makkah 1 49 50

Madinah 22 414 436

Jazan 106 25 131

Qasim 35 9 44

Tabuk 63 212 275

Baha 9 56 65

Abdulrahman Alghamdi
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reviewing global cybersecurity reports and previ-
ous studies.

vI. resuLts and dIscussIons

3. 1 First topic: What is the level of knowledge 
and aware- ness of the risks and threats of technol-
ogy among high school students?

We proposed this topic intending to obtain a 
proxy for the extent of awareness, considering the 
dangers that arise from the indiscriminate use of 
digital technologies. In this regard, Figure 2 pres-
ents the results of this first questionnaire topic, which 
is about the participant’s knowledge of usual terms 
from the cybersecurity point of view.

From Figure 2, we can infer that the student’s 
understanding of concepts like viruses and means 
of penetration is relatively insufficient, since the 
proportion of those with a sense of these matters 
is lower than the average, except for the term pira-

cy, which is known by 56% of the study population. 
This fact indicates the weakness of the means and 
methods that clarify this terminology and its harm to 
high school students in particular and young adults 
in general.

Indeed, it must be clarified to students through 
lectures and study materials since our results show 
that only 66% of students know the concept of com-
puter virus, 62% know antivirus, 56% know the term 
piracy, and 58% are familiar with the term online 
fraud. Furthermore, a large number of students are 
unaware of other cybersecurity threats and terms 
such as worms and trojan horses, phishing, cyber-
bullying, cybercrime, and cyber hackers. 

Therefore, there is a relevant sample of students 
without sufficient cognitive understanding of such 
terms. It is reasonable to state that these terms and 
concepts form the cornerstone for users of digital 
technology in general. In this way, Aldawood and 
Skinner [26] argued the importance of awareness 

Fig. 1. Distribution of the participants across the provinces of Saudi Arabia.

taBLe II
the four topIcs that Make up the QuestIonnaIre used In thIs study

DescriptionNumber

What is the level of knowledge and awareness of the risks and 
threats of technology among high school students?

1

To what extent have high school students been able to protect the 
privacy of their data and information?

2

How safe is the use of technology by high school students?3

Cyberthreats Facing High School Students and Methods of Addressing them



120

JISCR 2022; Volume 5 Issue (2)

of information about security within the scope of in-
formation technology.

3. 2 Second topic: To what extent have high 
school students been able to protect the privacy of 
their data and information? In Table 3, we present 
an overview of the results of the par- ticipants’ con-
sciousness of privacy, as discussed through the 
applied questionnaire. It is worth mentioning that 
by privacy, we mean freedom from prying eyes, 
watchers, and intruders

within the internet context.
Looking at the results presented in Table 3, 

we notice that 34% of the participants are used 
to placing personal infor- mation on the internet. 
Moreover, 43% of the participants do not know all 
their Facebook friends and followers on Twitter or 
Instagram in-person. Indeed, this represents a high 
indicator related to privacy violations. Also, nearly 
a third of the sample used to accept friendship re-
quests from people who were unsure if they knew 
them, and 57% accepted a second friend’s request 
from someone already on their friend list. 

This topic also shows that 24% of the partici-
pants could virtually meet people who knew noth-
ing about them. Addi- tionally, 23% of the partici-

taBLe III
resuLts of MeasurIng the LeveL of prIvacy faced daILy By the partIcIpants

Questions Yes No No Yes No % No Answer

Answer % %

You don’t know all your followers and friends on social media accounts. 988 856 468 43% 37% 20%

 Would you accept a friendship request from a person you are not sure
about?

657 1296 359 28% 56% 16%

 Would you accept a second friend request from someone who is already
in your friend

1312 541 459 57% 23% 20%

list?

Would you meet online friends in person if they ask you to do so? 553 1224 535 24% 53% 23%

 Have you ever participated in a chat with people using inappropriate
language?

620 1431 261 27% 62% 11%

Would you respond to messages from a person you do not know? 871 1060 381 38% 46% 16%

You haven’t ever checked out your accounts to look for a stranger. 1011 941 360 44% 41% 16%

Can internet users know your gender from your nickname? 1458 645 209 63% 28% 9%

Do you use your real name as a username for email and instant messag-
ing?

1418 646 248 61% 28% 11%

Have you ever sent your personal information without your permission? 152 1958 202 7% 85% 9%

 Have you ever submitted photos of yourself or your family without telling
your

287 2025 0 12% 88% 0%

parents?

 Do you know the personal information that is available to the public
online?

732 1171 409 32% 51% 18%

Are your photos on Instagram available to everyone? 726 1489 97 31% 64% 4%

Is your date of birth available in your public profiles? 554 1435 323 24% 62% 14%

Do you include your personal information (like phone numbers or ad-
dresses) in your

295 1800 217 13% 78% 9%

public profiles?

Average 776 1235 302 34% 53% 13%

Abdulrahman Alghamdi
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pants did not answer this question. Hence, 47% of 
the sample may not refuse to meet strangers via the 
internet. Moreover, 32% of the participants had part 
of their personal information available to the public 
(not only their friends). Also, 18% did not answer 
this question, which indicates a lack of awareness 
concerning privacy and the negative aspects that 
accompany it in the event of misuse of data or in-
formation.

A. Third topic: How safe is the use of technology by 
high school students?

Here we aimed to learn more about students’ 
behavior concerning information technology secu-
rity. Table 4 shows the results of consciousness of 
security, as obtained by participants’ answers to 
the applied questionnaire.

The results shown in Table 4 indicate that 42% 
of the study population had received messages re-
questing them to log in and do verification through 
one of their social media accounts, while 43% had 
not. These results also show that 73% of partici-
pants indicated that their passwords do not contain 
any information listed in their social media profiles. 
In this regard, the students showed a sense of se-
curity in using their passwords, as 64% changed 
their passwords regularly once a year and revealed 
little of their information while choosing usernames 

for their files. Regardless, the results also show that 
49% of students use the same username and pass-
word for multiple social media systems, which is 
a dangerous and wrong practice that makes them 
vulnerable to cyber threats.  It is relevant to mention 
here that students should be careful not to use the 
same username and password on multiple social 
media apps to protect against hacker interference.

It is also important to deal with messages con-
taining at- tached files, as it represents a threat 
to students, since 55% of students have shown 
a tendency to open attachments from strangers. 
This topic’s answers also showed a healthy signal 
(37%) of unexpectedly unlocking accessories from 
friends.  In this context, one of the most common 
ways a system’s security is compromised is by 
opening untrusted attachments. The scholars re-
flected inexperience in this aspect  of dealing with 
attachments.

Finally, the answers to this topic revealed a good 
understand- ing of the security situation among 
students, concerning most of the points with which 
they should be familiar. However,   a relevant por-
tion of the participants lacked sufficient security 
understanding of some threats they may face due 
to not chang- ing passwords frequently, opening 
untrusted attachments, or dealing with registration 
messages that could be electronic traps. Therefore, 
it confirms the necessity to work on educating stu-

taBLe Iv
resuLts of MeasurIng the LeveL of securIty faced By the partIcIpants

1 Have you opened attachments to messages from total strangers? 1277 686 349 55% 30% 15%

2 Would you open an attachment to a message that you were NOT expecting 
from

853 853 606 37% 37% 26%

a friend?

3 Have you ever received messages requesting verification through one of your 968 992 352 42% 43% 15%

social media accounts?

4 Have you kept your password unchanged during the last year? 628 1491 193 27% 64% 8%

5 Does your password contain general words or phrases or place names? 661 1372 279 29% 59% 12%

6 Does your password contain any information that is available in your social 346 1689 277 15% 73% 12%

media profile?

7 Do you use the same login information (username and password) for multiple 1122 861 329 49% 37% 14%

social media accounts?

Cyberthreats Facing High School Students and Methods of Addressing them
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dents more broadly about the subject of electronic 
security, its objectives, and the negative points to 
produce a conscious society that is ready to deal 
with the increasing variety of electronic threats.

 
v. concLusIons

In this work, we evaluated the knowledge and 
skills of secondary school students from all 13 
provinces of Saudi Arabia in dealing with threats 
and risks in the context of internet use focused on 
information security. The number of students from 
all the administrative regions in Saudi Arabia who 
participated in this study was 2,312.

In conclusion, it would appear that there is a 
lack of awareness concerning privacy and the 
negative aspects that accompany it in the event 
of misuse of data or information. A large number 
of students are unaware of other cybersecurity 
threats. The findings of this study showed that 49% 
of students use the same username and password 
for multiple social media systems, which is a dan-
gerous and wrong practice that makes them vul-
nerable to cyber threats. In summary, this paper 
argued that the majority of students were aware 
about cybersecurity, but the danger that the mi-
nority of participants might face cannot be ig-
nored.

Thus, this study also concluded with a set of 
recommenda- tions. Our findings are summarized 
below:
·	 To invest in the education of family and 

community members about the concept of 
cybersecurity and its role in their lives, as well 
as the procedures that individuals must follow 
to protect themselves and their families from 
electronic crimes.

·	 To conduct media campaigns directed at 
spreading the culture of cybersecurity with 
the participation of influential celebrities on 
social networking sites who are responsible 
and carry on their shoulders the banner of 
patriotism in delivering positive content to 
members of their community. They are simple 
and quick ways to reach out to young people 
in particular.

·	 To involve specialized bodies such as the 
National Cy- bersecurity Authority and the 
Federation of Cybersecurity and Programming 
in issuing policy guides and legislation to 
protect students from cybersecurity risks 
and publishing them using the most effective 
means of communication.

·	 To conduct a virtual reality that simulates 
cyber-attacks and social engineering, such 
as sending phishing messages to students, 
educating them about the methods and 
means used by hackers, and familiarizing 
them with ways to deal with them.

·	 The effectiveness of a training program 
directed at student counselors to develop 
their counseling skills in cybersecurity.
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