
144

The Effect of Applying Information Security Awareness Concept of 
MOH Employees on Cybersecurity Department – Ministry of Health 
–Riyadh
Mohammed Masaad ALotibi1*, and Abdulrahman Abdullah Alghamdi2

1 Ministry of Health, Riyadh, Saudi Arabia.
2 Department of Computer Science, College of Computing and information Technology, Shaqra, Saudi Arabia.

Received 09 Aug. 2022; Accepted 14 Sept. 2022; Available Online 15 Oct. 2022

Abstract
The proposed study focuses on the effect of applying the concept of information security awareness of MOH 

employees on the cybersecurity department at the Ministry of Health in Riyadh. The researcher used the de-
scriptive analytical method in order to achieve the study objectives and used a questionnaire for collecting data. 
The study sample consisted of around (430) of MOH employees. The results of the study showed a high level of 
agreement on answering its questions. The study yielded numerous recommendations; it stressed that spread-
ing the culture of awareness on the importance of personal information, through holding workshops, is consid-
ered as the most effective way to reduce cybersecurity risks. Also, it showed that the cybersecurity department 
is keen to develop guidelines to be followed by employees in order to limit the sharing of personal information 
and that paramount importance should be attached to the human element by familiarizing it with the tricks used 
by cybercriminals. In addition, the cybersecurity department is keen to create an electronic archive that includes 
monitoring and recording of cybersecurity incidents and should encourage employees to view this archive 
and consider it as a means of exchanging knowledge and raising awareness. Moreover, it is imperative to use 
the contribution of information security experts in order to design awareness programs. In addition, advanced 
technical training should be directed to employees to keep pace with the rapid development in methods and 
techniques of information crime. The researcher achieved various design of training and education program.
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I. IntroductIon

The current era is characterized by great 
developments in the field of information and 
communication technology, which have become 
a major axis of development in any country and 
indicate that we are now living in the information 
society, or the information era.

On the negative side, this development 
contributes to the creation of a group of world 
crimes called “Cybercrime”, [1]. Cybercrime refers 
to a wide range of crimes that share in one feature 
that is they use digital technology and computers 
as tools, and the digital environment as a field for 
their practice. 
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of this type of cyber-attack is an important first step 
to confront these threats [5].

Employees are the key stakeholders in the 
Ministry of Health (MOH); thus, it is extremely 
important for the cybersecurity department to 
prioritize their security level. As such, employees 
awareness remains a dominant phenomenon in 
improving information security because it improves 
cybersecurity for the whole organization, both 
in the technical sense, and by reducing risks. To 
incorporate these two functions, cybersecurity 
professionals have shifted their concern towards 
understanding both the information security 
awareness of security planning interventions 
that they use, and the systematic assessment of 
prevention delivery [6], [7]. This study has been 
ethically approved by the Saudi Ministry of Health 
under number ( 22-25 M).

Hence, the study came to identify the 
effectiveness of information security awareness in 
reducing risks of cybercrime from the viewpoint of 
the employees of the Ministry of Health in Riyadh.

II. Study Problem

Data exchange in all activities has become 
the hallmark of the twenty-first century society, 
moreover, the evaluation of organizations is 
related to the volume of information they possess, 
so the important aspect should not be obtaining 
information only, but rather protecting it from all 
attacks [8]. Despite the emergence of various 
systems and different mechanisms of protection 
with the aim of solving security problems, installing 
newest or latest applications showed that there 
is no guarantee to the complete protection of the 
system, as the critical element is the individual 
and not the device. [8]. On the other hand, 
cybercriminals have become more technologically 
efficient, as they use smarter deception methods 
to create and implement fraud and perpetrate 
cybercrime, and thus employees need to be more 
educated and knowledgeable regarding threats 
and vulnerabilities on the internet, as they are the 
most targeted category by cybercriminals. 

Therefore, the study problem can be formulated 
in the following question: What are the effects 

The digital environment means the use 
of information technology to transform the 
methodology of work, so that patient care includes 
the use of technologies such as Telehealth, 
predictive analytics, and artificial intelligence” [2]. 
The term “Cybercrime” is now used in the sense 
of referring to criminal activities that take place 
through: Electronic media such as hacking and 
malicious viruses breaching information security.

Cybersecurity is a wide international concern, it 
is associated with multi dimensions such as politics, 
national security, business, finance, reputation, 
country infrastructure and even more such as 
personal psychological issues related to digital 
bullying, digital blackmail, identity theft, spying 
and theft of finical assets. In the coming near future 
the information will be more valuable than cash, 
and the cybersecurity in any organization has its 
duty to defend and predict, recover, learn, report 
and educate for every single attack or system 
vulnerability [3]. One of the largest organizations 
in the Kingdom of Saudi Arabia is the Ministry 
of Health (MOH), it contains lots of sensitive 
information related to patients medical information, 
and staff personal information either medical and 
nonmedical, electronic transmission of other data 
required from other systems such as hospitals and 
health care centers, monitoring many diseases, 
especially infectious diseases [4].

Although large organizations have the technical 
means to protect their information security, they still 
routinely fall victim to cybercrime, and therefore 
providing employees with adequate knowledge 
about the increased possibility of this type of 
cyber-attack is an important first step to confront 
these threats. Examples include intentional acts of 
extortion, by using the information of the organization 
to blackmail it in order to achieve personal interests, 
as if someone in the organization obtained sensitive 
information and threatens to publish this information. 
Acts of intentional sabotage is another example. 
This type of threat arises from the presence of an 
individual or individuals within the organization who 
want to sabotage or destroy a computer system, or to 
perform acts harmful to the organization's information 
assts, and therefore providing employees with 
adequate knowledge about the increased possibility 
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of applying the concept of information security 
awareness of employees on the cybersecurity 
department?.
Study Objectives:
·	 Measuring the level of awareness among 

MOH employees.
·	 Study the correlation between the importance 

of awareness and cybersecurity department 
improvement.

·	 Explore the deferent types of awareness and 
how to be effective in reducing risks.

·	 Knowledge of deferent ways of predictions 
of threats & best time of the cybersecurity 
professional’s interventions.

·	 Design best cybersecurity education and 
awareness program.

III. Study QueStIonS

-Q1: What are the effects of applying the concept 
of information security awareness of employees on 
the cybersecurity department?
-Q2: How do the Ministry of Health employees 
evaluate the cybersecurity department?
-Q3: Do employees understand the relationship 
between information security awareness and 
cybersecurity?
-Q4: What aspects of information security 
awareness affect cybersecurity department the 
most?

IV. lIterature reVIew

Concept of Information Security
The concepts presented by the researchers 

differed with regard to the concept of information 
security, and among these definitions of information 
security it is defined as “protecting information from 
unauthorized access” [9].

In another definition of information security, it is 
defined as “maintaining confidentiality, availability 
and integrity of information in the stages of 
processing, preservation and transmission, and this 
is achieved through the actual application of security 
policies and through the promotion of awareness, 
learning and training” [10].

It is noted from the previous definition of the 
concept of information security that it is achieved 
through security measures and combating all forms 
of information abuse through training and learning 
[11]. In another definition of information security, it 
is “those policies, procedures and vision that are 
designed, customized then implemented at various 
levels, institutional and individual, which aim to 
achieve the various elements of maintenance and 
protection that ensure confidential information or 
reliability, safety and availability when needed.” 
[12]. Through the previous definitions, we find that 
the concept of information security includes a wide 
range of practices, tools and concepts closely 
related to information security and technology, all of 
which focus on the following axes [6]:

1. Protection of information from any damage, 
whether the source of this damage is people 
(hacker) or programs (harmful viruses), and 
whether this damage was intentional or by 
unintended error.

2. Protecting information from unauthorized 
access to such information.

3. Protecting the facility's ability to continue 
and perform its business in the best possible 
way.

4. Protecting the information systems and 
programs to ensure that they operate in the 
organization at the most secure level.

The Importance of Information Security
The importance of information security stems 

from the globalization and comprehensiveness 
of information, as it is used by everyone, without 
exception, countries, companies, individuals, 
and therefore penetration of this information is 
a goal shared by those parties, and sometimes 
information is the difference between profit and loss 
for organizations, with the increase in the amount 
of information, the problem is not in obtaining data 
and converting it into information that can be used 
to meet the needs of decision makers, but also 
countermeasures to achieve security against any 
potential breaches of information systems [7].
In determining the importance of information 
security, the following points were noted [13]:

1. Protection of the important information 
assets of the facility, such as data centers, 
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databases, servers, local information, 
application programs and information 
storage devices (storage devices).

2. The business need of institutions for 
information, which constitutes the real 
wealth of these organizations, and electronic 
commerce is a good example of that.

3. The need for beneficiaries of electronic 
services to protect their information. For 
example: e-health services in which patients' 
health information is received electronically.

4. The spread of electronic services such as 
e-government services, e-procurement, 
distance learning and other services 
obtained electronically.

5. The abundance and diversity of information 
threats.

6. The spread of electronic attacks such as: 
network penetration, destruction of systems, 
and the emergence of computer viruses.

Human Information Security Threats
Threats to information security related to 

individuals working within the organization whose 
details of work are related to dealing with information 
systems include the following: 

First: the wrong behavior of the employees" 
unintended actions"

This type of threat is the result of unintended 
actions of those dealing with the organization's 
information systems, as their mistakes lead to 
problems when they deal with the organization's 
information systems. This is due to lack of 
experience or lack of sufficient training to deal with 
these systems. Examples of these errors include 
disclosing organization's data, entering wrong 
data, accidentally deleting or modifying data, or 
storing data in incorrect locations. For example, 
storing data that is supposed to be viewed only 
by specific people, and is stored in a wrong way 
that can be viewed by anyone  [14]. Study [15] 
showed that although some individuals have 
sufficient awareness of cyber threats, they may not 
adequately apply preventive measures.

Second: intentional actions
They are threats whose main aim is to harm the 

organization and its information systems. These 
acts include several forms, including [16]:

1. Acts of intentional infringement: This occurs 
when one of the employees of the organization 
who is not authorized to access specific 
information the organization is working to 
protect, and these acts negatively affect the 
confidentiality and privacy of information in 
the organization.

2. Intentional acts of extortion: by using the 
information of the organization to blackmail 
it in order to achieve personal interests, as 
if someone in the organization obtained 
sensitive information and threatens to publish 
this information.

3. Acts of intentional sabotage: This type of threat 
arises from the presence of an individual or 
individuals within the organization who want 
to sabotage or destroy a computer system, or 
to perform acts harmful to the organization's 
information assets.

As indicated by the study [17], a cybersecurity 
policy should be developed, in addition to 
cybersecurity risk assessment, and ongoing 
monitoring for user activity.

It is clear from the above that the absence of an 
information security policy in the organization, such 
as keeping additional copies of the information and 
software owned by the organization, will lead to the 
incurring of clear expenses and losses related to 
the time, effort and money spent to re-establish a 
new information system.

Information Security Awareness
In order to promote a culture of cybersecurity, 

all organizations need to focus on some fields, the 
most important of which are [18]:
First: Cybersecurity Training

Employees are one of the main sources of 
cybersecurity risk as it turns out that the reason 
for the success of many cybersecurity attacks that 
occurred in companies is that employees make 
mistakes such as unintentionally downloading 
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malware or responding to a phishing attack, 
that is why cybersecurity training is an essential 
component of any program. For cybersecurity, 
the best technical controls over security systems 
can be quickly breached due to lack of awareness 
by employees of cybersecurity risks. Thus, 
organizations must conduct analysis to determine 
where skills gap and vulnerabilities exist, and to 
develop and deliver training in these areas. This 
training should be directed at all managers and 
employees to ensure that they are aware of the 
latest threats and are able to conduct business in a 
safe manner as possible [19].

Second: Regular Auditing and Documentation
To identify weaknesses in information network 

infrastructure, process flow, and internal security 
to ensure data is secured once vulnerabilities are 
identified. The steps to be taken are documented 
to mitigate any potential downtime due to cyber-
attacks [20].

Cybersecurity Awareness Campaign
Personal Factors and Awareness

The lack of awareness of the importance 
of information security leads employees in the 
company to not secure the information properly. 
This makes information more vulnerable to attacks. 
Some employees may be careful to secure their 
information, but some employees may not take the 
right approach. In addition, some employees may 
use company resources for their own personal use. 
For example, employees use the company's e-mail 
for personal communications, and some companies 
give mobile phones to some of their employees who 
use them for their personal communications. Some 
people may not own a personal computer and they 
might use the company-provided laptop or other 
device for everything including running personal 
software, leaving the application running and go 
away from office, or sending detailed information 
over the internet by emails and other means. So, 
employees should be careful not to confuse their 
personal life with their jobs. This requires that the 
company explains this matter to the employees 
and most importantly to make work rules and ethics 

clear to all employees and to increase employees 
awareness of information security [21].

Study [22] indicated the necessity of training 
individuals to acquire and master the skills 
necessary to exchange knowledge and benefit 
from information systems.

Cultural Factors and Awareness
Cultural factors are among the most important 
factors that should be taken with high consideration 
when designing any information security awareness 
messages. Therefore, it is necessary to take 
into account the extent to which the awareness 
message matches the prevailing culture among 
employees in order to achieve the positive impact 
of awareness messages [23].

Success Factors for Cyber Security Awareness
In order for the awareness campaign to 

succeed, it is necessary to take into account not 
only teaching employees new skills in effective and 
correct dealing with the internet, but also motivating 
employees to increase their capabilities with regard 
to the knowledge that they must possess when 
dealing with the Internet [24].

Views vary about security awareness campaigns 
and their impact on individuals awareness, and 
the extent to which they achieve safe use on the 
internet, and despite the provision of all possibilities 
for the success of security awareness, the 
presence of some shortcomings in the procedures 
may result in failure on achieving the objectives of 
security awareness, on the other hand. There may 
be no interest in measuring the impact of security 
awareness campaigns on employees in changing 
employee behaviors towards safe use of the 
internet.

In order for the awareness campaign to succeed, 
some common mistakes must be avoided which 
lead to the awareness campaign not having any 
positive impact on the behavior of individuals. The 
first of these errors is the insufficient understanding 
of security awareness, and secondly exaggeration 
of expectations for the impact of the awareness 
campaign. The third is the lack of effective participation 
of employees in the awareness campaign. The fourth 
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is not evaluating awareness programs and their 
success in making a positive impact on the behavior 
of individuals. Fifth is the dispersion in the objectives 
of the awareness campaign, not focusing on a 
specific aspect of the threat, and providing adequate 
training to confront this threat [25].

V. methodology and data collectIon

The descriptive analytical approach was used 
to suit this study. The descriptive approach is 
related to the study of the problems related to the 
humanities. The current study population includes 
all employees of the Ministry of Health in Riyadh. 
A random sampling method was used, and the 
study sample consisted of (430) individuals. A 
questionnaire has been used to gather and collect 
data from the study sample individuals. 

The questionnaire was divided into two 
parts, first where individuals are asked about 
their demographic information, the second is 
the study questions and was divided into four 
sections. Participants will be asked to fill out 
a written questionnaire electronically that will 
include statements about the effect of applying the 
concept of information security awareness of MOH 
employees on the cybersecurity department.
Data was analyzed using software (SPSS version 20).

Reliability of the Questionnaire
The questionnaire was presented to reviewers 

from the faculty members at Shaqra University 
to ensure the validity and reliability of the 
questionnaire’s paragraphs, and it was approved 

after making modifications to some of the 
paragraphs and reformulating others.

The researcher distributed the questionnaire 
to an exploratory sample of the study sample in 
order to obtain feedback about the questionnaire in 
general before the questionnaire was distributed in 
its final form, and the internal consistency coefficient 
(Cronbach's alpha) was extracted. The following 
table shows the stability coefficients of the study tool.

Table I presents that the values of reliability 
coefficients are positive with the convergence of 
values for each axis, where it reached its highest 
limit for phrases third axis (0.861) and a minimum of 
phrases fourth axis (0.823), while the total reliability 
coefficient general reached (0.877), a corroborative 
treatment that reassures the researcher the 
availability of a high degree of reliability in addition 
to determining the validity.

Personal Data of the Study Sample
The researcher used percentages and 

frequencies to identify the distribution of study 
sample members according to personal variables, 
and the results were as shown in the following table.

Table II shows distribution of the study sample, 
the largest percentage in gender was males and 
amounted to (318) which equals 74.0% and the lowest 
percentage was females and amounted to (112) which 
equals 26.0%. In addition, it shows that the largest 
percentage in age was the age category 36-45 years 
and amounted to (234) which equals 54.42% and the 
lowest was the age category 18-25 and amounted 
to (22) which equals 5.12%. The largest percentage 

table I
cronbach’S alPha coeffIcIent to meaSure relIabIlIty

Cronbach’s AlphaNumber of statementsStudy axes

0.84461. What are the effects of applying the concept of information security awareness of 
employees on the cybersecurity department?

0.83662. How do employees at the Ministry of Health evaluate the cybersecurity department?

0.86163. Do employees understand the correlation between information security awareness 
and cybersecurity?

0.82364. What aspects of information security awareness affect cybersecurity department 
the most?

0.87724Reliability coefficient General
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in nationality was the Saudi and amounted to (416) 
which equals 96.7% and the lowest percentage 
was Non-Saudi and amounted to (14) which equals 
3.3%. As for the educational qualification, the largest 
percentage was bachelor and amounted to (223) 
which equals 51.86% and lowest was secondary or 
equivalent and amounted to (16) which equals 3.72%. 
in the job category, the largest percentage was 
health allied professionals and amounted to (126) 
which equals 29.30% and lowest was physician and 
amounted to (25) which equals 5.81. With reference to 
years of experience, the largest percentage was (15 
years and more) and amounted to (145) which equals 
33.72% and the lowest was (less than 5 years) and 
amounted to (62) which equals 14.42%.

The following tables shows the demographic 
characteristics of the study sample.

table II
PerSonal data of the Study SamPle

Gender N %

Male 318 74.0

Female 112 26.0

Total 430 100%

Age N %

18-25 22 5.12

35 – 26 119 27.67

45 – 36 234 54.42

60 – 46 55 12.79

Total 430 100%

Nationality N %

 Saudi 416 96.7

 Non Saudi 14 3.3

Total 430 100%

Educational Qualification N %

Secondary or equivalent 16 3.72

Diploma 94 21.86

Bachelor 223 51.86

Postgraduate 97 22.56

Total 430 100%

Job category N %

 Physician 25 5.81

 Nursing 64 14.88

Administrative 118 27.44

Pharmacists 41 9.53

Health allied professionals 126 29.30

 Other 56 13.02

Total 430 100%

Years of Experience N %

Less than 5 years 62 14.42

From 5 to less than 10 years 87 20.23

From 10 to less than 15 years 136 31.63

years and more 15 145 33.72

Total 430 100%

 

The following tables shows the demographic characteristics of the study sample. 
TABLE III 

DISTRIBUTION OF STUDY SAMPLE ACCORDING GENDER; 

Gender N % 

Male 318 74.0 

Female 112 26.0 

Total 430 100% 

 
The above table shows distribution of the study sample according to gender shows that the largest 

percentage were the male and they numbered (318) by an equal 74.0% and the lowest percentage were female 

and their number (112) by an equal 26.0%. Fig. 1 shows these ratios. 

 

 

 

 

 
 
 
 
 
 
 
 
 
 

Fig. 1 Distribution of study sample according to gender. 
 
 
 

 
 
 
 
 
 
 

Gender

0.00%
10.00%
20.00%
30.00%
40.00%
50.00%
60.00%
70.00%
80.00%

Gender 74.00% 26.00%

Male Female

Fig. 1 Distribution of study sample according to gender.

table III
dIStrIbutIon of Study SamPle accordIng gender

Gender N %

Male 318 74.0

Female 112 26.0

Total 430 100%

The above table shows distribution of the study 
sample according to gender shows that the largest 
percentage were the male and they numbered (318) 
by an equal 74.0% and the lowest percentage were 
female and their number (112) by an equal 26.0%. 
Fig. 1 shows these ratios.
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The above table shows distribution of the study 
sample according to Qualification shows that 
the largest percentage were Bachelor and they 
numbered (223) by an equal 51.86% followed 
Postgraduate and they numbered (97) by an equal 
22.56% followed Diploma and they numbered (94) 
by an equal 21.86%. and lowest were Secondary 
or equivalent and they numbered (16) by an equal 
3.72%. Fig. 4 shows these ratios.

table IV
dIStrIbutIon of Study SamPle accordIng to age

Age N %

18-25 22 5.12

35 – 26 119 27.67

45 – 36 234 54.42

60 - 46 55 12.79

Total 430 100%

 

TABLE IV 
DISTRIBUTION OF STUDY SAMPLE ACCORDING TO AGE; 

 

Age N % 

18-25 22 5.12 

26 – 35 119 27.67 

36 – 45 234 54.42 

46 - 60 55 12.79 

Total 430 100% 

 
The above table shows distribution of the study sample according to age shows that the largest percentage 

were age category 36-45 years and they numbered (234) by an equal 54.42% followed age category 26-35 

years and they numbered (119) by an equal 27.67% followed age category 46-60 years and they numbered 

(55) by an equal 12.79%. and lowest were age category 18-25 and they numbered (22) by an equal 5.12%. 

Fig. 2 shows these ratios. 

 

 

 

 

 

 
 
 
 
 
 
 

Fig. 2 Distribution of study sample according Age. 
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Fig. 2 Distribution of study sample according Age.

 

TABLE V 
DISTRIBUTION OF STUDY SAMPLE ACCORDING TO NATIONALITY; 

Nationality N % 

Saudi  416 96.7 

Non-Saudi  14 3.3 

Total 430 100% 

 
The above table shows distribution of the study sample according to nationality shows that the largest 

percentage were the Saudi and they numbered (416) by an equal 96.7% and the lowest percentage were Non-

Saudi and their number (14) by an equal 3.3%. Fig. 3 shows these ratios. 

 

 

 

 

 

 
 
 
 
 
 
 

 
 

Fig. 3 Distribution of study sample according to Nationality. 
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Fig. 3 Distribution of study sample according to Nationality.

table VI
dIStrIbutIon of Study SamPle accordIng QualIfIcatIon

Qualification N %

Secondary or equivalent 16 3.72

Diploma 94 21.86

.Bachelor 223 51.86

Postgraduate 97 22.56

Total 430 100%

table VII
dIStrIbutIon of Study SamPle accordIng Job category;

Job category N %

 Physician 25 5.81

 Nursing 64 14.88

Administrative 118 27.44

Pharmacists 41 9.53

Health allied professional 126 29.30

 Other 56 13.02

Total 430 100%

The above table shows distribution of the study 
sample according to age shows that the largest 
percentage were age category 36-45 years and they 
numbered (234) by an equal 54.42% followed age 
category 26-35 years and they numbered (119) by 
an equal 27.67% followed age category 46-60 years 
and they numbered (55) by an equal 12.79%. and 
lowest were age category 18-25 and they numbered 
(22) by an equal 5.12%. Fig. 2 shows these ratios.

table V
dIStrIbutIon of Study SamPle accordIng to natIonalIty

Nationality N %

 Saudi 416 96.7

 Non-Saudi 14 3.3

Total 430 100%

The above table shows distribution of the 
study sample according to nationality shows that 
the largest percentage were the Saudi and they 
numbered (416) by an equal 96.7% and the lowest 
percentage were Non-Saudi and their number (14) 
by an equal 3.3%. Fig. 3 shows these ratios.
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Statistical Analysis of Study Questions
First question (What are the effects of applying 
the concept of information security awareness 
of employees on the cybersecurity department?)

Table IX shows the first question phrases, it 
turns out that the overall mean of all statements 
is (4.32) and this value according to the relative 
weight criterion indicates a very high degree, which 
means very high level of agreement by the majority 
of the study sample individuals on the determinants 
to first question, and the results show that there 
is a discrepancy in the sample study members 
agreement of the statements related to the first 
question, and the overall mean indicates a very 
high level of agreement on the study instrument.

It is clear from the answers to the first question 
of the study the importance of applying the 
concept of information security awareness among 
employees and the extent of its positive impact on 
the cybersecurity department. This effect is illustrated 

Fig. 4 Distribution of study sample according to Qualification.

The above table shows distribution of the study 
sample according to job category shows that the 
largest percentage were Health allied professional 
and they numbered (126) by an equal 29.30% 
followed Administrative and they numbered (118) 
by an equal 27.44% followed Nursing and they 
numbered (64) by an equal 14.88%.followed other 
jobs  and they numbered (64) by an equal 14.88%. 
followed Pharmacists  and they numbered (41) by 
an equal 9.53%.and lowest were Physician and 
they numbered (25) by an equal 5.81 Fig. 5 shows 
these ratios.

table VIII
dIStrIbutIon of Study SamPle accordIng to yearS of exPerIence;

Years of Experience N %

Less than 5 years 62 14.42

From 5 to less than 10 years 87 20.23

From 10 to less than 15 years 136 31.63

years and more 15 145 33.72

Total 430 100%

The above table shows distribution of the study 
sample according Years of Experience shows that 
the largest percentage were (15 years and more) 
and they numbered (145) by an equal 33.72% 
followed (From 5 to less than 10 years) and they 
numbered (136) by an equal 31.63% followed 
(From 5 to less than 10 years) and they numbered 
(87) by an equal 20.23%..and lowest were )Less 
than 5 years) and they numbered (62) by an equal 
14.42 Fig. 6 shows these ratios.

 

TABLE VI 
DISTRIBUTION OF STUDY SAMPLE ACCORDING QUALIFICATION; 

Qualification N % 

Secondary or equivalent 16 3.72 

Diploma 94 21.86 

Bachelor. 223 51.86 

Postgraduate 97 22.56 

Total 430 100% 

 
The above table shows distribution of the study sample according to Qualification shows that the largest 

percentage were Bachelor and they numbered (223) by an equal 51.86% followed Postgraduate and they 

numbered (97) by an equal 22.56% followed Diploma and they numbered (94) by an equal 21.86%. and 

lowest were Secondary or equivalent and they numbered (16) by an equal 3.72%. Fig. 4 shows these ratios. 

 

 

 

 

 

 
 
 
 
 
 
 

 
 

Fig. 4 Distribution of study sample according to Qualification. 
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table Ix
StatIStIcal analySIS of the fIrSt QueStIon PhraSeS 

S Statements Mean Std. deviation

6  Enhance employee awareness regarding the dangers of unknown links when
browsing websites on the internet 4.56 0.799

5 Unintentionally downloading malware leads to information security breaches 4.55 0.749

1  I always check every email I receive, especially those that contain links or attached
files 4.46 0.803

3 I am careful about posting any personal information about myself on social media 4.46 0.846

4 I am interested in learning everything related to information security through contin-
uous reading 4.08 0.972

2 Employees are always keen to reporting any information hacking incidents 3.83 1.329

Overall Mean 4.32
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by the role played by the cybersecurity department 
in promoting awareness among employees, and 
this interpretation is supported by the fact that the 
majority of the study sample are highly aware of the 
importance of caution when browsing on websites, 
avoiding anonymous links, and checking email 
messages well, especially if they contain attached 
files, and not post any personal information on social 
media.

Second question (How do cybersecurity 
department view the MOH facility in question?)

Table X shows the Second question phrases. 
It turns out that the overall mean of all statements 
is (3.48) and this value according to the relative 
weight criterion indicates a high degree, which 

means high level of agreement by the majority of 
the study sample individuals on the determinants 
to second question, and the results show that there 
is a discrepancy in the sample study members 
agreement of the statements related to the second 
question, and the overall mean indicates a high 
level of agreement on the study instrument.

It is clear from the answer to the second 
question of the study that the view of the majority 
of the study sample towards the cybersecurity 
department is that it achieves three basic elements 
of cybersecurity, which are:

The technical component, represented in the 
existence of database protection systems that prevent 
unauthorized persons from entering the systems.

The human element, it is represented in the 

 

TABLE VIII 
DISTRIBUTION OF STUDY SAMPLE ACCORDING TO YEARS OF EXPERIENCE; 

Years of Experience N % 

Less than 5 years 62 14.42 
From 5 to less than 10 years 87 20.23 

From 10 to less than 15 years 136 31.63 
15 years and more 145 33.72 

Total 430 100% 

 
The above table shows distribution of the study sample according Years of Experience shows that the 

largest percentage were (15 years and more) and they numbered (145) by an equal 33.72% followed (From 

5 to less than 10 years) and they numbered (136) by an equal 31.63% followed (From 5 to less than 10 years) 

and they numbered (87) by an equal 20.23%..and lowest were )Less than 5 years) and they numbered (62) 

by an equal 14.42 Fig. 6 shows these ratios. 

 

 

 

 

 

 
 
 
 
 
 
 

 
Fig. 6 Distribution of study sample according to Years of Experience. 
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TABLE VII 
DISTRIBUTION OF STUDY SAMPLE ACCORDING JOB CATEGORY; 

Job category N % 

Physician  25 5.81 
Nursing  64 14.88 

Administrative 118 27.44 
Pharmacists 41 9.53 

Health allied professional 126 29.30 
Other  56 13.02 

Total 430 100% 

 
The above table shows distribution of the study sample according to job category shows that the largest 

percentage were Health allied professional and they numbered (126) by an equal 29.30% followed 

Administrative and they numbered (118) by an equal 27.44% followed Nursing and they numbered (64) by 

an equal 14.88%.followed other jobs  and they numbered (64) by an equal 14.88%. followed Pharmacists  

and they numbered (41) by an equal 9.53%.and lowest were Physician and they numbered (25) by an equal 

5.81 Fig. 5 shows these ratios. 

 

 

 

 

 

 
 
 
 
 
 
 

 
Fig. 5 Distribution of study sample according Job category. 
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keenness of the cybersecurity department to provide 
employees with knowledge about the safe use of 
modern technological devices, especially those 
devices that are related to information security 
penetration.

The procedural component, the cybersecurity 
department determines the rules for the use of 
e-mail.
Third question (Do employees understand 
the relationship between information security 
awareness and cybersecurity?)

Table XI shows the third question phrases. It 
turns out that the overall mean of all statements 
is (4.17) and this value according to the relative 
weight criterion indicates a high degree, which 

means high level of agreement by the majority of 
the study sample individuals on the determinants 
to third question, and the results show that there 
is a discrepancy in the sample study members 
agreement of the statements related to third 
question, and the overall mean indicates a high 
level of agreement on the study instrument.

It is clear from the answer to the third question 
of the study that the viewpoint of the majority of the 
study sample individuals towards the employees’ 
awareness of information security and cybersecurity 
is in of high degree, and the most important 
indicators of this are: the realization of the majority 
of the study sample individuals that granting 
information access to the wrong person can lead 
to the leakage of this information, also the lack of 

table x
StatIStIcal analySIS of the Second QueStIon PhraSeS 

S Statements Mean Std. deviation

7  The cybersecurity department sets instructions for the use of e-mail to reduce the
occurrence of security breaches 3.74 1.315

9  has database protection systems that prevent unauthorized persons The Ministry
entering the systems from 3.57 1.291

8 The Ministry uses the latest technologies in security programs to prevent any infor-
mation security breaches 3.56 1.310

12 In the past, data breach occurred due to staff misuse 3.42 1.181

11
 The cybersecurity department is keen to provide employees with knowledge about
 the safe use of modern technological devices, especially those related to information
security breaches 3.42 1.319

10  The Ministry has database protection systems that prevent unauthorized persons
from entering the systems 3.17 1.336

Overall Mean 3.48

table xI
StatIStIcal analySIS of the thIrd QueStIon PhraSeS 

S Statements Mean Std. deviation

17  Getting the information to the wrong person this could lead to leakage of this
information 4.51 0.682

13  The employee’s lack of understanding of information security contributes to
the penetration of the information systems in the ministry 4.47 0.832

16 I am careful about not to open any anonymous emails 4.46 0.761

14 Be careful not to send any personal data through text messages or email 4.34 0.899

15 Employees access to social media during office hours increases the occur-
rence of information security breaches 4.01 1.051

18  The majority of employees have sufficient awareness of the importance of
cybersecurity 3.24 1.322

Overall Mean 4.17
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employee's understanding of information security 
contributes to the occurrence of a penetration of 
information systems, and it was also found that the 
majority of the study sample individuals are aware 
of the danger of opening any anonymous e-mails, 
as this may result in a penetration of information 
systems. Despite these indicators that show a 
high degree of employee knowledge of information 
security, the previous results also indicate a medium 
degree towards the degree of employee awareness 
of the importance of cybersecurity. The researcher 
concludes that the degree of awareness is high, yet 
the majority of employees have less awareness of 
the importance of cybersecurity.

Fourth question (What aspects of information 
security awareness affect the cybersecurity 
department the most?)

Table XII shows the fourth question phrases. 
It turns out that the overall mean of all statements 
is (4.49) and this value according to the relative 
weight criterion indicates a very high degree, which 
means very high level of agreement by the majority 
of the study sample individuals on the determinants 
to fourth question, and the results show that there 
is a discrepancy in the sample study members 
agreement of the statements related to fourth 
question, and the overall mean indicates a very 
high level of agreement on the study instrument. 

It is clear from the answer to the fourth question 
of the study that the viewpoint of the majority of the 
study sample individuals towards the most important 
aspects of information security awareness that have 
the most impact on the cybersecurity department 

are the awareness of the dangers of anonymous 
links, awareness of the negative effects resulting 
from information security penetration, continuous 
updating of awareness activities in proportion 
to continuous updating for information security 
penetration methods, provision of training on the 
safe use of the internet, and motivating employees 
to increase their knowledge regarding information 
security. The researcher concludes from the 
previous results that cybersecurity practices are 
applied at a good level, and they also contribute 
to increasing awareness of cybersecurity and 
realizing the importance of the information they deal 
with and their responsibility towards protecting it.

In order to determine the extent of the 
difference in the attitudes of the study sample 
individuals towards the study questions according 
to the differences in their personal and functional 
variables, T-test and ANOVA were performed, as 
shown in the following tables.

It is clear from Table XIII that there are 
statistically significant differences towards the first 
question, and the differences are in favor of the 
male category versus the female category.

It is clear from Table XIV that the (F) value was 
statistically significant towards the second question, 
and the differences were in favor of the age group 
(18-25) versus the age group (36-45), which means 
that the age group (18-25) was the most agreeable 
to cybersecurity department, and in contrast the 
age group (36-45) was least agreeable.

It is clear from Table XV that there are statistically 
significant differences towards the third question, and 
the differences are in favor of the Saudis category 

table xII
StatIStIcal analySIS of the fourth QueStIon PhraSeS 

S Statements Mean Std. deviation

22  Awareness of employees about the dangers of anonymous links as they constitute a
threat of breach of information security 4.57 0.699

20  Educate employees about some of the risks resulting from information security
breach 4.54 0.694

23  Reviewing and evaluating awareness activities every period of time in line with the
development in information security penetration methods 4.53 0.711

21 Awareness of how to distinguish between safe and unsafe applications 4.48 0.810
19 Training on how to safe browsing on the internet 4.42 0.803
24 Motivating employees to collect new information in the field of information security 4.42 0.843

Overall Mean 4.49

The Effect of Applying Information Security Awareness Concept of MOH Employees



156

JISCR 2022; Volume 5 Issue (2)

table xIII
the reSultS of the t-teSt to fInd the dIfferenceS In the anSwerS

of the Study SamPle IndIVIdualS about the Study
QueStIonS accordIng to the gender VarIable

Study Questions Gender N Mean Std. Deviation T value Sig.

Q1: What are the effects of applying the concept of informa-
 tion security awareness of employees on the cybersecurity
department?

Male 330 4.37 0.535
2.940 0.006

Female 318 4.18 0.703

 Q2: How do employees at the Ministry of Health evaluate the
cybersecurity department?

Male 112 3.58 1.001
3.258 0.011

Female 318 3.21 1.123

 Q3: Do employees understand the relationship  between
information security awareness and cybersecurity?

Male 112 4.18 0.560
0.329 0.598

Female 318 4.16 0.580

 Q4: What aspects of information security awareness affect
the cybersecurity department the most?

Male 112 4.49 0.613
0.160 0.129

Female 318 4.50 0.642

table xIV
the reSultS of the (anoVa) teSt to fInd the dIfferenceS In the

anSwerS of the Study SamPle IndIVIdualS about the Study
QueStIonS accordIng to the age VarIable

Study Questions Age N Mean Std. Deviation F value Sig.

 Q1: What are the effects of applying the concept of
 information security awareness of employees on the
cybersecurity department?

18-25 22 4.34 0.697

0.404 0.750

26 – 35 119 4.36 0.515

36 – 45 234 4.31 0.600

46 - 60 55 4.26 0.649

Total 430 4.32 0.589

Q2: How do employees at the Ministry of Health evalu-
ate the cybersecurity department?

18-25 22 4.10 0.686

7.975 0.001

26 – 35 119 3.75 0.937

36 – 45 234 3.30 1.098

46 - 60 55 3.45 0.963

Total 430 3.48 1.046

Q3: Do employees understand the relationship be-
tween information security awareness and cyberse-
curity?

18-25 22 4.26 0.503

1.115 0.343

26 – 35 119 4.21 0.511

36 – 45 234 4.17 0.589

46 - 60 55 4.06 0.589

Total 430 4.17 0.565

 Q4: What aspects of information security awareness
affect the cybersecurity department the most?

18-25 22 4.40 0.623

1.782 0.150

26 – 35 119 4.44 0.650

36 – 45 234 4.55 0.593

46 - 60 55 4.39 0.648

Total 430 4.49 0.620
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table xV
the reSultS of the t-teSt to fInd the dIfferenceS In the anSwerS of the Study SamPle

IndIVIdualS about the Study QueStIonS accordIng to the natIonalIty VarIable

Study Questions Nationality N Mean Std. Deviation T value Sig.

 Q1: What are the effects of applying the concept of
 information security awareness of employees on the
cybersecurity department??

Saudi 416 4.32 0.584
0.926 0.148

Non Saudi 14 4.46 0.726

Q2: How do employees at the Ministry of Health evalu-
ate the cybersecurity department?

Saudi 416 3.46 1.052
1.933 0.067

Non Saudi 14 4.01 0.658

Q3: Do employees understand the relationship  be-
tween information security awareness and cybersecu-
rity?

Saudi 416 4.17 0.559
0.362 0.047

Non Saudi 14 4.12 0.744

 Q4: What aspects of information security awareness
?affect the cybersecurity department the most

Saudi 416 4.50 0.611
0.398 0.129

Non Saudi 14 4.43 0.867

 table xVI
the reSultS of the (anoVa) teSt to fInd the dIfferenceS In the anSwerS

of the Study SamPle IndIVIdualS about the Study QueStIonS
accordIng to the educatIonal QualIfIcatIon VarIable

Study Questions Educational Qualification N Mean Std. Deviation F value Sig.

 Q1: What are the effects of applying
 the concept of information security
awareness of employees on the cyber-
security department?

Secondary or equivalent 16 4.26 1.016

4.586 0.004

Diploma 94 4.40 0.508

Bachelor 223 4.37 0.541

Postgraduate 97 4.13 0.640

Total 430 4.32 0.589

 Q2: How do employees at the Ministry
 of Health evaluate the cybersecurity
department?

Secondary or equivalent 16 4.16 0.879

3.990 0.008

Diploma 94 3.62 0.992

Bachelor 223 3.46 1.052

Postgraduate 97 3.29 1.057

Total 430 3.48 1.046

Q3: Do employees understand the re-
 lationship between information security
awareness and cybersecurity?

Secondary or equivalent 16 4.40 0.614

3.177 0.024

Diploma 94 4.17 0.519

Bachelor 223 4.22 0.511

Postgraduate 97 4.04 0.687

Total 430 4.17 0.565

Q4: What aspects of information secu-
 rity awareness affect the cybersecurity
department the most?

Secondary or equivalent 16 4.44 0.755

1.843 0.139

Diploma 94 4.46 0.623

Bachelor 223 4.56 0.571

Postgraduate 97 4.39 0.690

Total 430 4.49 0.620
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versus the non-Saudis. This is an indication that the 
Saudis category was the most accepting of employees’ 
understanding of the relationship between information 
security awareness and cybersecurity, and in contrast 
the non-Saudis were the least agreeable. 

It is clear from Table XVI that the (F) value was 

statistically significant towards the first, second, and 
third questions, and the differences were in favor 
of secondary or equivalent versus postgraduate, 
meaning that the category of secondary or 
equivalent was the most agreeable towards the 
three questions, and the postgraduate category 
was the least agreeable.

table xVII
the reSultS of the (anoVa) teSt to fInd the dIfferenceS In the anSwerS of the Study SamPle IndIVIdualS about the Study QueStIonS 

accordIng to the Job category VarIable

Study Questions Job category N Mean Std. Deviation F value Sig.

 Q1: What are the effects of applying
 the concept of information security
 awareness of employees on the
cybersecurity department?

 Physician 25 4.15 0.628

4.549 0.001

 Nursing 64 4.13 0.639

Administrative 118 4.45 0.464

Pharmacists 41 4.33 0.683

Health allied professional 126 4.25 0.594

 Other 56 4.49 0.569

Total 430 4.32 0.589

Q2: How do employees at the Minis-
try of Health evaluate the cyberse-
curity department?

 Physician 25 3.17 1.016

10.270 0.001

 Nursing 64 3.13 1.057

Administrative 118 3.78 0.867

Pharmacists 41 3.31 1.269

Health allied professional 126 3.23 1.057

 Other 56 4.10 0.754

Total 430 3.48 1.046

 Q3: Do employees understand the
 relationship between information
security awareness and cyberse-
curity?

 Physician 25 4.08 0.553

2.482 0.031

 Nursing 64 4.07 0.563

Administrative 118 4.24 0.547

Pharmacists 41 4.23 0.595

Health allied professional 126 4.09 0.584

 Other 56 4.33 0.502

Total 430 4.17 0.565

 Q4: What aspects of information
security awareness affect the cyber-
security department the most?

 Physician 25 4.45 0.621

0.148 0.981

 Nursing 64 4.45 0.631

Administrative 118 4.51 0.562

Pharmacists 41 4.48 0.713

Health allied professional 126 4.50 0.670

 Other 56 4.53 0.552

Total 430 4.49 0.620

ALotibi and Alghamdi



159

JISCR 2022; Volume 5 Issue (2)

It is clear from Table XVII that the (F) value was 
statistically significant towards the first, second, 
and third questions, and the differences were in 
favor of other jobs versus nursing, meaning that 
the category of other jobs was the most agreeable 
towards the three questions, and the nursing 
category was the least agreeable.

It is clear from Table XVIII that the (F) value 
was statistically significant towards the second 
question, and the differences were in favor of years 
of experience (less than 5 years) versus years of 
experience (from 10 to less than 15 years) meaning 
that the category of years of experience (less 
than 5 years) was the most agreeable towards 
the second question, and the category years of 

experience (from 10 to less than 15 years) was the 
least agreeable.

Also in the third question, the differences 
were in favor of years of experience (less than 5 
years) versus years of experience (from 5 to less 
than 10 years) meaning that the category of years 
of experience (less than 5 years) was the most 
agreeable towards the third question, and the 
category years of experience (from 5 to less than 
10 years) was the least agreeable.

V. reSultS and dIScuSSIon

The results showed a high level of agreement 
from the majority of the study sample individuals 

table xVIII
the reSultS of the (anoVa) teSt to fInd the dIfferenceS In the anSwerS of the Study SamPle IndIVIdualS about the Study QueStIonS 

accordIng to the yearS of exPerIence VarIable

Study Questions Years of Experience N Mean Std. Deviation F value Sig.

 Q1: What are the effects of applying
 the concept of information security
awareness of employees on the cy-
bersecurity department?

Less than 5 years 62 4.45 0.614

2.476 0.061

From 5 to less than 10 years 87 4.19 0.640

From 10 to less than 15 years 136 4.34 0.501

15 years and more 145 4.32 0.612

Total 430 4.32 0.589

 Q2: How do employees at the Ministry
 of Health evaluate the cybersecurity
department?

Less than 5 years 62 4.03 0.911

8.725 0.001

From 5 to less than 10 years 87 3.42 1.016

From 10 to less than 15 years 136 3.24 1.139

15 years and more 145 3.51 0.941

Total 430 3.48 1.046

 Q3: Do employees understand the
relationship between information se-
curity awareness and cybersecurity?

Less than 5 years 62 4.32 0.555

3.980 0.008

From 5 to less than 10 years 87 4.08 0.560

From 10 to less than 15 years 136 4.25 0.477

15 years and more 145 4.09 0.627

Total 430 4.17 0.565

Q4: What aspects of information se-
curity awareness affect the cyberse-
curity department the most?

Less than 5 years 62 4.47 0.647

1.937 0.123

From 5 to less than 10 years 87 4.42 0.613

From 10 to less than 15 years 136 4.60 0.580

15 years and more 145 4.45 0.641

Total 430 4.49 0.620
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regarding the importance of applying the concept 
of information security awareness among 
employees and the extent of its positive impact on 
the cybersecurity department, and this is achieved 
through avoiding anonymous links, and checking 
email messages well, especially if they contain 
attached files, and avoid posting any personal 
information on social media. This is consistent with 
[21]which indicated the importance of having clear 
work rules for all employees to improve employees' 
awareness and understanding of the importance 
of information security. The researcher believes 
that the majority of the Ministry's employees have 
a high degree of awareness of the importance of 
information security, and this is evident through 
their behavior in the use of the internet.

The results showed a high level of agreement 
from the majority of the study sample individuals 
on the positive role played by the cybersecurity 
department, as cybersecurity was achieved through 
three basic elements. The technical component: 
represented in the existence of database 
protection systems that prevent unauthorized 
persons from entering the system. The human 
element: it is represented in the keenness of the 
cybersecurity department to provide employees 
with knowledge about the safe use of modern 
technological devices, especially those devices 
that are related to information security penetration. 
The procedural component: the cybersecurity 
department determines the rules for the use of 
e-mail. These results are consistent with the study 
[15] which showed that some individuals have 
sufficient awareness of cyber threats, they may not 
adequately apply preventive measures. 

The researcher believes that the cybersecurity 
department plays an important role in promoting 
information security awareness for the Ministry's 
employees.

The results showed a high level of agreement 
from the majority of the study sample individuals 
towards the level of employees' awareness of 
information security and cybersecurity. The most 
important indicators of are the realization of the 
majority of the study sample individuals that granting 
information access to the wrong person can lead to 
the leakage of this information, also the lack of the 

employee's understanding of information security 
contributes to the occurrence of a penetration of 
information systems. It was also found that the 
majority of the study sample individuals are aware 
of the danger of opening any anonymous e-mails, 
as this may result in a penetration of information 
systems. Despite these indicators that show a 
high level of employees knowledge of information 
security, the previous results also indicate a 
medium level towards employees awareness of 
the importance of cybersecurity. The researcher 
concludes that the level of awareness is high, yet 
the majority of employees have less awareness of 
the importance of cybersecurity.

These results are consistent with a study [17] 
which recommends establishing a cybersecurity 
policy, cybersecurity risk assessment, and ongoing 
monitoring to users activities.

The researcher believes that there is a category 
of employees who have less awareness of the 
importance of cybersecurity.

The results showed a high level of agreement 
from the majority of the study sample individuals 
on aspects of information security awareness that 
have the greatest impact on the cybersecurity 
department. The researcher concludes that 
cybersecurity practices are applied at a good 
level, and also contribute to increasing awareness 
of cybersecurity and realizing the importance of the 
information they deal with and their responsibility 
towards protecting it.

This is consistent with the study [22] which 
indicated that individuals must be trained to acquire 
and master the skills necessary to exchange 
knowledge and benefit from information systems.

The researcher believes that the majority of 
employees understand the importance of aspects 
related to information security.

There are statistically significant differences in 
the first and second questions according to the 
gender variable. The differences were in favor of 
the male group versus the female group.

There are statistically significant differences in 
the first question according to the age variable. The 
differences were in favor of the age group (18-25) 
versus the age group (36-45) .
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There are statistically significant differences 
in the third question according to the nationality 
variable. The differences were in favor of the Saudis 
category versus the non-Saudis.

There are statistically significant differences 
towards the first, second, and third questions 
according to the educational qualification variable 
and the differences were in favor of secondary or 
equivalent versus postgraduate.

There are statistically significant differences 
towards the first, second, and third questions 
according to the job category variable and the 
differences were in favor of other jobs versus nursing.

There are statistically significant differences 
towards the second and third questions according to 
the years of experience variable and the differences 
were in favor of years of experience (less than 5 
years) versus years of experience (from 10 to less 
than 15 years) and (from 5 to less than 10 years).

VII. recommendatIonS

1. Spreading the culture of awareness of the 
importance of personal information and 
appreciating its importance as the most 
effective way to reduce cybersecurity risks, 
and this is done by organizing workshops 
at the Ministry in which focus is placed on 
information that should not be disclosed, 
whether through social media, over the 
phone, or personally.

2. The cybersecurity department is keen 
to develop guidelines to be followed by 
employees that include methods and 
cognitive strategies in order to limit personal 
information that is shared, whether on the 
internet or on social media.

3. Information security department should not 
only protect information through protection 
and anti-virus software, firewall and other 
software, but also should give sufficient 
importance to the human element by making 
it aware of the tricks that cybercriminals use 
to obtain information.

4. The cybersecurity department is keen to 
create an electronic archive that includes 
detailed cybersecurity incidents which 

occurred in various countries of the world, 
and to encourage employees to view this 
archive and consider it as a means of 
exchanging knowledge and awareness to 
keep pace with the rapid development in the 
methods of cybercriminals. 

5. To seek the help of bodies with expertise in 
information security, for example, colleges 
specialized in information systems, in order 
to design awareness programs for workers 
on how to properly use the internet and the 
importance of avoiding suspicious sites.

6. Attention should be given to the provision 
of advanced technical training directed 
to employees to keep pace with the rapid 
development in methods and techniques of 
cybercrime. This can be achieved through 
the National Cybersecurity Authority, in order 
to educate trainees about the importance of 
cybersecurity.

Recommendations of the Cyber Security 
Program to Education and Awareness:

1. Individuals are the largest group in terms of 
being victims of cybercrime, as most of them 
lack sufficient knowledge of the importance 
of cybersecurity. Therefore, the proposed 
model in the current study is directed to 
the Ministry’s employees to provide them 
with knowledge and information that leads 
indirectly to achieving cybersecurity.

2. There is a need to establish a department 
under the name (Information Security). A 
link on the internet should be provided to 
reach this department and an introductory 
message should be placed in this website 
that includes a definition of the objectives 
of this department, and how to exchange 
knowledge regarding cybersecurity.

3. This department shall be supervised by 
the cybersecurity department personnel at 
the Ministry, and they shall respond to the 
inquiries of site users and provide them with 
all knowledge and information related to 
cybersecurity.

4. Therefore, the proposed model in the current 
study aims to involve users in the exchange 
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of knowledge, as well as the use of a different 
methods for knowledge exchange, the basic 
idea of   which is based on the exchange of 
knowledge between users and specialists in 
the cybersecurity department.

5. Choosing social media to be the framework 
for exchanging knowledge in cybersecurity 
as it allows the ease of expressing opinions 
and trends, communicating with friends both 
far and near, increasing knowledge and 
learning new information.

6. The expected objectives of applying this 
model are to increase the knowledge 
and information of employees in various 
aspects, for example, information security, 
cybercrime, how to secure the computer 
from harmful viruses, and how to discover 
and identify suspicious sites.

VIII. concluSIon

Awareness needs to be major concern in 
large foundations such as the Ministry of Health. 
Based on this study, the results showed a 
high degree about the impact of applying the 
concept of information security awareness of 
employees on the cybersecurity department. 
Results showed a high level of agreement on 
the efficiency of the cybersecurity department 
at the Ministry of Health from the employees' 
point of view. Also, the results showed a high 
level of agreement on the level of employees' 
understanding of the relationship between 
awareness and cybersecurity. Finally, the results 
of the study showed a high level of agreement 
on impact on the aspects of information security 
awareness on the cybersecurity department from 
the employees’ point of view. The study also 
provided a description of an awareness program 
that can be implemented to educate employees 
about cybersecurity.
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