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Abstract
Medical records play a crucial role in delivering high-quality healthcare by facilitating accurate diagnosis, 

treatment, and patient monitoring. However, manual, paper-based record-keeping systems present various 
challenges, including storage burden and retrieval difficulties. Although electronic medical records (EMRs) have 
gained popularity, they are not risk-free, such as data manipulation. Inadequate medical records administration 
contributes to inefficiencies in the healthcare system, increased costs, incorrect diagnoses, and compromised 
patient care. This literature review investigates the potential of blockchain technology in enhancing medical 
record management and improving the quality, efficiency, and limitations associated with traditional manual 
methods. Specifically, the study explores the benefits of utilizing blockchain in medical records management. 
The findings suggest that blockchain technology can enhance the security, interoperability, and accessibility of 
medical records thereby mitigating concerns related to data manipulation while providing a more cost-effective 
and efficient solution for medical records management.
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I. Introduction

The maintenance of precise medical records is 
essential to the provision of high-quality healthcare. 
Precise medical records are also useful in the study 
of medical systems, illnesses, and health dispari-
ties. Moreover, such records aid in the eradication 
of healthcare inequalities. The proper diagnosis 
and treatment of illnesses must be documented 
by licensed medical experts to provide high-qual-
ity medical care. Medical fitness is a prerequisite 
for providing the kind of high-quality health care 
that ultimately benefits the population's health. 
[1] States that accurate medical records are vital 

to delivering better health care and lowering the 
health burden. For patients to get the best treat-
ment possible and to guarantee continuity of care, 
accurate and complete medical records must be 
kept. What effect do you think organized medical 
records will have on the smooth operation of health-
care facilities? In conclusion, high-quality medical 
care relies heavily on accurate records [2]. The Na-
tional Health Organization's Health Care Records 
Management Steering Committee defines records 
management as "systematic and consistent control 
of all records in which they are preserved through-
out their life cycle". According to the World Health 
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among paper documents, digital photos, and elec-
tronic databases [6]. Neglect, incorrect diagnosis 
and treatment, and inadequate reporting all con-
tribute to alarming death rates [7]. For example: 
despite South Africa's best intentions, the country's 
healthcare system is unable to meet the needs of 
its population because of insufficient funding, inef-
ficient management, and the improper disposal of 
sensitive patient data [8]. Corruption and the ac-
quisition of fake pharmaceuticals, which aggravate 
patients' health, have been made possible by the 
country's inadequate record-keeping. According to 
[9], poor medical records lead to iatrogenic injuries 
and impede clinical negligence claims and disci-
plinary proceedings. This study looks at whether 
or not digital technologies, and in particular block-
chain technology, can enhance the management of 
medical records, the quality of care provided, and 
the efficiency with which services are delivered. 

The rest of the paper is organized as follows, in 
section II we present a literature review of the re-
cent works on blockchain and healthcare, section 
III identifies the role of blockchain in healthcare, in 
section IV we discuss blockchain architecture and 
its healthcare applications, in section V we propose 
a framework for using blockchain in healthcare, in 
section VI healthcare system issues and block-
chain are discussed, while section VII discusses 
blockchain healthcare issues and finally, the paper 
concludes in section VIII.

II. Literature Review

The Information Records Management Task 
Force (IRMT) defines "record management" as "the 
process of ensuring that information acquired in any 
form and on any medium is managed effectively, 
efficiently, and cost-effectively." "Medical Records 
Management Provides Evidence of Activities or 
Business Transactions," [10] Medical records are 
supposed to help physicians offer future care by 
documenting past diagnoses and treatments. Prop-
er health records management allows for better 
healthcare decisions and legislation, they say. The 
IRMT states that good health records administra-
tion is essential for high-quality health services and 
hospital and agency success [11]. According to 
[12], blockchain-based technology uses a shared 

Report, the health of a country must have quick 
and simple access to medical records. The World 
Health Organization (WHO) claims that the quality 
and management of health information records im-
pact both the quality and efficiency of healthcare 
professionals and the accessibility of healthcare 
services. They also determine how much money is 
required to offer medical care. For the sake of mon-
itoring both healthcare providers and their patients, 
accurate medical records must be kept. They are 
crucial in shaping and implementing health care 
policy, which has a direct impact on the health of a 
nation and the quality of life of its citizens.

An educated and healthy populace is essential 
to the national development and prosperity of any 
culture. Even though the disease is expected to be 
discovered and treated despite the everyday occur-
rence of sickness, injury, and emergency circum-
stances, the patient's health record is a collection 
of the patient's mental and physical health informa-
tion from various healthcare providers. Information 
on a patient's medical history, physical exam, di-
agnosis, treatment, laboratory test results, imag-
ing reports, warnings (such as those of allergies), 
and other pertinent information are all kept in the 
patient's health record. It is possible to save these 
medical records either manually or electronically. 
The majority of healthcare facilities still rely on 
manual, paper-based record-keeping methods. 
For all four of us [3] this method has several major 
downsides, including a high storage burden and 
a high barrier to entry retrieving previously stored 
data. Electronic medical records (EMRs) have 
become more popular in recent years due to the 
ease with which they can be stored and retrieved 
in digital form [4]. However, without adequate iden-
tification, there is a significant risk of manipulation. 
Patients' legal rights to hold healthcare providers 
harmless for any unauthorized disclosure of their 
medical records raise their concerns about the 
healthcare system. The authors in [5] argue that 
inaccurate paper records might lead to unnec-
essary procedures. This method is inefficient be-
cause it requires time-consuming manual record 
transfers through snail mail and fax machines. 
Poor medical records administration drives up 
healthcare costs owing to inefficient regulatory 
frameworks that scatter critical patient information 
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or distributed database to monitor a growing list of 
transactions, or "blocks." A distributed ledger called 
a "blockchain" stores transaction records in "blocks" 
linked in a "chain". "Chain of trust" is a common de-
scription. Blockchain technology's potential to in-
crease governance trust, accountability, openness, 
participation, and transparency is generally ac-
cepted. It helps corporations trade and streamline 
processes. Satoshi Nakamoto created this system 
for Bitcoin trading in 2008. Bitcoin, Litecoin, and 
Ethereum use blockchain technology. Blockchain, 
which powers Bitcoin and other cryptocurrencies, 
is widely used in finance [13]. Modern blockchain 
uses include healthcare, insurance, pharmaceuti-
cals, manufacturing, electronic voting, legal con-
tracts, tourism, energy, and transportation [14]. 
Blockchain technology may enhance patient care, 
financial transactions, prescription fulfillment, med-
ical records management, and governance. Tech-
nologists say blockchain, the fourth industrial rev-
olution, will have far-reaching effects. Blockchain 
can tackle the complex issues facing the healthcare 
sector [15]. Blockchain is a decentralized database 
that stores patient data in time-stamped "blocks" 
that cannot be edited. Despite its early develop-
ment [16], Healthcare Informatics editors named 
blockchain as one of the Top Technology Trends 
for HIT in 2017. By 2026, blockchain healthcare will 
be worth $5.50 billion and healthcare is expected to 
grow by 63.85% from 2018 to 2025 [17].

The healthcare sector is studying blockchain 
technology. Deloitte surveyed 1,000 IT executives 
from companies with $500 million or more in year-
ly sales in seven countries and nine industries in 
2018 to predict blockchain's future[18]. 11% of 
CEOs work in healthcare, and 55% believe block-
chain technology will have a major influence. 74% 
of healthcare technology executives say they un-
derstand blockchain. More than two-thirds (63%) 
of the CEOs of healthcare firms questioned stated 
they would invest more than $1 million in blockchain 
technology in the coming year. 39% listed block-
chain among their top five strategic goals.

Blockchain technology might greatly enhance 
patient care. Deloitte's 2019 blockchain technology 
report [18] shows an increase in blockchain-
related financing. This survey questioned 1,300 
senior executives from dozens of countries. 

53% of respondents said blockchain was a key 
corporate endeavor this year. Cognizant surveyed 
588 blockchain-savvy workers in 2017 [19]. The 
survey results were valuable. 57% indicated 
it would considerably change the sector, and 
51% mentioned clinical administration data 
interoperability (EMR, EHR) as a key potential use 
case their organizations planned to examine [20]. 
Blockchain has several healthcare applications. 
Health data management is promising. Blockchain 
technology is valuable. Blockchain-based medical 
records solutions are popular [21]. Blockchain data 
management applications include global scientific 
data exchange for R&D, data management, cloud 
storage, and EHRs [22].  Distributing and immuting 
these records ensure patient data protection and 
accuracy. Data integrity is crucial to healthcare 
delivery because inaccurate or missing patient 
data may create complications[23]. Unauthorized 
parties may only partially access blockchain-stored 
patient health records [23]. This DLT is represented 
by the blockchain. Immutable transactions reduce 
data corruption. Patient data encryption boosts 
network security. Corruption and data breaches 
plague hospital IT systems. Some people withhold 
things from their physicians to protect their medical 
information [24]. Thus, blockchains provide the 
highest data security.

III. The Role of Blockchain Technology in 
the Health Sector

Authors in [24] showed how blockchain technol-
ogy improves healthcare companies, patient out-
comes, and medical records (2018: 68). This tech-
nology improves compliance, healthcare expenses, 
and data utilization. Blockchain technology safe-
guards medical records. This technology accesses 
patient data and efficiently connects patients and 
providers. [20] say blockchain technology may be 
permissioned or permissionless. Both aid health-
care data storage.

A. Patient Confidentiality
Blockchain-based healthcare solutions may ad-

dress data security, privacy, sharing, and storage 
[25]. It will enable consolidated, easily accessible 
health records, thus improving care. Centralized 
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medical records are secure and convenient [26]. 
This improves resource utilization for patients and 
medical personnel. Blockchain safeguards patient 
data, medical data, and hospital operations. Ac-
cording to [27], blockchain technology protects 
medical records from being manipulated or sto-
len. It's a decentralized database that keeps data 
across numerous networks for optimum redundan-
cy, safety, consistency, and resistance against 
attack while speeding up medical data transfers. 
Blockchain technology can decentralize medical 
records, giving people authority over their health so 
they may make improvements. A blockchain-based 
MedRec system "ensures the security of medical 
health records." MedShare system allows data 
provenance and administration in cloud reposito-
ries across institutions". To secure medical data in 
a blockchain network, [28] used the Hyperledger 
Fabric membership service and channel construc-
tion scheme. Ambulance crews and paramedics 
may use blockchain-based technology to record 
emergency medical data and offer high-quality 
pre-hospital care, according to [29]. [3] claims that 
blockchain networks ensure data integrity. Ethe-
reum's blockchain regulates and secures patient 
medical records [30].

B. Medical Records Openness
Blockchain technology improves data exchange 

between physicians, specialists, hospitals, and 
therapists. Time, money, and patient care errors 
are saved. Patients who trust their medical records 
are more likely to collaborate with their physicians 
and get prompt treatment [31]. Blockchain manag-
es identity, confidentiality, accountability, and data 
sharing. It encourages patient data interchange 
and rewards medical researchers for system main-
tenance. Blockchain technology provides patients 
with an encryption key that allows healthcare pro-
fessionals to access their health data, creating a 
transparent and auditable system [12].

C. Optimizing Healthcare Recordkeeping
Poor medical records management and con-

trol have contributed to high death rates. Block-
chain technology may improve medical health 
records governance and management, helping 

patients and clinicians by providing quick, unified 
access to a patient's entire medical history from 
all providers. Blockchain-based medical records 
management may speed up patients' medical his-
tories. It makes sharing disintermediated medical 
records safer and easier. Blockchain technology 
lets doctors rapidly update patient records across 
all platforms. It also gives anybody who needs to 
examine the patient's data and medical history 
complete access [20].

D. Protecting Drug Development and Distribution
Pharmaceutical businesses may conduct clini-

cal trials and trade medical samples securely using 
blockchain technology. Blockchain technology can 
monitor and label each clinical trial stage, ensuring 
the best data quality and reducing wasteful costs. 
Accountability and transparency increase clinical 
trial reporting. Blockchain also permits autonomous 
monitoring and preventive maintenance of medical 
equipment, uniting otherwise different healthcare 
procedures and improving regulatory compliance, 
patient experience, and cost. It also shortens the 
research cycle for new drugs [32] and might rev-
olutionize healthcare systems by making users the 
center of the healthcare ecosystem. This improves 
medicine distribution by increasing individuals' 
trust in the healthcare system and drug-buying 
knowledge. Protection of creative works, counter-
feiting, low-quality items, and drug trafficking must 
be handled.

IV. Blockchain Architecture for Healthcare

The basic architecture of blockchain consists of 
blocks that are linked in chronological order and 
are append-only. Each block consists of a block 
header and a block body. The header consists of 
information such as hash, previous hash, merkle 
root, timestamp, and nonce [33]. The body of the 
block consists of transactions. Fig. 1 shows the ba-
sic structure of a blockchain in healthcare.

The architecture of blockchain for healthcare 
typically consists of several components, including 
nodes, consensus mechanisms, and smart con-
tracts.
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A. Nodes: These are the devices or computers that 
participate in the network and maintain a copy of 
the blockchain. They can be operated by health-
care providers, patients, researchers, or other 
stakeholders. The use of nodes in healthcare block-
chain helps to increase transparency, security, and 
interoperability of healthcare data.
B. Consensus mechanism: This is the process by 
which the network agrees on the state of the block-
chain and ensures its integrity. Examples of con-
sensus mechanisms include proof of work, proof 
of stake, Stellar consensus protocol, and practical 
Byzantine fault tolerance.
C. Smart contracts: These are self-executing con-
tracts with the terms of the agreement between 
buyer and seller being directly written into lines of 
code. They can be used in healthcare to automate 
the sharing of patient data, the management of 
clinical trials, and the tracking of medical supply 
chains. Formal methods are mathematical tech-
niques used to verify the correctness of software 
and hardware systems. Given their critical role in 
ensuring the integrity of transactions, the use of for-
mal methods for the verification of smart contracts 
is becoming increasingly important. Here are some 
ways in which formal methods can be used for the 
verification of smart contracts:
•	 Formal specification: It involves describing 

the behavior of a system using a mathematical 
language [34]. This can be used to specify the 

requirements of a smart contract and to check 
that the contract behaves correctly under all 
possible scenarios.

•	 Model checking: It is a technique for verifying 
the correctness of a system by checking that 
a model of the system satisfies certain prop-
erties. This can be used to verify that a smart 
contract behaves correctly under all possible 
inputs and in all possible states.

•	 Theorem proving: It involves using mathemat-
ical reasoning to prove that a system satisfies 
certain properties. This can be used to verify 
that a smart contract behaves correctly under 
all possible scenarios.

•	 Program analysis: It involves examining the 
source code of a program to identify potential 
errors or vulnerabilities. This can be used to 
identify potential flaws in a smart contract and 
to prevent them from being exploited.

•	 Static analysis: It involves the use of software 
tools to analyze the code of a smart contract 
without actually executing it. This can help 
identify potential security vulnerabilities and 
programming errors in the contract.

•	 Formal verification tools: There are several 
formal verification tools available for verifying 
the correctness and safety of smart contracts. 
Here are some examples:

•	 Solidity Compiler: Solidity is a high-level pro-
gramming language used to write smart con-
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tracts for the Ethereum blockchain. The Solidi-
ty Compiler includes a static analyzer that can 
detect potential bugs and vulnerabilities in the 
contract code.

•	 Mythril: It is a security analysis tool for smart 
contracts. It uses symbolic execution and SMT 
solvers to detect security vulnerabilities in the 
contract code, such as reentrancy attacks, in-
teger overflows, and unhandled exceptions.

•	 Oyente: It is a security analysis tool for Ethe-
reum smart contracts. It uses symbolic exe-
cution to analyze the contract code and iden-
tify potential vulnerabilities, such as callstack 
depth limit violations, integer overflows, and 
gas limit violations.

•	 KEVM: Itis a formal verification tool for smart 
contracts on the Ethereum blockchain. It uses 
formal methods, such as theorem proving, to 
verify the correctness of the contract code 
and ensure that it behaves as expected.

•	 Securify: It is a security analysis tool for smart 
contracts on the Ethereum blockchain. It uses 
a combination of static analysis and dynamic 
analysis to identify potential vulnerabilities in 
the contract code, such as reentrancy attacks 
and outofgas errors.

•	 SmartCheck: This is a static analysis tool for 
smart contracts on the Ethereum blockchain. 
It uses a set of predefined rules to analyze the 
contract code and detect potential vulnerabil-
ities, such as uninitialized variables and un-
checked return values.

These formal verification tools can help devel-
opers ensure that their smart contracts are correct, 
secure, and free from vulnerabilities before they are 
deployed on a blockchain network.

Moreover, the framework of blockchain for 
healthcare consists of users such as patients, doc-
tors, administrators, and nurses. The blockchain 
layer receives the data from users and sends it to 
the cloud for storage and processing. Cloud stor-
age for healthcare using blockchain can provide a 
secure and decentralized way to store and share 
patient data. Blockchain technology, with its immu-
tability and decentralized nature, can ensure that 
patient data is tamper-proof and only accessible to 
authorized parties. This can help to protect patient 

privacy and improve data security in the healthcare 
industry [35], [36]. Additionally, the use of smart 
contracts can automate certain processes and 
make data sharing more efficient. One example of 
a blockchain healthcare platform that uses cloud 
computing is the MediBloc platform. All the com-
ponents work together to provide a secure and de-
centralized platform for storing and sharing health 
data, while also ensuring privacy and compliance 
with relevant regulations. Fig. 2 shows the block-
chain framework for healthcare.

Storing data on the cloud in a blockchain-based 
healthcare system involves several steps. Here is 
an overview of the typical process:
•	 Data creation and capture: The data is creat-

ed and captured by a healthcare provider or 
patient using a device or application. It may 
include patient health records, diagnostic im-
ages, test results, and other medical informa-
tion.

•	 Data encryption: Before storing data on the 
cloud, it is encrypted using strong encryption 
algorithms to ensure that it is protected from 
unauthorized access.

•	 Data upload: The encrypted data is then 
uploaded to the cloud, where it is stored se-
curely. The cloud provider must ensure that 
the data is stored securely, and access to the 
data is restricted to authorized users.

•	 Data hashing and blockchain transaction 
creation: A cryptographic hash is created 
for the data, which is then used to create a 
transaction on the blockchain. The transaction 
contains the hash, as well as other metadata, 
such as a timestamp and the identity of the 
entity uploading the data.

•	 Transaction validation and confirmation: The 
transaction is then validated and confirmed 
by the nodes on the blockchain network us-
ing the consensus algorithm. Once the trans-
action is confirmed, it becomes a permanent 
part of the blockchain, and the data is consid-
ered securely stored.

•	 Data access: Authorized users can access 
the data on the cloud by decrypting it using a 
private key. The blockchain provides an audit 
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trail of all transactions, ensuring that the da-
ta's integrity is maintained and can be traced 
back to its source.

Storing data on the cloud in a blockchain-based 
healthcare system involves encrypting the data, 
uploading it to the cloud, creating a blockchain 
transaction with a cryptographic hash, validating 
and confirming the transaction using the consen-
sus algorithm, and providing authorized users with 
access to the data. The use of blockchain technol-
ogy ensures that the data is stored securely and 
that its integrity is maintained, providing a transpar-
ent and secure way to store and access healthcare 
data.

Blockchain technology has several potential 
applications in the healthcare industry as shown in 
Fig. 3, including:
•	 Electronic Health Records (EHRs): Blockchain 

can be used to securely store and share pa-
tient health records, ensuring that sensitive in-
formation is protected and accessible only to 
authorized parties.

•	 Clinical Trials: Blockchain can be used to 
track and manage clinical trial data, ensuring 
that results are secure, transparent, and tam-
per-proof.

•	 Supply Chain Management: Blockchain can 
be used to track the movement of medical 
supplies and drugs from manufacturers to pa-
tients, helping to prevent counterfeit drugs and 
improving transparency in the supply chain.

•	 Remote Patient Monitoring: Remote Patient 
Monitoring (RPM) using blockchain technolo-
gy involves the use of wearable devices, sen-
sors, and other digital health tools to collect 
and transmit patient data to healthcare provid-
ers. Blockchain technology can be used to se-
curely store and manage this data, providing 
several benefits for RPM applications.

•	 Health Data Exchange: Blockchain can be 
used to securely exchange health data be-
tween different organizations and systems, re-
ducing the risk of data breaches and improv-
ing data interoperability.

•	 Personalized Medicine: Blockchain can be 
used to securely store and share genetic and 
health data, enabling the development of per-
sonalized medicine and precision healthcare.

•	 Insurance Claims Processing: Blockchain can 
be used to streamline and secure the pro-
cessing of insurance claims, reducing fraud 
and administrative costs.
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•	 General Data Protection Regulation (GDPR): 
All people living in the European Union (EU) 
and the European Economic Area must abide 
by the General Data Protection Regulation 
(GDPR), which is a provision of EU law (EEA). 
GDPR has consequences for how patient data 
is gathered, kept, and processed in the con-
text of blockchain in healthcare.

The blockchain as a novel technology is still in 
its early stages, but its potential for improving the 
security, efficiency, and accessibility of healthcare 
data is significant.

(I) Platforms for Blockchain-Based Healthcare Systems
Several blockchain-based platforms are being 

developed or used in healthcare systems. Some of 
these platforms are summurized in Table I.

Blockchain-based platforms offer several advan-
tages for healthcare systems, including improved 
security, transparency, and efficiency. The choice 
of platform will depend on the specific needs and 
requirements of the healthcare system in question.

(II) Consensus Algorithms for the Healthcare System
Consensus algorithms play an important role in 

ensuring the accuracy and consistency of data in 
healthcare systems, particularly in decentralized or 
distributed systems. Here are some consensus al-
gorithms that can be used in healthcare systems, 
summarized in Table II.

The choice of consensus algorithm for a health-
care system will depend on factors such as the num-
ber of nodes, the level of security and privacy re-
quired, and the computational resources available.
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TABLE I
Platforms for Blockchain-Based Healthcare Systems

Platform Brief of the platform
Hyperledger Fabric It is a permissioned blockchain platform that provides a flexible and modular 

architecture, making it suitable for building healthcare systems. It offers features 
such as confidentiality, privacy, and smart contracts, which can be used to 
develop secure and transparent healthcare applications.

Ethereum It is a public blockchain platform that supports the development of decentralized 
applications (dApps) using smart contracts. It can be used to build healthcare 
systems that require transparency and decentralization, such as supply chain 
management or clinical trials.

Hashed Health It is a blockchain-based platform that provides solutions for the healthcare 
industry. It offers features such as identity management, data sharing, and secure 
messaging, which can be used to improve the efficiency and security of healthcare 
systems.

Medicalchain It is a blockchain-based platform that enables patients to store and share their 
medical data securely. It uses smart contracts to ensure that patients have control 
over their data and can grant access to healthcare providers as needed.

Security in Health Information Management Records through Blockchain Technology: A Review
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V. Blockchain-Based Framework for Health 
Information Records Management

Blockchain technology replaces centralized 
databases in our medical records management 
system. The blockchain's smart contracts can 
safeguard patient data on the distributed ledger's 
nodes. Smart contracts for administrative chores 
may save time and effort in healthcare.

Health information records management uses 
Ethereum's blockchain technology. The framework 
is based on smart contract dependencies. [37], 
[38] inspired the design. An encrypted, private 
blockchain network secures, protects, and verifies 
all medical records. An innovative combination of 
Nchinda and Cameron's data transmission mecha-
nism protects blockchain data integrity by instantly 
recognizing the user and authorizing the corre-
sponding authorization (2019).

A. Registrar Contract (RC)
This contract connects member ID strings to 

specific Ethereum addresses. Those who have 
joined include both patients and medical profes-
sionals. The proposed method allows for varying 
degrees of access based on the identity being 
used.

It is acceptable to provide patients with access 
to their medical records. In subparagraph (b), affix 
your signature to your health records. Staff mem-
bers in the medical field are allowed to create and 
alter patient records. The first step is to review legal 
health documentation. There are special protec-
tions in place for medical workers.

B. Patient-Provider Relationship (PPR) Contract
PPR smart contracts are medical certificates. The 

PPR smart contract maintains medical data, diagnosis, 

TABLE II
Consensus Algorithms for the Healthcare System

Consensus Algorithms Brief of the algorithm 

Practical Byzantine 
Fault Tolerance (PBFT)

PBFT is a consensus algorithm that is designed to provide fault tolerance in a distributed 
system with a small number of nodes. It is a proven algorithm that is used in various 
applications, including healthcare systems. PBFT ensures that all nodes agree on the 
order of transactions and that the transactions are executed correctly.

Proof of Authority (PoA) PoA is a consensus algorithm that is designed to provide a high level of security 
in private blockchain networks. It is used to ensure that only authorized nodes 
can participate in the consensus process. PoA is a good choice for healthcare 
systems where data privacy and security are critical.

Proof of Work (PoW) PoW is a consensus algorithm that is widely used in public blockchain networks, 
such as Bitcoin. It requires participants to perform complex calculations to vali-
date transactions, which can be time-consuming and energy-intensive. While PoW 
can provide a high level of security, it may not be suitable for healthcare systems 
due to its high computational requirements.

Proof of Stake (PoS) PoS is a consensus algorithm that allows validators to participate in the consen-
sus process based on their stake in the network. Validators can earn rewards for 
validating transactions and are incentivized to act honestly. PoS can provide a 
high level of security and energy efficiency, making it a good choice for block-
chain-based healthcare systems.

Delegated Proof of 
Stake (DPoS)

DPoS is a consensus algorithm that is used in blockchain networks that require 
high throughput and low latency. It allows stakeholders to delegate their voting 
power to a set of block producers, who are responsible for validating transac-

tions. DPoS can provide fast transaction processing and a high level of security, 
making it a good choice for healthcare systems that require high performance.
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and summary of contract access permissions. Other 
important PPR diagnostic information may be given. 
The PPR contract owner must license all smart 
contract summaries to access them.

Fig. 4 shows that after receiving permissions, 
medical staff may only alter or view summary con-
tracts. PPR contracts help the administration sys-
tem monitor current diagnoses.

C. Summary contract (SC)
PPRs and other patient medical data are listed in 

this agreement. In the proposed system, a method is 
devised for classifying patients' medical records. In-
formation is stored in the form of PPR smart contracts. 
The structure of a medical record is shown in Fig. 5.

D. Private Blockchain Network
Fig. 5 shows how the private blockchain network 

affects care quality. The main private blockchain is 
solid. Healthcare institutions handle critical network 
nodes and coordinate database changes across 
several sites. Clinics may update their databases 
by synchronizing with nearby blockchain nodes.

The dotted lines depict patient requests for their 
medical records to be sent to them through the 
blockchain. The most important nodes in the block-
chain network (like a hospital or medical center) an-
swer the inquiries because their infrastructure can 

Fig. 4: Authorization procedure for getting medical 
record permission.
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manage the influx of traffic created by the ques-
tions. For a pivotal node in a blockchain network, 
synchronization speed and precision are essential.

E. External Process and Outside Process
The external management system picks up on 

changes made to the blockchain databases, veri-
fies the most recent information, and alerts the pa-
tients.

F. Update Nodes
The blockchain network instantly updates all 

nodes to provide the most recent data to the wait-
ing node.

G. Notification from provider B
Patients may verify the accuracy of the chang-

es made to their medical records by contacting the 
person or organization that made the changes.

VI. Healthcare System Issues and Blockchain

Important challenges to interoperability that 
continue to hinder access and use of electronic 
health information were noted in the 2018 annual 
report given to the U.S. Congress on the develop-
ment of a national system for the electronic use 
and sharing of health information. The technolog-
ical, monetary, and trust obstacles constitute all 
factors. Lack of standardized development, poor 
data quality, and difficulties in linking patient and 
healthcare provider records are all examples of 
technical challenges. Costs associated with cre-
ating, deploying, and optimizing HIT represent 
another economic challenge. To optimize HIT, it is 
necessary to adapt to the ever-evolving demands 
of healthcare programs, offer enough incentives for 
information sharing across healthcare providers, 
and overcome trust hurdles (such as legal and fi-
nancial motivations) that prevent data from flowing.

A. Lost Opportunities in Healthcare
Utilizing current technology or adopting novel 

techniques, healthcare systems are unable to re-
duce waste. Researchers have looked at the issue 

of healthcare waste. In 2009 [39] looked at what 
factors contribute to healthcare spending above 
what is necessary for the United States. They iden-
tified six categories of healthcare waste in the Unit-
ed States, totaling $210 billion: unnecessary ser-
vices, $190 billion in excess administrative costs, 
$130 billion in inefficiently delivered services, $105 
billion in excessive prices, $75 billion in fraud, and 
$55 billion in missed prevention opportunities. 
Kelley conducted research in 2009 that predict-
ed healthcare waste in the United States would 
amount to $700 billion [40]. It is estimated that in 
the United States healthcare waste accounts for 
five percent of GDP [41]. According to other re-
search, over 20%, or $1.2T, of health expenditure 
in OECD nations is regarded to be waste. There 
is an estimated 20% waste in overall healthcare 
spending in the United States [42]. Overtreatment, 
poor care coordination, poorly executed care pro-
cedures, complex management, incorrect pricing, 
and misuse and fraud all contribute to waste (Hack-
barth, 2012). The yearly cost to the United States 
healthcare system due to medical mistakes is esti-
mated between $17 billion and $29 billion. If HIT is 
used to its full potential, it might save roughly $80 
billion [43]. Overtreatment was identified by [44]
as a source of avoidable damage and expense in 
healthcare in a study of 2,106 doctors. According 
to the findings, 20.6% of all medical treatment was 
inappropriate. Prescription drugs (22%), laboratory 
testing (24%), and surgical treatments (11.1%) all 
contribute to landfill trash. Overtreatment occurs for 
a variety of reasons, the most common of which is 
an apprehension of legal repercussions for doctors 
(84.7%), patient requests or insistence (50.0%), 
and a lack of easy access to previous medical infor-
mation (38.2%). The use of computers has helped 
reduce waste as technology has progressed.

B. Expenses for Administration and Commerce
Global healthcare expenditures are substantial 

and rising. In 2018, healthcare expenditure in the 
United States was $3.6 trillion, or 17.7 percent of 
the GDP. This was an increase of 4.6 percent over 
2017 spending levels. When compared to the 4.7% 
rise seen in 2017, 2018 saw a decrease in hospital 
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spending of $4.5% ($1,191.8 billion). As much as 
half of all healthcare expenditures are thought to 
be fraudulent due to overbilling or charging for ser-
vices that were never provided [45]. The transaction 
costs associated with medical claims were studied 
in a study issued by the Council for Affordable Qual-
ity Healthcare. This organization is a non-profit part-
nership of health plans and trade organizations to 
streamline the business of healthcare. It takes a lot 
of time for a provider to manually execute medical 
transactions. It is believed that each transaction pro-
cessed manually takes five minutes longer than an 
automated one. A single claim might be processed 
in as little as 40 minutes using electronic transaction 
processing. The administrative transaction expens-
es decreased as a consequence of EHR adoption. 
Whether the exchange is completed entirely digi-
tally, partly digitally, or manually, determines these 
fees. The sending and receiving of  58 transactions 
incur fees. Possible expenses include those associ-
ated with sending a fax to the insurance company to 
report a claim, as well as any time or effort put into 
processing the claim. The healthcare sector and 
providers stand to save money and time if they can 
streamline their processes. In all, we expect to save 
around $700 million. Full implementation of comput-
erized administrative processes may save the med-
ical and dentistry sectors, combined, $12.4 billion 
annually, according to the same analysis.

C. Security
Healthcare providers and healthcare regulators 

place a premium on the safety of HIT resources like 
patient records. Security concerns are not being 
adequately addressed by existing HIT procedures. 
The current system is not secure enough to protect 
sensitive patient information. Between 2014 and 
2015, the number of PHI breaches jumped from 
about 1.8 million to over 111.9 million. During 2018, 
the "Hacking/IT incident" accounted for six of the 
top 10 breaches. The HHS's Office for Civil Rights 
(OCR) created a gateway for data breaches. There 
is a record of breaches involving 500 or more per-
sons' unprotected health information on the breach 
site. At present, healthcare practitioners are exclu-
sively accountable for the safety and accuracy of 
their patient's medical files. Medical history isn't al-

ways easy to find. They protect information against 
corruption if the original record is tampered with.

D. Trading Medical Records
Quality of treatment relies heavily on the free 

flow of information about individual patients across 
different medical facilities. Interoperability, data in-
tegrity, accuracy, and availability are only a few of 
the problems that surround health information ex-
change. There are a variety of EHRs used by the 
healthcare industry, and they all follow somewhat 
different protocols. Throughout the city of Bos-
ton, 26 distinct EMRs are in operation, each hav-
ing its own not just representation but also shared 
language [46]. As a result of patients' data being 
stored in many locations, they are not always easy 
to retrieve. According to [47], the present referral 
procedure is unsatisfactory to 63% of referring pri-
mary care doctors owing to insufficient information 
and substance in reference letters. About 30% of 
tests are reordered because the findings cannot 
be obtained or are of no use due to interoperability 
challenges among healthcare providers. Due to in-
efficiency, a lot of material is wasted. According to 
another survey [39], over a quarter of American pa-
tients said their medical data and test results were 
not transmitted in time for their appointment when 
they switched doctors. Nearly 81% of doctors indi-
cated that they had difficulty locating the informa-
tion they need to make educated treatment choices 
during patient visits [48].

E. Whole Patient Record
Medical histories of individual patients are dis-

persed over several databases. Electronic health 
records are not supposed to be a permanent record 
of a patient's medical history [10]. Experts have in-
troduced blockchain technology to the discussion 
as the ideal method to centralize the EHR into a 
single, permanent record. The distributed ledger 
technology used in blockchains permits protected 
access to patient longitudinal health data.

F. Efficiency
Healthcare has always been an early adopter 

of many technologies, including fax machines. In 
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comparison to more modern electrical systems, the 
efficiency of this technology is rather poor. When 
comparing the success rates of fax and web-based 
referral systems, researchers found that only 54% 
of over 40,000 referrals resulted in booked spe-
cialist appointments utilizing fax [49]. Technical 
concerns, such as referrals being lost, not officially 
approved, missing information, and taking too long 
to reach patients, reduced the appointment rate for 
faxed referrals.

VII. Blockchain Healthcare Issues

Before it can be widely used in healthcare, 
blockchain technology must overcome several 
obstacles. Blockchain technology in healthcare 
poses some challenges and considerations. There 
are technological, legal, commercial, trust, and so-
cio-technical issues [50]. Initial cost, cost of join-
ing the network, cost of overcoming standardiza-
tion issues, cost of operation, cost of sharing data, 
cost of following regulatory guidelines, and cost 
of maintenance are all factors to consider when 
deciding whether to use a blockchain to manage 
and share patient records [51]. Implementing the 
blockchain and convincing market players to join 
will cost these amounts. Verifying financial trans-
actions is part of data transfer. Transaction veri-
fication costs also depend on electricity use and 
capital equipment [52]. Due to their limited use in 
healthcare, blockchain installations are financially 
ambiguous [36]. Another challenge is convincing 
market players to join the blockchain. Participants 
in the market must agree to let the market use their 
personal information to join the network. Data can 
be synchronized across sources without a single 
authoritative source, eliminating the need for rec-
onciliation. Integrating disparate data sets takes 
time and resources. With a blockchain, everyone 
uses the same verified data, and these service 
providers lose their central authority. Everyone has 
equal control over collective data access and mod-
ification. Blockchain networks must try to win over 
healthcare providers. Blockchain technology in 
healthcare is hampered by scalability. The number 
of sales that can be approved and processed per 
second should be calculated. The original block-
chain program, Bitcoin, can handle seven transac-

tions per second. IBM achieved 3,500 transactions 
per second by optimizing blockchain technolo-
gy[53]. In private blockchains, some transactions 
are kept on the chain while others are kept off to 
reduce blockchain strain and increase speed and 
scalability. For everyone to have the "same version 
of the truth," healthcare data sharing will need more 
storage. As more advanced tools are used, clini-
cal data transactions increase dramatically [54]. 
Several methods have been proposed to address 
blockchain scalability, despite its difficulty. Health-
care institutions may store some data off-chain, and 
smart contracts can help share other data. Health-
care institutions can use blockchain connections to 
access off-chain data when needed. Thus, some 
data may be kept off-chain for security and priva-
cy. The lack of clarity in blockchain regulation is 
also important. Blockchain adoption in healthcare 
systems is slow due to government restrictions on 
healthcare data. The Health Insurance Portabili-
ty and Accountability Act (HIPAA) and other data 
privacy laws, general data protection regulations, 
and patient health information security policies 
must be followed by entities. Blockchain projects in 
healthcare should be known and adaptable to the 
ever-changing regulatory framework [55].

VIII. Conclusions and Future Research

Health is wealth, but health records may also 
be wealth. Thus, medical secrecy is more import-
ant than ever. Patient-driven interoperability, where 
patients provide on-demand access to their health 
data, is increasingly common. The patient decides 
who gets their medical history. Blockchain, by de-
centralizing the process, solves the problems of 
switching from an institution-driven to a patient-driv-
en approach. 16% of IBM's Institute for Business 
Value Blockchain's 200 executives in the health 
sector are ready to deploy commercial blockchain. 
Blockchain can verify and validate data, offer re-
al-time data access, maintain data confidentiality, 
effectively handle enormous data amounts, and de-
centralize data.

After all, parties agree on protocols, and "smart 
contracts" operate automatically under our tech-
nique. The patient and hospital management will be 
the end users. Smart contract execution involves 
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invoking, producing, and validating a record. 
Blockchain technology is one of several ways to 
improve health record management, as discussed 
in this paper. Blockchain technology may be used 
for utility payments, finance, e-voting, transporta-
tion, supply chain management, and more besides 
healthcare record keeping. Blockchain needs fur-
ther research to be applied anywhere it can ease 
people's lives.
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