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Abstract
Closed-circuit television (CCTV) surveillance cameras are widely used in public and private areas  around 

the world. It is primarily used for tracking individuals and preventing criminal activities. It is necessary to balance 
the benefits of video surveillance and the risks it poses to individuals' right to privacy. The existing studies raised 
privacy issues of installing CCTV in public places. However, there is a lack of studies investigating users’ aware-
ness of information security and privacy limitations in installing CCTV in private places. Thus, in this study, the 
author evaluated users' information security awareness of the value of CCTV and other forms of video surveil-
lance. In-person interviews were conducted in Riyadh province, Kingdom of Saudi Arabia. A total of 77 individ-
uals responded to the interview. A qualitative analysis was conducted to evaluate the participants’ perception of 
CCTV usage. The outcome of the analysis revealed four themes: Privacy invasion, privacy awareness, dilemmas 
in implementing security, and preventive measures. The findings revealed that the participants required strict 
privacy policies for installing CCTV video monitoring systems in private areas. In addition, they understood that 
CCTV is effectively reducing the fear of crime. The research contributes to understanding users' general aware-
ness of information security and offers the necessary steps to protect the user's privacy in a CCTV surveillance 
environment. In addition, a data-sharing framework is recommended to share the data in a secure environment. 
Furthermore, researchers can utilize the study findings in conducting further similar  investigative studies.
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I. IntroductIon

THE demand for infrastructure to safeguard 
against harm to persons or property has led to a 
rapid rise in video surveillance in the public and 
commercial sectors [1]–[3]. The widespread 
availability of low-cost communication infrastructure 
and the declining prices enable individuals or 
entities to install video surveillances [4]–[6]. Using 
video cameras to monitor public areas and secure 

private property has significantly reduced crime. 
Across the globe, governments employ closed-
circuit television (CCTV) systems to monitor public 
spaces to reduce criminal activity [7]. Destruction 
and other forms of property damage can be 
uncovered and investigated with its assistance [8]. 
CCTV is widely deployed in the private sector to 
prevent criminal activity [9].
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service providers may request users to share 
their data by offering false promises. Recently, 
public concerns and anxieties about privacy have 
increased due to unauthorized user data access 
[28], [29]. Therefore, it is essential to address trust 
and security concerns.

The exponential growth of internet-based home 
appliances enables individuals to store their data 
in a centralized or decentralized repository. CCTV 
is widely used in public and private premises. 
The users create profiles by providing their data 
in order to access the device. As a result, CCTV 
service providers may access the users' data 
without authorization. In KSA, the government 
introduced privacy policies to protect users’ data. 
However, there is a demand for research studies to 
identify user perceptions of privacy invasions. This 
motivated the author to study the significance of 
data privacy awareness among individuals in KSA.

In this study, the author intended to investigate 
the user's perception of data breaches in CCTV 
surveillance activities. The citizens and residents 
of the KSA are the populations of this study. 
Qualitative analysis is employed to draw insight 
from the participants' responses. The contributions 
of the study are as follow:

1. Identification of the user's current knowledge 
of the privacy invasions in CCTV surveillance.

2. Extraction of key themes to support the 
government in improving the present data 
privacy policies.

3. Offering recommendations to protect users' 
privacy from unauthorized access.

The remaining part of the paper is organized 
as follow: Section II addresses the importance of 
privacy in handling CCTV data. Section III discusses 
the methodology of the study. The study findings 
are presented in section IV. Section V discusses 
the findings. Finally, section VI concludes the study 
with its limitations and future directions.

II. related works

Over the past few years, surveillance cameras 
have become increasingly ubiquitous in daily 
life [1], [8]. These are widely used in residences, 
apartments, organizations, government agencies, 

One of the significant attractions of video surveil-
lance is its ability of distant monitoring [10]. As a re-
sult, law enforcement agencies may increase their 
coverage areas [11]. Video monitoring and rapid 
reaction can result in significant cost savings be-
cause hardware and communication infrastructure 
prices have decreased [12]. The same justifications 
apply to the private sector, where video surveillance 
systems have been rapidly adopted due to consid-
erations such as reduced costs and the potential of 
outsourcing security services to other organizations 
[13]. Because of these tendencies, surveillance 
cameras can be found in many public and private 
establishments across many developed countries, 
including retail establishments, residential areas, 
streets, squares, parks, public transportation hubs, 
airports, and transportation hubs. 

The Vision 2030 of the Kingdom of Saudi Arabia 
(KSA) focuses on data privacy and individuals' 
right to preserve their data [14]. In addition, one 
of its objectives is to balance activities related 
to monitoring and privacy. Data privacy policies 
protect individuals' privacy and integrity across 
trusted communication channels. Many Internet 
of Things (IoT) devices capture and analyze large 
amounts of individuals' sensitive data [1], [15]. 
Biometric access control is provided through 
fingerprint matching, voice identification, and facial 
recognition as part of a home security system 
[16]–[18]. A CCTV surveillance mechanism is vital 
to a Smart Home's security system for protecting 
the premises and avoiding unauthorized visitors. 
Moreover, this system can monitor the elderly, the 
young, and persons with disabilities [19], [20].

Data and context-aware privacy are the two 
most common forms of vulnerability [17]. When 
transmitting sensitive information, data privacy 
should always be a top priority [21]. Adaptable 
services are in high demand due to the proliferation 
of context-aware applications [22]. Thus, 
companies are transitioning from making physical 
goods to offering services tailored to specific 
contexts. These services collect, structure, access, 
process, and distribute the user's confidential data 
[15], [23], [24]. Users are encouraged to provide 
their data to access the free services through a 
portal or product [25]–[27]. For instance, CCTV 
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etc., [4]. This development has prompted experts 
to explore the benefits and limitations of CCTV 
surveillance. 

Lack of awareness tends to cause users to 

disclose crucial data to external parties [2]. This 
data can be used to deceive, steal, and discriminate 
against users. Modern techniques can create a user 
profile on social media platforms using the user's 

table I
characterIstIcs of exIstIng lIterature

Authors Methodology Dataset Features Limitations

Mahmoud and Zohair [1] Qualitative 
study

Six participants were 
included in the study 

Participants discussed the 
limitations of data privacy in 

CCTV surveillance.

Limited number of popula-
tion, Difficult to generalize 

the outcome 

Birnhack and Perry-Hazan [2] Qualitative 
study

The researchers 
recruited 83 students 
from different schools

Participants highlighted 
the significance of CCTV 

monitoring in the education-
al institutions

A broader overview of 
student perception in a 

diverse setting

Golda et al., [5] Qualitative 
study

216 participants were 
included in the study

The findings show that men 
had considerably lower 

confidence in the govern-
ment to prevent privacy 

issues than women.

The sample was on aver-
age tech-savvy, and over 

50% had an academic 
degree. Therefore, it 

may not reflect the total 
population.

Wang et al., [4] Qualitative 
study

Recruited participants’ 
ages ranged between 
18 and 62 years old. 

Described the potential 
benefits of Drones and 

CCTV surveillance

Focused on lightweight 
Drone monitoring rather 
than CCTV monitoring 

Fisher et al., [6]school security cam-
eras have become one of the most 
common interventions for prevent-
ing and detecting school crime and 

violence. However, existing theoretical 
and empirical literature on the effects 
of school security cameras offer con-
trasting expectations. This study uses 
multiple waves of the nationally repre-
sentative School Survey on Crime and 
Safety to create a two-wave longitudi-

nal sample of schools (N = 850

Longitudinal 
study

850 participants were 
included from different 

schools

The outcome shows that 
there is no significant im-
provement in using CCTV 

Focused on crime and 
safety. Compared the 

views of participants for 
generating the outcome

Birnstill et al., [7] Qualitative 
study 103 participants

Discussed the key mech-
anism for protecting the 

personal identities

Used different scenarios 
and proposed the protec-

tion mechanism

Tran et al., [8] Qualitative 
study 49 participants

The thematic analysis dis-
closed the significance of 

CCTV in enhancing overall 
school performance

46 individuals are exces-
sively small for general-
izing the results to the 

entire population.

Gupta et al., [11] Quantitative 
study

24 academic librar-
ians

The outcome showed the 
importance of CCTV in con-

trolling theft and criminal 
activities.

Focused on the CCTV 
applications in libraries

Yao et al., [19] Qualitative 
study 18 participants

The outcome provided the 
significance of users aware-
ness of the internet based 

devices

The outcome is based on 
the specific scenarios

Yao et al., [31] Qualitative 
study 25 participants

Discussed the importance 
of improving security stan-

dards in Smart home

Sample is small. General-
ization is difficult
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crucial data. Moreover, a few organizations may 
exploit the customer's data in today's data-driven 
environment. Many security recommendations 
have been offered to clarify fundamental safety 
requirements and streamline data privacy activities 
[11]. These requirements include ensuring the 
CCTV data storage application is always up-to-
date and requiring the CCTV vendors to provide 
a list of authorized service providers. However, 
such recommendations only address the minimum 
security demands. Hackers can employ ever-
more-complicated and original methods to breach 
the devices' defenses [10]. Thus, users should 
use equipment with robust encryption, do regular 
maintenance, and adhere to a stringent procurement 
procedure when purchasing [11]. Users may install 
susceptible devices due to lack of expertise, poor 
operational testing, lack of autonomous asset 
management, and limited network monitoring 
abilities [15]-[17]. 

Table I should be after this part outlines 
characteristics of the existing literature. The literature 
discussed some case studies demonstrating the 
efficacy of CCTV systems as a vital safety and 
security measure. Mahmoud and Zohair [1] probed 
the perceptions of citizens and residents of the United 
Arab Emirates of using CCTV cameras. Birnhack 
and Perry-Hazan [2] discussed the potential 
benefits of CCTV in educational insititutions. They 
analyzed students’ perception of video montioring 
devices in the schools. Golda et al., [5] conducted 
a study evaluating the applications of smart video 
surveillance systems. Wang et al., [4] discussed 
the benefits of CCTV surveillance in educational 
institutions. They expressed that surveillance 
cameras were crucial in preventing terrorist acts 
committed by individuals across the globe. 

Furthermore, Fisher et al. [6] investigated the 
role of CCTV surveillance in controlling criminal 
activities in schools. Birnstill et al. [7] studied the 
applications of anonymization techniques for smart 
video surveillance. Recently, Tran et al. [8] have 
evaluated stakeholders’ attitude towards installing 
CCTV cameras. They discussed the significance 
of CCTV in public places. Similarly, Gupta et al. 
[11] discussed the role of CCTV in mitigating theft 
and criminal activities in libraries. Yao et al. [19] 

proposed a co-design study for developing a 
privacy mechanisms for smart homes.

Numerous incidents of online privacy violations 
due to the leakage of personal information of 
social media users have occurred in recent years. 
However, users appear to be losing out on privacy 
protection, leading to more privacy invasions. The 
existing studies [10]-[17] discussed the impact 
of privacy invasions in internet-based devices. 
There is a knowledge gap in the current literature. 
There is a lack of studies investigating the impact 
of previous encounters with privacy violations in 
maintaining CCTV surveillance environments in 
private residences. In addition, few studies [18]-[24] 
addressed the significance of protecting data from 
unauthorized users.

III. research methodology

The interview approach elicited a range 
of notions pertinent to the study's objective. 
According to the study [1], this method allows a 
detailed evaluation of the participants' perception 
of data privacy invasions. An ethical application 
document was submitted to the research ethics 
committee at the Shaqra University to investigate 
and resolve any ethical issues regarding human 
rights violations and safeguard the privacy and 
anonymity of the participants (the ERC approval 
number: ERC_SU_20230010).

A. Research Questions
The following research questions were 

addressed :
•	 How do the participants perceive privacy 

invasion in a CCTV environment? 
•	 What are the participants' experiences with 

privacy invasion in private and public spaces? 
•	 How can one prevent intrusions into their 

personal space?

B. Data Collection
This research examined public perceptions 

regarding CCTV systems' capabilities to address 
security and privacy concerns. Initially, the 
author requested his colleague for recruiting 
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the participants by using a snowball-sampling 
approach. After obtaining the participants' consent, 
the author conducted the interview on seventy-
seven participants. An expert at information 
security and data privacy from the Department of 
Cybersecurity, Shaqra University, was requested 
to validate the views of the participants recruited 
randomly from various locations in Riyadh. The 
expert is a well-known panelist at conferences in 
the KSA on Information Security and Data Privacy. 
He is a security analyst at one of the country's most 
prominent institutions.

C. Pilot Study
The author developed a set of questions to 

receive elicit participants' responses to share 
regarding the features and limitations of CCTV 
surveillance. The research procedure and 
interview questions were modified after conducting 
two sessions with nine individuals and receiving 
some insights from them. First, the author asked 
participants to consider CCTV surveillance from 
their viewpoint. It was evident from the pilot study 
that the participants were likely to perceive issues 
from the government's point of view. Therefore, a 
question about the last time the CCTV service team 
visited them was added. Second, the preliminary 
procedure posed questions to the participants 
on their overall impressions and concerns 
regarding the technologies used in the smart 
home. However, the author discovered in the pilot 
research that participants were more concerned 
with the drawbacks of CCTV services' data 
privacy regulations. Finally, the author interviewed 
the individuals to find out what they thought that 
would make their data more secure. As a result, 
he included a short introductory session in which 
participants were shown a few examples of data-
sharing regulations.

D. Data Analysis
The interviews' primary goal was to collect 

information about the features and qualities of 
CCTV systems that the public needs to co-exist 
with them. The participants were interviewed using 
a semi-structured interview. It gives the participants 

greater freedom of expression and allows them to 
share their perceptions. Several elements were 
investigated to determine the features and limitations 
of CCTV surveillance systems. These included 
the locations and methods of installing cameras, 
security problems addressed by cameras, privacy 
threats, and strategies for mitigating threats.

There is a knowledge gap in identifying the 
data privacy invasions in the CCTV environment 
and it can be bridged by providing concrete 
instances of disparities and clarity on trust in data 
security policies using intelligent technologies 
[3]-[7]. Thus, the descriptive analytic approach 
was employed to provide qualitative findings. 
The author conducted the interview in which 
participants shared their opinions on CCTV data 
privacy invasions. He requested the participants 
to share their experiences with the CCTV providers 
and technicians who monitor the recorded videos 
and images. Interviewees were encouraged to 
share their past experiences related to CCTV 
surveillances. 

The population of Riyadh province was divided 
into a sample of 77 individuals, and each of the 
corresponding critical individuals was interviewed 
two times. There were 77 individuals, 36 females 
and 41 males whose ages ranged between 21 and 
65+. Of the 77 individuals, 45 were citizens, and 32 
were residents. 

Only persons with five years of experience with IT 
gadgets and CCTV applications were recruited as 
participants in the study. The selected participants 
were more likely to provide unique insights into the 
social context of the CCTV either because of their 
unique CCTV installations or their relationships with 
other participants (neighbors, family, and friends). 
The interviews were conducted online, using Zoom 
and Skype, and lasted one hour.

The descriptive-analytic approach involving an 
iterative theory and data process was utilized [1]. 
The statistical analysis is presented in Appendix. 
The author followed the thematic analysis approach 
for extracting the data insight. Data pre-processing 
was conducted to establish commonalities in the 
research information. Various CCTV configurations, 
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participant concerns, and utilization standards were 
compared. Using this framework as an analytic 
toolkit, the responses unique to privacy and risk were 
systematically analyzed. This assessment approach 
allowed the researcher to understand the study 
participants' perceptions. The study participants 
asserted a combination of principles related to the 
CCTV surveillance environment. To avoid revealing 
personal information, quotes from participants were 
de-identified. The stories presented served as 
illustrative instances. As a result, the outcome of this 
study may be applied to other contexts.

Iv. results

The thematic analysis generated four themes: a 
perspective on privacy invasion, privacy awareness, 
dilemmas in implementing security, and preventive 
measures. Table II presents some critical questions 
used in the study in order to extract central themes.

The first three topics outline the participants’ 
perception of the current CCTV data privacy 
standards. Lastly, the fourth topic presents the 
preventive measures to strengthen data protection 
techniques. Fig. 1 depicts the themes extracted 
from the responses.

The public and private domains shared these 
commonalities. The themes are composed of several 
sub-themes. It is evident that there might be some 
overlap between these topics and the underlying 
dimensions. The verbatim of the participants has been 
recorded under the respective sub-themes. Table III 
outlines the extracted themes and sub-themes.

A. Perspective on privacy invasion
This topic reflected the participants' attitudes 

and opinions about strangers invading their 
personal space in public and private spaces. 
Participants generally agreed that respecting 
people's personal space in public is necessary. 
When people's personal space is invaded, they 
feel uneasy and upset. The participants expressed 
resentment at being recorded by friends and 
strangers without their knowledge or consent. All 
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Fig. 1. Information Security Themes 
 
 
 
 
 
 
 
 
 
 
 
 
 

TABLE III 
 THEMES AND SUBTHEMES 

Themes Subthemes 
Privacy Invasion Data disclosures, Targeted advertisements, Identity theft, Personal abuse 
Privacy Awareness Privacy expectations, Content information norms, Legal and political issues, Consent to access 

data 
Dilemmas in implementing 
security 

Location information, Unwanted messages, financial data exposure, Exposure of personal 
contacts 

Preventive measures Strong passwords, Diligence in monitoring, Two-factor authentication, Disable data tracking 
facility 

 
  
 
 
 

 
 

 
Fig. 2. Suggested data protection framework 

 
 
 

Fig. 1. Information Security Themes.

table II 
 QuestIons for extractIng themes

Questions

Are you aware of the risks in handling CCTV video / audio / 
images?

Are you aware of the current data privacy policies in the King-
dom of Saudi Arabia?

Does your CCTV provider comply with the Global Records 
Retention Schedule with regard to Saudi Arabia data privacy 
policies?

Do you routinely access / review / monitor your CCTV data or 
application to determine whether the data collected, stored, 
or processed is necessary to meet the stated business objec-
tives?

What are the security vital roles provided by CCTV systems?

Are you satisfied with the CCTV security roles implemented by 
the CCTV providers?

What are the privacy concerns caused by the existence of 
CCTV?

table III
 themes and subthemes

Themes Subthemes

Privacy Invasion Data disclosures, Targeted advertise-
ments, Identity theft, Personal abuse

Privacy Awareness Privacy expectations, Content informa-
 tion norms, Legal and political issues,
Consent to access data

Dilemmas in imple-
menting security

Location information, Unwanted mes-
sages, financial data exposure, Expo-
sure of personal contacts

Preventive measures Strong passwords, Diligence in moni-
toring, Two-factor authentication, Dis-
able data tracking facility

Users' Information Security Awareness of Home Closed-Circuit Television Surveillance
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participants agreed that CCTV owners should follow 
data privacy in disclosing the footage on social 
media platforms or sharing it with external parties. 
When someone violates privacy, there should 
be strict and well-defined consequences. They 
expressed the possibility of misusing the recorded 
videos by strangers. The following verbatim reflects 
users’ attitude towards the CCTV cameras.

"We have to learn the consequences 
of purchasing an internet-based 
video monitoring system. Since there 
have been so many tales of things 
seeping through and whatnot recently, 
contrarily, secrecy is highly valued. "

"It's more difficult, in my opinion, to 
have faith in the CCTV maintenance 
team. I advised my family not to provide 
the strangers any personal details."

Privacy is a concept that has undergone 
dynamic definitional shifts over the centuries. 
The nature of privacy issues may not always fit 
well inside existing privacy frameworks. It might 
include challenges associated with data collection, 
data processing, and disclosure of crucial data. 
Extraction, observation, and incursion are all 
possible forms of invasion. In order to present a 
compelling data privacy policy, multiple forms of 
data invasions need to be addressed.

B. Privacy Awareness
An individual's level of privacy awareness 

is based on his/her knowledge about the 
consequences of sharing data with external parties. 
In addition, the nature of data plays a significant 
role in data-sharing policies. The findings revealed 
that the participants had serious concerns 
about privacy in public settings. In contrast, the 
participants who were unaware of the data privacy 
shared their details with unauthorized persons. One 
of the participants shared the following opinion.

"The maintenance team knows 
our CCTV application credentials. 
They never allow us to change the 
password."

Another participant stated:
"I asked the maintenance team to 

ask us to access the CCTV footage. 
I will not allow them to copy any files 
from the hard disk."

These results showed that users' awareness 
reduces unauthorized data access and 
safeguards individuals' privacy. The participants 
were familiar with the privacy of conduct, activity, 
and communication. They were aware of the 
consequences that might result from privacy 
breaches of various types (technical and non-
technical). However, few participants not aware 
of the newer technologies based on IoT. The 
introduction of IoT devices leads to the development 
of smart home techniques. Thus, addressing 
the data breaches in the CCTV surveillance 
environment can support the policymakers to focus 
on developing a practical data-sharing framework 
for KSA. To what extent this awareness existed 
could not be seen. Moreover, there was an inverse 
relationship between the degree to which users felt 
their privacy was invaded and their plans to keep 
using the service. Participants' perceptions were 
found to be influential in shaping their behavior.

C. Dilemmas in Implementing Security
Participants were unsure whether technology 

such as Amazon Echo, CCTV surveillance, and 
face recognition AI were helpful or intrusive. 
The trustworthiness of these applications was 
questioned. Emerging technologies have brought 
positive and negative consequences, leading to 
many new dilemmas and perplexities. Due to their 
limited technology skills, the participants displayed 
reluctance to implement the recent security 
measures. In addition, misleading information 
in social media influenced the participants. 
The participants with technical skills positively 
implemented security using newer technologies. 
The following verbatim shows the importance of 
strict data access policies for CCTV maintenance.

"I am afraid the CCTV providers 
may access the data using the hidden 
app."

"The advanced hacking 
technologies and Dark net may use 
the recorded videos and images."

Yazeed Alkhurayyif
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Some participants pointed out that people in 
the modern period are hyper-vigilant because 
of the different technologies available to them. 
Participants were concerned about the videos 
and images captured using CCTV devices. 
Participants expressed rising apprehension about 
the usage and effects of CCTV and other types of 
surveillance. Even though they were aware of the 
benefits and risks of artificial intelligence models, 
they might have experienced technology anxiety 
due to their inability to avoid or control potential 
technical harms. They stated that they had learned 
more about privacy-related issues by reading news 
articles and using social media. They called for a 
public awareness program to educate the citizens 
and residents about data breaches in public and 
private spaces. This encourages individuals to 
avoid sharing information in public or online forums. 

The author discovered that few participants 
were not sharing their details in public spaces. In 
addition, they had their protocol to safeguard their 
information. Participants reported avoiding public 
areas to conduct financial transactions or use 
programs requiring credentials. Thus, participants 
were using their mobile devices to make fewer 
purchases in public.

D. Preventive Measures
The responses to queries related to the preventive 

measures revealed noteworthy differences in the 
participants' perceptions. There was a consensus 
among the participants on the need for face-hiding 
mechanisms while broadcasting the CCTV footage 
to unauthorized users. In public places, there 
should be a notification to individuals about the 
presence of cameras, the need for strict policies, 
laws, and regulations against violators.

There is also conclusive evidence that the 
participants appreciated the presence of laws to 
safeguard their privacy. The expert made some 
suggestions, such as restricting internet access to 
surveillance devices and using AI solutions to make 
monitoring more efficient and focusing on specific 
instances rather than disclosing the entire data. It is 
also possible to use motion or zooming auto-triggered 
capabilities so that the camera only turns on to record 
when it detects suspicious faces or movements. 

The Saudi Arabia government initiated strict 
regulations for using CCTV in public and private 
spaces. Institutions of higher education, public and 
private healthcare facilities, public transportation, 
and government offices are among the places 
that must now have security cameras installed. 
Cameras are also forbidden in areas where 
people change clothes, beauty parlors, and 
women's clubs. Fines for infractions range from 
SR5,000 for failing to record and maintain footage 
to SR10,000 for installing cameras in restricted 
places and SR20,000 for transmitting or destroying 
footage or camera systems [14]. Any person who 
helps prosecute lawbreakers will get 10% of the 
corresponding fine as an incentive [13].

The resolution No. 98 was issued on 7/2/1443H 
and was approved by Royal Decree M/19 dated 
9/2/1443H (16 September 2021), (14 September 
2021) for protecting the individual's data [12]. 
The Personal Data Protection Law (PDPL) is 
Saudi Arabia's primary privacy law. Beginning on 
March 23, 2022, PDPL would be fully enforced, 
with an additional year provided for compliance. 
The effective date is subject to the publication of 
different implementing rules [12], [13]. The topic 
of data protection is addressed in a wide variety 
of additional obligatory papers and sector-specific 
regulations. The National Data Management Office 
has produced the National Data Governance Interim 
Regulations of 2020 (National Data Regulations), 
primarily concerned with governmental data [13]. 
However, the National Data Regulations state that 
any entity in the KSA that processes personal data 
in whole or in part, as well as any entity outside 
the KSA that processes personal data related to 
individuals residing in the KSA, must comply with 
Part 5 of the regulations, which deals with personal 
data protection [13]. So far, it is not entirely apparent 
whether or not the National Data Regulations have 
been given legal standing and are being actively 
implemented. 

Like other worldwide data protection laws, the 
PDPL guarantees individual rights to privacy. Data 
subjects have the legal right to access, amend, 
delete, and transfer any personal information 
gathered on them. The rights of data subjects 
might vary widely depending on the particular data 
protection regulation. People whose personal or 
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sensitive data is processed in Saudi Arabia are 
subject to the PDPL. Information on a deceased 
individual that may be used to track down a living 
relative is similarly protected under the PDPL. The 
PDPL does not cover personal data processing at 
home. Except in limited circumstances in the Draft 
Regulation, the PDPL makes it illegal for businesses 
to process individuals' data without their knowledge 
or consent. Consent to the processing of personal 
data may be revoked at any time by the data subject, 
and approval should not be required as a condition 
of the data controller's provision of a service or 
benefit. According to the PDPL, businesses must 
designate individuals (or a group of individuals) 
to carry out the law's requirements. In line with 
previous studies [25]-[29], and the current study's 
findings, a framework for protecting users' data in 
CCTV surveillance was proposed.

v. dIscussIons

In this study, the author conducted a semi-
structured interview with 77 participants and 
evaluated their responses using a qualitative 
analysis approach. The study findings addressed 
three research questions. The thematic analysis 
extracted four themes for presenting a solution 
for achieving the study objectives. Firstly, the 
privacy invasion theme introduced the necessity of 
effective data privacy policies in public and private 
spaces. Secondly, the privacy awareness theme 
revealed the importance of awareness programs for 
educating individuals about data privacy invasions 
and their consequences. Thirdly, dilemmas in 
implementing security themes presented by the 
participants were highly motivated by social media 
platforms and avoided installing data security 
applications. Finally, the preventive measure theme 
aligned with the current security policies in KSA to 
protect users' information.

The study findings are consistent with the results 
of Mahmoud and Zohair [1]. There is a demand for 
strict policies protecting individuals' data in CCTV 
surveillance. In addition, this study discussed the 
current data privacy policies of KSA to avoid data 
misuse. In line with Birnhack and Perry-Hazan [3], 
the study's outcome revealed the significance of 
CCTV monitoring in public places.

In contrast to the findings of Golda et al. [5], 
there is no significant difference in the perceptions 
of male and female participants. In addition, the 
technically skilled participants did not favor CCTV 
surveillance in public places. Similarly, the findings 
did not converge with Wang et al. [4]. Wang et 
al. [4] investigated the role of drones and CCTV 
monitoring in public places, whereas the proposed 
study findings addressed the data invasions in the 
CCTV environment. 

Furthermore, The study findings echoed the 
findings of Fisher et al. [6], Brinstill et al. [30], Tran et 
al. [8], Gupta et al. [11], and Yao et al. [19], [31] Users 
should be aware of the data privacy invasion in the 
public and private places. The unauthorized access 
of the users' data leads to negative consequences..

A. Recommendations
Based on the expert opinion and the 

participant's responses, the author proposed a 
framework in order to protect the user's privacy 
in the CCTV data access environment. Fig. 2 
outlines the proposed data protection framework. 
In this framework, the CCTV maintenance team 
requires the users' or owners' permission to 
access the CCTV data. For instance, the data 
access credentials should not be disclosed to 
the maintenance team. They must request the 
owner login to the dashboard to delete or modify 
the content.

In addition, a log file should be updated each 
time and store the details, including the name of 
the head of the maintenance team, and the date 
and time of the modified files. The log file should 
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TABLE III 
 THEMES AND SUBTHEMES 

Themes Subthemes 
Privacy Invasion Data disclosures, Targeted advertisements, Identity theft, Personal abuse 
Privacy Awareness Privacy expectations, Content information norms, Legal and political issues, Consent to access 

data 
Dilemmas in implementing 
security 

Location information, Unwanted messages, financial data exposure, Exposure of personal 
contacts 

Preventive measures Strong passwords, Diligence in monitoring, Two-factor authentication, Disable data tracking 
facility 
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be forwarded to the owner's and CCTV provider's 
email addresses to inform the owner. Using the 
suggested framework, the user's data cannot be 
exposed to unauthorized users, and the users' 
privacy will be preserved.

B. Limitations
Time constraint is the primary limitation of this 

study. It is recommended that a larger sample 
of ordinary individuals need to be interviewed in 
order to receive a broader range of responses and 
perspectives on CCTV systems. Nevertheless, 
in the future, the author extends this study by 
covering a wide range of participants. The study 
proposed a set of recommendations based on 
expert opinions. However, there is a demand 
to involve a larger number of experts to frame 
effective data privacy policies. Furthermore, the 
public comments may be examined and analyzed 
against current privacy practices to evaluate and 
discover the gaps in the existing rules.

vI. conclusIons

This study investigated the user's perceptions 
of CCTV usage and data security policies. CCTV 
surveillance systems have become vital for 
ensuring people’s safety. However, there remain 
ongoing privacy issues that should be addressed. 
A qualitative approach was followed in order to 
obtain the responses. A total of 77 individuals from 
Riyadh province participated. Privacy invasions, 
the dilemma in implementing security applications, 
privacy awareness, and preventive measures were 
the primary themes extracted from the responses. 
The privacy invasions revealed the unauthorized 
usage of CCTV footage of public places. The 
dilemma in implementing security applications 
outlined the limitations of the security applications. 
Security applications require users' details to 
provide the services. Thus, the participants 
were reluctant to use such applications. Privacy 
awareness highlighted the importance of awareness 
programs in educating individuals about data 
privacy policies. Finally, the preventive measures 
provided recommendations to safeguard individual 
data from unauthorized access. The time constraint 
was the most significant limitation of this study 

and the challenge that needed to be overcome. 
Interviewing a larger sample of the general 
population can yield additional perspectives on the 
future of CCTV.
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