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Abstract
The Brazil, Russia, India, China, South Africa (BRICS) nations lack a cohesive cybersecurity framework 

for intelligence exchange. The proposed expansion of the BRICS bloc calls for a BRICS+ agency dedicated 
to cybersecurity information sharing and analysis. Information Sharing and Analysis Centres (ISACs) are suc-
cessful not-for-profit entities that centralise resources for gathering, analysing, and disseminating cybersecurity 
intelligence. However, founding a BRICS+ ISAC confronts challenges such as coordination complexity, finan-
cial constraints, trust deficits, linguistic diversity, and disparate legislative landscapes. This paper proposes a 
novel hybrid ISAC architectural model that amalgamates centralised and decentralised elements, presenting a 
tailored solution for the multifaceted needs of the expanding BRICS+ entity. The innovation of this model lies in 
its capacity to enhance cybersecurity resilience, promote efficient intelligence exchange, elevate the BRICS+ 
international standing, and solidify inter-nation collaboration, while being flexible enough to cater to the specific 
legal, cultural, and technological variances across member countries. The proposed model's uniqueness and 
adaptability position it as the premier choice for actualising the BRICS+ vision for a unified cyber front.
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I. IntroductIon

South Africa assumed chairmanship of the 
Brazil, Russia, India, China and South Africa 
(BRICS) bloc from China on January 1, 2023, 
under the theme "BRICS and Africa: Partnership 
for mutually accelerated growth, sustainable 
development and inclusive multilateralism" [1]. 
BRICS countries are emerging economies that 
have grown in economic and political influence 
[2]. The increasing reliance on technology and the 
Internet in these countries necessitates addressing 
cybersecurity threats and vulnerabilities, including 

cyber attacks on critical infrastructure (CI) [3], [4]. 
These countries face common opportunities and 
challenges in cyberspace, such as malicious use of 
artificial intelligence (AI) [5], making cybersecurity 
cooperation essential [6]. An effective tool used 
successfully in other regions for cybersecurity 
cooperation is the information sharing and analysis 
centre (ISAC), an organisational formation that 
collects, processes, analyses, disseminates, and 
presents information on cybersecurity threats and 
vulnerabilities [7]–[9].

To this end, there has been growing interest in 
establishing a BRICS ISAC to promote collaboration 
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in general, Section IV specifically discusses the 
potential benefits and challenges of a BRICS ISAC 
and its architectural model. The paper concludes 
with Section V where recommendations for future 
research are also put forward.

II. research desIgn and approach

This study adopted a scoping review approach, 
underpinned by an analytical framework, to investigate 
the viability and implications of establishing a BRICS 
ISAC. The analytical framework for this study is 
grounded in the following key concepts:

• ISACs: ISACs are not-for-profit, member-
driven organisations that facilitate the sharing 
and analysis of cybersecurity information 
among members. They play a vital role in 
enhancing cybersecurity resilience and 
fostering collaboration between public and 
private sector stakeholders [7]–[9].

• BRICS: The BRICS nations are a diverse 
grouping of emerging economies with 
growing geopolitical and economic 
significance. Cybersecurity cooperation 
among BRICS nations is essential for 
addressing the shared challenges posed 
by cyber threats [2].

• Hybrid ISAC architectural model: A hybrid 
ISAC architectural model combines 
centralised and decentralised elements to 
provide flexibility and scalability, while also 
addressing the unique needs of the member 
states [15]–[17].

and cooperation among the BRICS countries on 
cybersecurity issues [10]. For example, both the 13th 
BRICS Summit, hosted by India on 09 September 
2021, and the 14th BRICS Summit, hosted by China 
on 23 June 2022, highlighted security in the use of 
modern information and communication technologies 
(ICTs), or cybersecurity, as one of the key initiatives 
to pursue collaboratively through the Global Security 
Initiative (GSI) [11], [12]. Recognising mounting 
global risks and challenges, the GSI was proposed 
to address the current global security dilemma and 
provide guidance for building a world with universal 
security and lasting peace [12].

However, there are also challenges to be 
considered for the establishment of a BRICS ISAC, 
including coordination, funding, trust, language 
barriers, and legal and regulatory issues [10], [13]. 
Researchers such as Belli [3], [14] have recently 
explored new legal and regulatory concepts such 
as cyber defence and cyber warfare legislative 
frameworks in the BRICS countries. Other 
researchers such as Wanglai [6] highlighted the 
existence of the working group of experts of the 
BRICS member countries on security pertaining to 
the use of ICTs to promote sharing of information 
and best practices on cybersecurity, establishment 
of nodal points in member countries and effective 
coordination against cybercrime. However, there 
is no indication by Belli [3], [14] and Wanglai 
[6], and in the latest literature pertaining to the 
BRICS Summits (13th Summit in 2021 and 14th 
Summit in 2022) [11], [12], that there is one single 
body responsible for the coordination of BRICS 
cybersecurity information sharing and analysis. 
This paper explored the potential benefits and 
challenges of establishing a BRICS ISAC and to 
propose the potential architectural model that could 
be used for cybersecurity intelligence exchange in 
the bloc.

The rest of the paper is structured as follows: 
Following the introduction of the research aim in this 
section, Section II of the paper outlines the methods 
adopted for the exploration of the potential benefits 
of a BRICS agency for cybersecurity information 
sharing and analysis. Whereas Section III discusses 
related works on the potential benefits and 
challenges of ISACs and their architectural models 

paper outlines the methods adopted for the exploration of the 
potential benefits of a BRICS agency for cybersecurity 
information sharing and analysis. Whereas Section III discusses 
related works on the potential benefits and challenges of ISACs 
and their architectural models in general, Section IV 
specifically discusses the potential benefits and challenges of a 
BRICS ISAC and its architectural model. The paper concludes 
with Section V where recommendations for future research are 
also put forward.  

II. RESEARCH DESIGN AND APPROACH 
This study adopted a scoping review approach, underpinned 

by an analytical framework, to investigate the viability and 
implications of establishing a BRICS ISAC. The analytical 
framework for this study is grounded in the following key 
concepts: 

• ISACs: ISACs are not-for-profit, member-driven 
organisations that facilitate the sharing and analysis of 
cybersecurity information among members. They play a 
vital role in enhancing cybersecurity resilience and 
fostering collaboration between public and private sector 
stakeholders [7]–[9]. 

• BRICS: The BRICS nations are a diverse grouping of 
emerging economies with growing geopolitical and 
economic significance. Cybersecurity cooperation among 
BRICS nations is essential for addressing the shared 
challenges posed by cyber threats [2]. 

• Hybrid ISAC architectural model: A hybrid ISAC 
architectural model combines centralised and decentralised 
elements to provide flexibility and scalability, while also 
addressing the unique needs of the member states [15]–
[17]. 

Figure 1 depicts the research process involved in this paper. 

 

 

Fig. 1.  Research process followed in this paper. 

The research process involved the following steps: 
1. Literature search: A literature search was conducted in 

Google Scholar to identify scholarly and grey literature 
on the concept and operationalisation of ISACs, with a 
focus on the BRICS nations and cybersecurity 
collaboration.  

2. Relevance filtering: The resulting literature was 
subjected to a relevance filter to discard documents that 
did not directly contribute to understanding the 
establishment of an ISAC within the BRICS context or 
that lacked empirical or theoretical depth. The remaining 
papers were subjected to a thematic synthesis. 

3. Thematic synthesis: The thematic synthesis involved 
identifying and categorising the potential benefits and 
challenges of establishing a BRICS ISAC according to 
emerging themes. This synthesis informed the 
subsequent construction of an argument for the 
suitability of a hybrid architectural model for the 
proposed BRICS ISAC. 

The general view of the potential benefits and challenges of 
establishing an ISAC and architectural models are discussed in 
the next section. 

III. RELATED WORKS 

A. BRICS+ Concept 
In March 2017, the concept of a ‘BRICS Plus’ to build a new 

platform for south-south cooperation to promote the 
establishment of broader partnerships and facilitate common 
development and prosperity of emerging markets on a larger 
scale was proposed [18], [19]. Like the BRICS-Outreach 
Summit, the BRICS Plus is a forum for BRICS-related 
initiatives to interact and/or collaborate with nations that are not 
a part of the BRICS grouping [20]. Foreign ministers from 
nations such as Saudi Arabia, Egypt, Argentina, United Arab 
Emirates (UAE), Nigeria, Indonesia, Thailand, Kazakhstan and 
Senegal have already attended a BRICS Plus meeting [20].  

This paper therefore adopted the BRICS Plus, or BRICS+, 
formation for the proposed BRICS ISAC establishment. As of 
the writing of this paper, the 15th BRICS Summit, which was 
held in Johannesburg, South Africa from August 22 to 24, 2023, 
had formally invited six nations to join the BRICS bloc starting 
January 1, 2024 [21]. To quote the South African President, 
Cyril Ramaphosa, “We have decided to invite the Argentine 
Republic, the Arab Republic of Egypt, the Federal Democratic 
Republic of Ethiopia, the Islamic Republic of Iran, the Kingdom 
of Saudi Arabia and the United Arab Emirates to become full 
members of BRICS. The membership will take effect from 1 
January 2024” [21]. This paper therefore adopted the BRICS 
Plus, or BRICS+, formation for the proposed BRICS ISAC 
establishment.  

B. Overview of ISACs 
According to the European Union (EU) agency for 

cybersecurity, popularly known as the European Network and 
Information Security Agency [15], ISACs are non-profit 
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The research process involved the following 
steps:

1. Literature search: A literature search was 
conducted in Google Scholar to identify 
scholarly and grey literature on the concept 
and operationalisation of ISACs, with a focus 
on the BRICS nations and cybersecurity col-
laboration. 

2. Relevance filtering: The resulting literature 
was subjected to a relevance filter to discard 
documents that did not directly contribute to 
understanding the establishment of an ISAC 
within the BRICS context or that lacked em-
pirical or theoretical depth. The remaining pa-
pers were subjected to a thematic synthesis.

3. Thematic synthesis: The thematic synthesis 
involved identifying and categorising the po-
tential benefits and challenges of establish-
ing a BRICS ISAC according to emerging 
themes. This synthesis informed the subse-
quent construction of an argument for the 
suitability of a hybrid architectural model for 
the proposed BRICS ISAC.

The general view of the potential benefits and 
challenges of establishing an ISAC and architectur-
al models are discussed in the next section.

III. related Works

A. BRICS + Concept
In March 2017, the concept of a ‘BRICS Plus’ to 

build a new platform for south-south cooperation to 
promote the establishment of broader partnerships 
and facilitate common development and prosperity 
of emerging markets on a larger scale was proposed 
[18], [19]. Like the BRICS-Outreach Summit, the 
BRICS Plus is a forum for BRICS-related initiatives 
to interact and/or collaborate with nations that are 
not a part of the BRICS grouping [20]. Foreign 
ministers from nations such as Saudi Arabia, Egypt, 
Argentina, United Arab Emirates (UAE), Nigeria, 
Indonesia, Thailand, Kazakhstan and Senegal have 
already attended a BRICS Plus meeting [20]. 

This paper therefore adopted the BRICS Plus, 
or BRICS+, formation for the proposed BRICS 
ISAC establishment. As of the writing of this 

paper, the 15th BRICS Summit, which was held in 
Johannesburg, South Africa from August 22 to 24, 
2023, had formally invited six nations to join the 
BRICS bloc starting January 1, 2024 [21]. To quote 
the South African President, Cyril Ramaphosa, “We 
have decided to invite the Argentine Republic, the 
Arab Republic of Egypt, the Federal Democratic 
Republic of Ethiopia, the Islamic Republic of Iran, 
the Kingdom of Saudi Arabia and the United Arab 
Emirates to become full members of BRICS. The 
membership will take effect from 1 January 2024” 
[21]. This paper therefore adopted the BRICS Plus, 
or BRICS+, formation for the proposed BRICS ISAC 
establishment.

B. Overview of ISACs
According to the European Union (EU) agency 

for cybersecurity, popularly known as the European 
Network and Information Security Agency [15], 
ISACs are non-profit organisations that provide a 
central resource for gathering information on cyber 
threats (in many cases to CI) as well as enable 
bidirectional sharing of information between the 
private and public sectors. Originally, the ISAC 
concept was initiated by the government of the 
United States of America (USA) around 1998 
to be industry-based associations expected to 
serve as a mechanism for gathering, analysing, 
appropriately sanitising and disseminating private 
sector cybersecurity information to both industry 
and the government [8], [22]. 

They achieve this by digging deeper into their 
sectors to provide secure and trusted information 
and analytical capabilities to stakeholders that 
could be in the water, transportation, real estate, 
oil and natural gas, maritime, ICT, and aviation 
sectors [23]. Accordingly, ISACs are designed 
to interconnect industry and governmental 
organisations, forming public-private partnerships, 
with the aim of improving cybersecurity posture 
for all parties involved [22], [24]. Furthermore, 
ISACs operate as service systems for effective 
joint response to cyber compromise by multiple 
stakeholders [25]. According to the National 
Institute of Standards and Technology (NIST) [26], 
[27], [28], and [29] some of the ISAC functions 
and responsibilities include:
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• Incident response: ISACs are tasked with 
managing response and recovery efforts 
when a security incident takes place. 
This involves determining the incident's 
characteristics and extent, evaluating the 
impact, and implementing corrective actions 
to mitigate future occurrences.

• Vulnerability management: ISACs are 
responsible for identifying and addressing 
vulnerabilities in an organisation's systems 
and networks. This includes identifying and 
prioritising vulnerabilities based on their 
potential impact and implementing measures 
to mitigate or eliminate those vulnerabilities.

• Threat intelligence: ISACs use technological 
platforms to gather and analyse data on 
emerging cyber threats, such as new 
malware variants and sophisticated cyber 
espionage activities. These platforms 
automate data collection, integrate multiple 
data sources, and use real-time analytics 
and ML algorithms to enhance predictive 
capabilities. By leveraging such platforms, 
ISAC members gain actionable intelligence 
that enables them to take a more proactive 
cybersecurity stance and anticipate 
potential attacks. This dynamic and informed 
approach to threat intelligence is crucial for 
maintaining an up-to-date understanding of 
the threat landscape and devising effective 
countermeasures.

• Guidance and support: ISACs regularly 
furnish direction and assistance to member 
organisations concerning safeguarding 
against evolving threats or vulnerabilities, 
which are continually progressing due to 
technological advancements such as AI, 
cloud computing, blockchain, and other 
digital technologies. The aid and guidance 
may incorporate best practices, training, or 
technical support.

Whereas ISACs and security operations centres 
(SOCs) are both dedicated entities or teams 
within an organisation that are responsible for 
monitoring and analysing data to identify potential 
cybersecurity risks and implementing measures to 

mitigate those risks, there are some key differences 
between them [7], [24], [25], [30]:

• Scope: ISACs are typically focused on a 
specific industry or sector, such as energy 
or water. They collect and analyse data on 
emerging threats and vulnerabilities within 
that industry or sector and provide guidance 
to member organisations on how to protect 
against those threats. SOCs, on the other 
hand, are typically focused on a specific 
organisation or group of organisations 
and are responsible for protecting those 
organisations against all types of cyber 
threats.

• Membership: ISACs are usually 
membership-based, with organisations 
paying a fee to join and receive the benefits 
of membership. SOCs, on the other hand, are 
usually established and funded by a specific 
organisation or group of organisations.

• Functions and responsibilities: ISACs 
and SOCs both have a range of functions 
and responsibilities, including incident 
response, vulnerability management, 
threat intelligence, and guidance and 
support. However, the specific tasks and 
responsibilities of ISACs and SOCs may vary 
depending on their scope and membership.

Overall, ISACs and SOCs are both important 
components of an organisation's cybersecurity 
strategy with ISACs having diverse functions 
and responsibilities that vary depending on the 
specific focus and membership of the ISAC [27]. 
Thus, operating an effective ISAC would require 
overcoming a number of challenges as highlighted 
by ENISA [15]. Some of the most pertinent 
challenges are discussed in the next section.

C. Benefits and Challenges of an ISAC
In addition to what has already been highlighted 

in the previous sections, some of the benefits of 
establishing an ISAC include [26], [27]:

• Improved cybersecurity: ISACs can help 
organisations to improve their cybersecurity 
posture by providing access to threat 
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intelligence, best practices, and other 
resources.

• Enhanced incident response: ISACs can 
help organisations to respond to security 
incidents more quickly and effectively by 
providing access to incident response 
expertise and resources, and by facilitating 
the sharing of information among member 
organisations.

• Greater collaboration: ISACs facilitate 
collaboration among member organisations, 
allowing them to share information and 
resources and work together to address 
common security challenges.

• Cost savings: By providing access to 
shared resources and expertise, ISACs 
can help organisations to reduce the cost 
of implementing and maintaining their own 
cybersecurity programs.

There are, however, several challenges to be 
considered when establishing and operating an 
effective ISAC and these include [15], [26], [27]:

• Limited resources: Many organisations 
struggle to allocate sufficient resources, e.g. 
staff or funding, to their ISACs, resulting in 
inadequate staff or technology. This can 
hinder the ability of an ISAC, or similar 
formation, to effectively monitor and analyse 
data, and to respond to incidents in a timely 
manner. 

• Skills shortage: There is a shortage of 
skilled professionals with expertise in 
cybersecurity, which can make it difficult for 
organisations to staff their ISACs. This can 
lead to a reliance on automated tools such 
as the application of AI in cybersecurity, 
which may not be able to fully address the 
complexity and diversity of modern cyber 
threats.

• Lack of standardisation: Without clear 
policies and procedures in place, it may be 
difficult for analysts to consistently gather, 
analyse, and disseminate information.

• Data overload: With the proliferation of big 
digital data, analysts may be overwhelmed 

by the volume, variety and velocity of 
information they need to process.

• Limited expertise: Analysts may not 
have the necessary skills or experience to 
effectively analyse and interpret complex 
datasets.

• Lack of collaboration: Without proper 
communication and collaboration among 
analysts and other stakeholders, it may be 
difficult to effectively share information and 
insights.

• Insufficient training: Analysts may not have 
received adequate training to effectively 
carry out their duties.

• Limited access to information: Analysts 
may not have access to all the information 
they require to properly analyse and 
interpret data.

• Limited ICT infrastructure: Organisations 
may not have the necessary technology or 
tools to effectively support the operations of 
an ISAC.

• Legal, regulatory and ethical 
considerations: Organisations may face 
legal and ethical challenges when collecting, 
storing, and sharing information due to, for 
example, data privacy legislations.

• Coordination: Setting up an ISAC 
involves coordinating the efforts of multiple 
organisations, which can be a complex and 
time-consuming process. Ensuring that all 
member organisations are on board with the 
idea and willing to contribute resources and 
expertise could be a challenge.

• Trust: Sharing sensitive information about 
cybersecurity threats and vulnerabilities 
requires a high level of trust among the 
member organisations

Having delineated the challenges to be 
considered when establishing and operating an 
effective ISAC, it is imperative to broaden our 
perspective and explore the manifestation and 
operation of ISACs in various other regions of the 
world.
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D. ISACs in Other Regions of the World
There are several examples of countries that 

have established ISACs to enhance their national 
cybersecurity posture. For example, the USA has 
a number of sector-specific ISACs, such as the 
Financial Services ISAC and the Electricity ISAC, as 
well as a national ISAC known as the Cybersecurity 
and Infrastructure Security Agency (CISA) [31], 
[32]. CISA works closely with USA federal agencies, 
state and local governments, and private sector 
partners to be the national coordinator for CI security 
and resilience and operationally lead federal 
cybersecurity functions and responsibilities [32].

The United Kingdom (UK) has established 
the UK National Cyber Security Centre (NCSC) 
to provide guidance and support to critical 
organizations, the public sector, industry, small 
and medium-sized enterprises, and the general 
public regarding cybersecurity [33]. Despite 
leaving the EU, the NCSC produced good 
practice indicators that aided EU member states 
in meeting the Network and Information Security 
(NIS) Directive's principles and objectives [34]. 
Furthermore, the UK created the Cyber Security 
Challenge UK, a non-profit organization that 
brings together government, academia, and 
industry to identify fresh cybersecurity talent with 
the requisite skills and diverse backgrounds the 
industry needs and demands [35]. This challenge 
incorporates a variety of ISACs that concentrate 
on specific sectors, including finance, energy, 
and healthcare, and collaborates with industry 
partners to improve the UK's CI's resilience and 
capacity through training initiatives [35]. 

Other countries that have established ISACs 
or similar organisations include Canada, which 
has the Canadian Cyber Threat Exchange and the 
Canadian Centre for Cyber Security [36], [37], and 
Australia, which has the Australian Cyber Security 
Centre [38]. Therefore, a number of countries 
have established ISACs or similar organisations 
to enhance their national cybersecurity posture by 
facilitating the exchange of information and analysis 
related to cybersecurity threats and incidents. 
These organisational formations serve as a hub 
for the collection, analysis, and dissemination of 
cybersecurity information, and provide a range of 

value-added services to their members, including 
intelligence briefings, incident response support, 
and training and education [27]. To be effective 
in promoting collaboration and cooperation on 
cybersecurity issues among members, an ISAC 
must be configured through an appropriate 
architectural model.

E. ISAC Models
There are several architectural models that 

organisations can consider when designing and 
implementing an ISAC. Some of these models 
include [15]–[17]:

• Centralised: The ISAC functions as a central 
hub for aggregating, processing, and 
analysing information from diverse sources, 
ultimately disseminating it to a network of 
"spokes," or member organisations, who 
utilize it to enhance their security posture. 
This approach enables improved efficacy 
and coordination, although its successful 
implementation necessitates substantial 
resources.

• Decentralised: Multiple ISACs function 
independently but opt to exchange 
information and resources voluntarily. 
Information sharing and analysis activities 
are performed by individual organisations or 
smaller regional ISACs. While this approach 
may be more feasible for organisations 
with limited resources, it may also lead to 
a lack of standardisation and coordination. 
Nonetheless, this model enables 
organisations to benefit from the expertise 
and resources of multiple ISACs without 
being reliant on any single one.

• Hybrid model: This model combines elements 
of the centralised and decentralised models, 
allowing organisations to choose the level 
of involvement and collaboration that best 
suits their needs. 

ENISA [15] identified three informal 
categorisations of ISAC models in Europe, namely 
country-focused, sector-specific, and international 
collaboration models. The country-focused model 
encompasses cooperation and collaboration 
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initiatives at a national level, with the goal of bringing 
together all experts or cyber security incident 
response teams to facilitate smoother and more 
effective information sharing and analysis [15]. The 
sector-specific ISAC model is tailored to specific 
CI sectors such as energy, water, transportation, 
and healthcare [15]. Finally, the international 
collaboration ISAC model seeks to unite multi-
stakeholder members from across Europe and 
beyond, recognising that cybersecurity threats 
transcend national borders. Notably, these ENISA 
models are variations of the three ISAC models 
discussed earlier. Ultimately, determining the most 
appropriate architectural model for any given entity 
or group of entities hinges on their specific needs 
and objectives.

IV. dIscussIons of the proposed BrIcs+ 
agency for cyBersecurIty

The paper includes a consolidated list of all 
the organisations discussed in this section and 
throughout the manuscript in Table I, listing their 
purpose and country of origin.

A. Overview of ISACs or Similar Formations in Each 
BRICS Country

BRICS countries have established various 
cooperation mechanisms, such as the BRICS 
Summit, BRICS Political Parties, Think Tanks 
and Civil Society Organisations Forum, and the 
BRICS Business Council [6], [39]–[41]. These 
nations have also set up institutions like the New 
Development Bank and the Contingent Reserve 
Arrangement to promote cooperation [39]–[41]. In 

taBle I
lIst of organIsatIons dIscussed In the paper

Organisation Purpose Country

 Brazilian National
 Computer Emergency
 Response Team
(CERT.br)

 Handling computer
 security incidents and
 providing alerts on
cybersecurity matters

Brazil

 National Cyber
 Defence Centre
(CDCiber)

 Safeguarding the
 nation’s cyberspace
 by coordinating
 various cybersecurity
initiatives

Brazil

 Armed Forces’ Cyber
 Defence Command
(ComDCiber)

 Protecting the
 armed forces’ digital
 infrastructure and
 ensuring the security
 of military operations
 in the cyberspace
domain

Brazil

 National School
 for Cyber Defence
(ENaDCiber)

 Training military
 personnel in
 cybersecurity and
 cyber defence
techniques

Brazil

 Federal Security
Service (FSB)

 National security,
 including
 counterintelligence
and cybersecurity

Russia

Organisation Purpose Country

 Federal Protective
Service (FSO)

Security and counter-
 surveillance functions,
 potentially including
 cyber protections for
federal agencies

Russia

 Indian Computer
 Emergency Response
Team (CERT-In)

 Responding to
 computer security
 incidents, reporting
 on vulnerabilities and
 promoting effective
security practices

India

 National Technical
 Research
Organization (NTRO)

 Technical intelligence
 gathering and
 ensuring the security
 of India’s critical
infrastructure

India

 National Computer
 Network Emergency
 Response
Technical Team/
 Coordination Centre
 of China (CNCERT or
CNCERT/CC)

 Coordinating
 response to internet
 security incidents
 in national networks
 and promoting
 the country’s
cybersecurity policy

China

 Ministry of Public
Security (MPS)

 Law enforcement
 and security, which
 includes cyber
policing and anti-
cybercrime efforts

China

 Electronic
 Communications
 Security (Pty) Ltd
 - Cyber Security
 Incidents Response
Team (ECS-CSIRT)

 Responding to
 cybersecurity
 incidents affecting
 electronic
 communications for
organs of state only

South Africa

 National
 Cybersecurity Hub
(National CSIRT)

 Acting as the central
 point for collaboration
 on cybersecurity
 incidents, policies,
and standards

South Africa

 South African Police
Service (SAPS)

 Crime prevention
 and investigation,
 which encompasses
cybercrimes

South Africa
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cyber threats and to respond to cyber incidents. 
The paper did not provide an overview of ISACs 
or similar formations of the countries that are 
expected to join BRICS (Saudi Arabia, Iran, Egypt, 
Ethiopia, Argentina, and the United Arab Emirates). 
Nevertheless, some of the potential benefits and 
challenges pertaining to the establishment of a 
BRICS+ ISAC are discussed in the next section.

B. Benefits and Challenges of a BRICS+ ISAC
There are several potential benefits of 

establishing a BRICS+ ISAC. An ISAC can facilitate 
improved information sharing about cybersecurity 
threats and vulnerabilities in a timely and secure 
manner, which can help member countries stay 
ahead of potential cyber attacks and respond 
more effectively to incidents when they occur 
[10]. Furthermore, a BRICS+ ISAC could enhance 
collaboration by sharing knowledge, expertise, 
and resources to address common cybersecurity 
challenges more effectively [13]. A BRICS+ ISAC 
could also contribute to greater resilience by sharing 
information and working together, helping to build 
more robust and resilient cybersecurity capabilities 
and reduce the member countries' vulnerability 
to cyber attacks [43]. Finally, a BRICS+ ISAC 
could enhance the member countries' reputation 
as responsible actors in the global cybersecurity 
landscape by demonstrating a commitment to 
addressing cybersecurity issues. Fig. 2 summarises 
the key benefits of establishing a BRICS+ ISAC.

the area of security, there has been an increasing 
interest in creating a BRICS ISAC or a similar 
organisation to address cybersecurity challenges 
and foster cooperation among the BRICS member 
countries [42], [43]. At the national level, each 
BRICS country has established agencies or entities 
that function as hubs for collecting, processing, 
analysing, disseminating, and presenting 
information concerning cybersecurity threats and 
vulnerabilities.

1) Brazil
The Brazilian government has several agencies 

and units that are responsible for cybersecurity, 
including the Brazilian National Computer Emergency 
Response Team, National Cyber Defence Centre, 
Armed Forces’ Cyber Defence Command, and 
National School for Cyber Defence [44], [45]. 

2) Russia
The Russian government has several agencies 

and units that are responsible for cybersecurity, 
including the Federal Security Service and Federal 
Protective Service [46]. 

3) India
The Indian government has several agencies 

and units that are responsible for cybersecurity, 
including the Indian Computer Emergency 
Response Team and the National Technical 
Research Organization [47]. 

4) China
The Chinese government has several agencies 

and units that are responsible for cybersecurity, 
including the National Computer Network 
Emergency Response Technical Team/Coordination 
Centre of China and the Ministry of Public Security 
[47], [48]. 

5) South Africa
The South African government has several 

agencies and units that are responsible 
for cybersecurity, including the Electronic 
Communications Security—Cyber Security 
Incidents Response Team in the State Security 
Agency, National Cybersecurity Hub in the Ministry 
of Communications and Digital Technologies, and 
the South African Police Service [49]. 

These agencies work to protect the BRICS 
member countries’ CI and information systems from 
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or entities that function as hubs for collecting, processing, 
analysing, disseminating, and presenting information 
concerning cybersecurity threats and vulnerabilities. 

1) Brazil: 
The Brazilian government has several agencies and units that 

are responsible for cybersecurity, including the Brazilian 
National Computer Emergency Response Team, National 
Cyber Defence Centre, Armed Forces’ Cyber Defence 
Command, and National School for Cyber Defence [44], [45].  

2) Russia: 
The Russian government has several agencies and units that 

are responsible for cybersecurity, including the Federal 
Security Service and Federal Protective Service [46].  

3) India: 
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are responsible for cybersecurity, including the Indian 
Computer Emergency Response Team and the National 
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Security [47], [48].  

5) South Africa: 
The South African government has several agencies and 

units that are responsible for cybersecurity, including the 
Electronic Communications Security—Cyber Security 
Incidents Response Team in the State Security Agency, 
National Cybersecurity Hub in the Ministry of Communications 
and Digital Technologies, and the South African Police Service 
[49].  

These agencies work to protect the BRICS member 
countries’ CI and information systems from cyber threats and 
to respond to cyber incidents. The paper did not provide an 
overview of ISACs or similar formations of the countries that 
are expected to join BRICS (Saudi Arabia, Iran, Egypt, 
Ethiopia, Argentina, and the United Arab Emirates). 
Nevertheless, some of the potential benefits and challenges 
pertaining to the establishment of a BRICS+ ISAC are 
discussed in the next section. 

B. Benefits and Challenges of a BRICS+ ISAC  
There are several potential benefits of establishing a BRICS+ 

ISAC. An ISAC can facilitate improved information sharing 
about cybersecurity threats and vulnerabilities in a timely and 

secure manner, which can help member countries stay ahead of 
potential cyber attacks and respond more effectively to 
incidents when they occur [10]. Furthermore, a BRICS+ ISAC 
could enhance collaboration by sharing knowledge, expertise, 
and resources to address common cybersecurity challenges 
more effectively [13]. A BRICS+ ISAC could also contribute 
to greater resilience by sharing information and working 
together, helping to build more robust and resilient 
cybersecurity capabilities and reduce the member countries' 
vulnerability to cyber attacks [43]. Finally, a BRICS+ ISAC 
could enhance the member countries' reputation as responsible 
actors in the global cybersecurity landscape by demonstrating a 
commitment to addressing cybersecurity issues. Figure 2 
summarises the key benefits of establishing a BRICS+ ISAC. 
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The potential benefits of establishing a BRICS+ 
ISAC, as presented in Fig. 2, align with those 
discussed in Section III of the reviewed literature. 
These include improved cybersecurity, enhanced 
incident response, greater collaboration, and cost 
savings. However, the establishment of a BRICS+ 
ISAC also poses several challenges that must be 
considered. Fig. 3 summarises the key challenges 
of establishing a BRICS+ ISAC.

Coordination is one such challenge, given that 
it involves the coordination of multiple countries 
and organisations, which can be complex and 
time-consuming. Funding is another significant 
challenge, as an ISAC requires substantial 
resources, including staff, equipment, and 
infrastructure, and securing buy-in from all 
member countries may prove difficult [10], [13]. 
Trust is also a critical factor to consider as sharing 
sensitive information about cybersecurity threats 
and vulnerabilities requires a high level of trust 
among the member countries, which may be 
challenging due to political or other tensions. 
Language barriers may also pose a challenge 
in ensuring effective communication among 
the countries. Moreover, navigating legal and 
regulatory issues, such as data protection laws 
and privacy concerns, could be a challenging 
process. It is essential to ensure that the ISAC 
follows all relevant laws and regulations within 
member countries [3], [10], [13], [14], [43].

The potential challenges of establishing a 
BRICS+ ISAC, as shown in Fig. 3, align with the 
challenges discussed in Section III of the reviewed 
literature. These include limited resources, skills 
shortages, lack of standardisation, data overload, 
limited expertise, lack of collaboration, insufficient 
training, limited access to information, limited ICT 
infrastructure, legal and ethical considerations, 
coordination, and trust [10], [13], [43]. Addressing 
the potential challenges of establishing a BRICS+ 
ISAC will involve multifaceted strategies tailored 
to the unique contexts of the member nations. 
Next we discuss the potential solutions to the 
challenges identified in Fig.. 3.

C. Addressing the Challenges of Setting up a 
BRICS+ ISAC

We can learn from existing international 
cybersecurity collaborations, such as the European 
Cybercrime Centre (EC3) within Europol, USA’s 
CISA, Cooperative Cyber Defence Centre of 
Excellence (CCDCOE), and others, to overcome 
the potential challenges of establishing a BRICS+ 
ISAC:

• Coordination: BRICS+ coordinators should 
establish a clear governance structure 
with defined roles, responsibilities, and 
decision-making processes. Similar to the 
EU's NIS Directive, which sets network 
and information security requirements 
for all EU members [50], BRICS+ could 
develop a framework for joint operations 
with protocols for coordinating activities. 
This could be modelled on the practices 
of the North Atlantic Treaty Organisation 
(NATO)'s Cooperative Cyber Defence 
Centre of Excellence [51]. Lastly, BRICS+ 
should engage in regular joint exercises to 
conduct cybersecurity drills, similar to the 
Cyber Storm exercises led by the USA’s 
Department of Homeland Security [52], 
which can improve coordination among 
member countries.
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should also explore external funding from international 
organisations like the World Bank, which funds 
cybersecurity initiatives in developing countries [54]. 
Additionally, BRICS+ should pursue public-private 
partnerships to engage with private sector stakeholders for 
investments or in-kind contributions, similar to those by 
CISA in the USA [55]. 

• Trust: BRICS+ should pursue mutual legal assistance 
treaties (MLATs) to strengthen legal cooperation and trust, 
similar to the Budapest Convention on Cybercrime [49]. 
BRICS+ should also develop confidence-building 
measures (CBMs) to establish transparency and 
predictability in state behaviour, similar to the 
Organisation for Security and Cooperation in Europe 
(OSCE)'s cybersecurity CBMs [56]. Finally, BRICS+ 
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cryptographic methods [57] and secure platforms to 
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digital platforms to ensure that all participants can access 
information in their native languages. With the rise of 
generative AI and large language models like ChatGPT, 
Google Bard, and Bing Chat, the need for dedicated 
translators for real-time translation during meetings and 
documentation may diminish, like the UN's linguistic 
services. However, BRICS+ should encourage cross-
language training among member countries' cybersecurity 
teams to facilitate better direct communication. 

• Legal, Regulatory, and Ethical Issues: BRICS+ should aim 
for harmonisation and alignment of cybercrime laws and 
regulations, drawing upon the examples of the General 
Data Protection Regulation (GDPR)’s impact on privacy 
laws worldwide [58]. Moreover, a charter that outlines the 
ethical use of shared information and the commitment to 
respecting privacy and civil liberties should be developed. 
Finally, BRICS+ should create standard operating 
procedures that are legally vetted to govern the sharing and 
use of data, ensuring compliance with various national 
laws and norms. 
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• Funding: BRICS+ should develop a shared 
financial contributions protocol based on gross 
domestic product (GDP), similar to the United 
Nations (UN) General Assembly's regular 
budget assessments [53]. BRICS+ should 
also explore external funding from international 
organisations like the World Bank, which 
funds cybersecurity initiatives in developing 
countries [54]. Additionally, BRICS+ should 
pursue public-private partnerships to 
engage with private sector stakeholders for 
investments or in-kind contributions, similar to 
those by CISA in the USA [55].

• Trust: BRICS+ should pursue mutual legal 
assistance treaties (MLATs) to strengthen 
legal cooperation and trust, similar to the 
Budapest Convention on Cybercrime [49]. 
BRICS+ should also develop confidence-
building measures (CBMs) to establish 
transparency and predictability in state 
behaviour, similar to the Organisation for 
Security and Cooperation in Europe (OSCE)'s 
cybersecurity CBMs [56]. Finally, BRICS+ 
should set up secure communication 
channels using cryptographic methods 
[57] and secure platforms to maintain the 
confidentiality and integrity of shared data.

• Language barriers: BRICS+ should 
develop multilingual digital platforms to 
ensure that all participants can access 
information in their native languages. With 
the rise of generative AI and large language 
models like ChatGPT, Google Bard, and Bing 
Chat, the need for dedicated translators for 
real-time translation during meetings and 
documentation may diminish, like the UN's 
linguistic services. However, BRICS+ should 
encourage cross-language training among 
member countries' cybersecurity teams to 
facilitate better direct communication.

• Legal, Regulatory, and Ethical Issues: 
BRICS+ should aim for harmonisation and 
alignment of cybercrime laws and regulations, 
drawing upon the examples of the General 
Data Protection Regulation (GDPR)’s impact 
on privacy laws worldwide [58]. Moreover, 
a charter that outlines the ethical use of 
shared information and the commitment to 

respecting privacy and civil liberties should 
be developed. Finally, BRICS+ should create 
standard operating procedures that are 
legally vetted to govern the sharing and use 
of data, ensuring compliance with various 
national laws and norms.

To effectively promote cooperation and 
collaboration on cybersecurity matters among 
BRICS+ member countries, an appropriate 
architectural model must be adopted for the ISAC.

D. Architectural Model of a BRICS+ ISAC
BRICS+ ISACs can be implemented using 

different architectural models, including centralised, 
decentralised, and hybrid models, as shown in Fig. 4.

One option for the BRICS+ ISAC is the 
centralised model where one node serves as a 
central hub for information collection, processing, 
analysis, dissemination, and presentation for each 
member country, as shown in Fig. 4. This model 
allows the BRICS+ ISAC to operate as a central 
hub that collects and analyses information from 
member countries and disseminates it back to all 
members, enabling easy and speedy sharing of 
information [13]. However, this model may be less 
flexible and responsive to the unique requirements 
of individual members [13]. Moreover, the entire 
system depends on the central hub, and if it fails 
or experiences technical glitches, the entire system 
will be affected [17]. 

To effectively promote cooperation and collaboration on 
cybersecurity matters among BRICS+ member countries, an 
appropriate architectural model must be adopted for the ISAC. 
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individual members [13]. Moreover, the entire system depends 
on the central hub, and if it fails or experiences technical 
glitches, the entire system will be affected [17].  

The decentralised model, as depicted in Figure 4, is another 
option for the BRICS+ ISAC, where each member country 
operates its own separate ISAC and shares information directly 
among peers (member countries’ ISACs) without going through 
a central hub [13]. Compared to the centralised model, this 
model allows for faster information sharing and collaboration 
on cybersecurity issues among member countries [17]. 
Moreover, the decentralised model is generally more resilient 
as there are more connections available for information transfer 
[17]. However, this peer-to-peer approach lacks value-added 
services such as information analysis, aggregation and 
correlation, which a centralised hub could provide [17]. 
Additionally, the cost involved in establishing and maintaining 

trusted communication channels in this peer-to-peer 
architecture could be a significant disadvantage [17].  

The third option for the BRICS+ ISAC is the hybrid model, 
which incorporates both the centralised and decentralised 
architectures [13], [17]. Under this model, a central hub is 
responsible for collecting and analysing cybersecurity 
information, while member countries also maintain their own 
ISACs that can share information directly with one another. 
This approach offers the advantage of assigning different 
information sharing and analysis functions to different levels or 
components of the central ISAC as [17], giving BRICS+ 
member countries the flexibility to choose the level of 
collaboration that suits them best. Ultimately, the most effective 
architectural model for a BRICS+ ISAC will depend on several 
factors, including the member countries' size and complexity, 
the level of trust and cooperation among them, and the 
resources and capabilities available to support the ISAC.  

Through careful consideration of these factors and 
collaboration to develop a suitable architectural model, the 
member countries can ensure the success and sustainability of 
the BRICS+ ISAC [13], [17]. 

V. CONCLUSION 
This paper explored the potential benefits and challenges of 

establishing a BRICS+ ISAC for cybersecurity, proposing a 
multifaceted architectural model that could be adopted. A 
BRICS+ ISAC would not only facilitate the exchange of 
information and analysis related to cybersecurity threats and 
incidents, but will also act as a catalyst in enhancing the overall 
cybersecurity posture of each member country. This 
enhancement would be rooted in collaborative intelligence, 
shared resources, and coordinated response mechanisms. 

 However, the path to realisation is fraught with potential 
challenges that require meticulous attention, such as building 
trust among diverse stakeholders, ensuring secure and ethical 
information sharing, acquiring sustainable funding, and 
maintaining long-term operational sustainability. The paper 
delved into various architectural models, including centralised, 
decentralised, and hybrid structures, with a particular emphasis 
on the hybrid model. This model emerges as a viable option, 
demonstrating flexibility and adaptability to create an effective 
BRICS+ ISAC system that can operate in a range of scenarios, 
accommodating the unique legal, cultural, linguistic and 
technological landscapes of the member nations.  

Future research should venture into the intricate governance 
strategy and mechanics of setting up and operating an effective 
BRICS+ ISAC, including legal frameworks, ethical 
considerations, technological infrastructure and human capital 
development. Overall, the establishment of a BRICS+ agency 
for cybersecurity information sharing and analysis should 
transcend mere technological collaboration; it must symbolise 
a concerted effort towards a unified cybersecurity front. It could 
provide significant benefits to the BRICS+ grouping, requiring 
careful planning, strategic alignment, and consideration of 
potential challenges. By working together in this pioneering 
endeavour, the BRICS+ nations will not only enhance their 
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The decentralised model, as depicted in Fig. 
4, is another option for the BRICS+ ISAC, where 
each member country operates its own separate 
ISAC and shares information directly among peers 
(member countries’ ISACs) without going through a 
central hub [13]. Compared to the centralised model, 
this model allows for faster information sharing 
and collaboration on cybersecurity issues among 
member countries [17]. Moreover, the decentralised 
model is generally more resilient as there are more 
connections available for information transfer [17]. 
However, this peer-to-peer approach lacks value-
added services such as information analysis, 
aggregation and correlation, which a centralised hub 
could provide [17]. Additionally, the cost involved in 
establishing and maintaining trusted communication 
channels in this peer-to-peer architecture could be a 
significant disadvantage [17]. 

The third option for the BRICS+ ISAC is the hybrid 
model, which incorporates both the centralised and 
decentralised architectures [13], [17]. Under this 
model, a central hub is responsible for collecting 
and analysing cybersecurity information, while 
member countries also maintain their own ISACs 
that can share information directly with one another. 
This approach offers the advantage of assigning 
different information sharing and analysis functions 
to different levels or components of the central 
ISAC as [17], giving BRICS+ member countries 
the flexibility to choose the level of collaboration 
that suits them best. Ultimately, the most effective 
architectural model for a BRICS+ ISAC will 
depend on several factors, including the member 
countries' size and complexity, the level of trust and 
cooperation among them, and the resources and 
capabilities available to support the ISAC. 

Through careful consideration of these factors 
and collaboration to develop a suitable architectural 
model, the member countries can ensure the success 
and sustainability of the BRICS+ ISAC [13], [17].

V. conclusIon

This paper explored the potential benefits 
and challenges of establishing a BRICS+ ISAC 
for cybersecurity, proposing a multifaceted 
architectural model that could be adopted. A 
BRICS+ ISAC would not only facilitate the exchange 

of information and analysis related to cybersecurity 
threats and incidents, but will also act as a catalyst 
in enhancing the overall cybersecurity posture of 
each member country. This enhancement would 
be rooted in collaborative intelligence, shared 
resources, and coordinated response mechanisms.

 However, the path to realisation is fraught 
with potential challenges that require meticulous 
attention, such as building trust among diverse 
stakeholders, ensuring secure and ethical 
information sharing, acquiring sustainable funding, 
and maintaining long-term operational sustainability. 
The paper delved into various architectural models, 
including centralised, decentralised, and hybrid 
structures, with a particular emphasis on the hybrid 
model. This model emerges as a viable option, 
demonstrating flexibility and adaptability to create 
an effective BRICS+ ISAC system that can operate 
in a range of scenarios, accommodating the 
unique legal, cultural, linguistic and technological 
landscapes of the member nations. 

Future research should venture into the intricate 
governance strategy and mechanics of setting 
up and operating an effective BRICS+ ISAC, 
including legal frameworks, ethical considerations, 
technological infrastructure and human capital 
development. Overall, the establishment of a 
BRICS+ agency for cybersecurity information 
sharing and analysis should transcend mere 
technological collaboration; it must symbolise a 
concerted effort towards a unified cybersecurity 
front. It could provide significant benefits to the 
BRICS+ grouping, requiring careful planning, 
strategic alignment, and consideration of potential 
challenges. By working together in this pioneering 
endeavour, the BRICS+ nations will not only enhance 
their individual cybersecurity posture. They will be 
contributing to building a more secure, resilient and 
interconnected global digital environment. This 
would be reflecting their shared commitment to the 
collective security and prosperity of the emerging 
digital world.
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