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Abstract
Modern society is heavily reliant upon the internet. Accordingly, it is vital to ensure that the data transmitted 

over the internet is safe. Several tools have been created for cybersecurity experts and organizations to 
test the security levels of organizational networks and websites. However, due to financial constraints, small 
organizations need to pay closer attention to managing data with limited resources. This study explores the 
role of automated penetration testing tools in providing small organizations with an effective and affordable 
data security system. This study employs a case-study approach using multiple data-gathering methods in 
a charitable organization.  More specifically, data was collected using interviews and experiments evaluating 
penetration testing tools. The results revealed that cost-effective automated penetration testing tools could 
safeguard small organizations from cybersecurity threats. The penetration testing tools determined that the 
organization’s website had various vulnerabilities. The Nessus tool discovered no fewer than 37 vulnerabilities 
on the website application. The ZAP testing tool showed that the website application was critically failing, 
leading to the accumulation of vulnerabilities. The system had 3 medium-, 12 low-, and 4-informational-risk 
vulnerabilities. Through the evaluation of open ports, the NMAP tool identified various vulnerabilities. These 
findings have important implications for small organizations. First, automated penetration testing tools can 
be easily conducted by small organizations to safeguard their cybersecurity without obtaining costly expert 
help. Second, it is recommended in the light of the findings that automated penetration testing tools be used in 
multiple combinations as different tools have unique contributions to cybersecurity.

* Corresponding Author: Yazeed Alkhurayyif
Email: yalkhurayyif@su.edu.sa
doi: 10.26735/RJJT2453

Keywords: Cyber-attacks, Cybersecurity, Penetration testing, Small organization

Production and hosting by NAUSS

1658-7782© 2024. JISCR. This is an open access article, distributed under the terms of the Creative Commons, Attribution-NonCommercial License.

Journal of Information Security and Cybercrimes Research 2024; Volume 7 Issue (1), 51-66 Original Article

Naif Arab University for Security Sciences
Journal of Information Security and Cybercrimes Research

مجلة بحوث أمن المعلومات والجرائم السيبرانية
https://journals.nauss.edu.sa/index.php/JISCR

JISCR

I. IntroductIon

In the ever-growing world of technology, the in-
ternet has been indelibly intertwined with the daily 
lives of human beings [1]. In the 21st century [2], 
information, communication, and data storage have 
been disseminated virtually through the Internet. 
This has created a need to ensure that transmitted 

information remains secure. For instance, with the 
advent of mobile banking [3], virtual transactions 
at the touch of a button have been made possible. 
However, given the network infrastructure, hacking 
into these systems is relatively easy. This has cre-
ated a growing need to ensure cybersecurity—es-
pecially for critical areas that disseminate sensitive 
information—and to protect the users of computer 
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B. Research Objectives
This research aims to examine the role of au-

tomated penetration testing tools in small organi-
zations for the provision of effective and affordable 
security, which would allow such organizations to 
evaluate risks, increase security levels, and protect 
sensitive information. The following objectives have 
been set:
•	 Explore the role of automated penetration 

testing tools in small organizations to increase 
their security without inviting huge expendi-
tures for hiring penetration testers.

•	 The provision of effective and affordable secu-
rity, which would allow such organizations to 
protect their sensitive information, assess risk, 
and increase security levels.

•	 Determine which of these tools is more effi-
cient and economical for small organizations 
through experimentation.

The remaining part of the paper is organized as 
follows: in section II, the author presents the theo-
retical background of the importance of cyberse-
curity, and penetration testing. Section III discusses 
the methodology of the proposed study. The results 
and discussion are presented in section IV. Final-
ly, section V concludes the study with its limitations 
and future directions.

II. Background

A. The Importance of Cybersecurity
Cybersecurity protects information systems from 

harm purposefully caused by the operator or by the 
accidental failure to adhere to security measures [8, 
9]. Awareness of cybersecurity is important for both 
individuals and businesses. If information is stolen 
from personal devices, hackers may use your infor-
mation to attack those closest to you, leading them 
to be fleeced of their hard-earned money. One of 
the most well-known examples of social engineer-
ing cyberattacks occurred in Germany in Decem-
ber 2014 [10]. By sending targeted phishing emails 
that seized a user’s credentials, the hackers gained 
access to the servers causing severe financial and 
production losses to the manufacturing facility.

A spear-phishing email attack cost Ubiquiti Net-
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infrastructure and network systems [4]. This study 
seeks to identify the roles of automated penetration 
testing tools in small organizations. Penetration test-
ing makes possible the simulation of the different 
methods that hackers may use to breach a system 
[5]. Therefore, by using the Open Web Application 
Security Project (OWASP) guidelines [6], one can 
guarantee that all necessary security needs are 
met. Accordingly, penetration testing allows one 
to examine a system’s security, and evaluate pos-
sible measures for enhancing the system network 
through hardware and software improvements, and 
make recommendations.

A. Statement of the Problem
Previous studies [5],[6] have indicated that, be-

tween 2017 and 2021, the world's global econo-
my has incurred over one trillion dollars in losses 
due to cybersecurity attacks. These losses have 
heightened concerns over the security of network 
and computer infrastructure systems [7]. However, 
according to the same report, the increased cost of 
penetration testers and the scarcity of profession-
als have become a huge barrier to ensuring the 
security of one's information online. There is signif-
icant demand for cybersecurity specialists in the 
United States, with NIST (2018) proposing to hire 
over 300,000 new workers, up from the present to-
tal of over 700,000. Small organizations may not be 
financially privileged to hire a sufficient number of 
cybersecurity specialists to safeguard themselves 
from cybersecurity threats. It would be good news 
for small organizations if automated penetration 
testing tools, which are affordable, empirically 
proved to be effective in increasing their cyberse-
curity. Furthermore, it would be a good contribution 
if the relative effectiveness of various automated 
penetration testing tools were determined. Accord-
ingly, this paper addressed the following questions:

1) Are automated penetration testing tools effec-
tive in evaluating the security of small organiza-
tions?

2) Which automated penetration testing tools 
would be most effective in securing small orga-
nizations?
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work, a networking equipment company based in 
San Jose, California, $46.7 million, of which only a 
fraction was recovered. In both cases, the attack-
ers capitalized upon human flaws to wreak cyber 
harm. Cybersecurity is a broad term with many 
different definitions. Three key ideas are essential 
to the understanding of the term “cybersecurity,” 
which are [10]:
•	 Confidentiality: The process of limiting access 

to information. This security measure entails 
setting strong passwords to protect important 
accounts [23].

•	 Integrity: This process ensures that system 
data is verifiable, accurate, and trustworthy. 
As such, one cannot change, destroy, or ac-
cess specific data without authorization from 
the system administrator. Cybersecurity thus 
aims to provide better accountability and con-
trol over user access. Having a secure back-
up is another important component of data 
integrity. Cloud backups are currently one of 
the most dependable choices.

•	 Availability: This process is crucial since it 
ensures that the system functions smoothly 
and that data can be accessed without de-
lay. Availability thus refers to the continuous 
upgrade and maintenance of the system. In 
the fight against cyberattacks, firewalls, proxy 
servers, backup systems, and disaster recov-
ery plans are all essential tools.

B. Penetration Testing
Penetration testing is a method whereby indi-

vidual binary components or entire applications 
are tested to see whether intra- or inter-component 
vulnerabilities may be exploited to compromise the 
app, its data, or its environmental resources. Due to 
the complexity of computer systems, creating and 
maintaining an accurate model of how potential ex-
ploitation will affect any specific system is a huge 
difficulty for penetration testing [7], [11], [32].

Most hacking tools target operating systems, 
applications, Shrink-Wrap Code, or misconfigura-
tions [11], [32]. Many system administrators leave 
default settings while installing operating systems, 
resulting in potential vulnerabilities remaining un-

patched. For applications, when developers write 
code, applications are not always adequately tested 
for vulnerabilities, which can lead to a slew of pro-
gramming errors waiting to be capitalized upon by 
hackers. The majority of application development 
is “feature-driven,” which means that programmers 
face increased pressure to produce quality prod-
ucts in the shortest possible time. Shrink-Wrap 
Code is often targeted as many off-the-shelf pro-
grams have hidden features that the average user 
is unaware of and could easily be exploited. For 
example, macros in Microsoft Word can allow a 
hacker to run programs from within the program. 
Misconfigurations are targeted as they make things 
easier for the user; systems can be misconfigured 
or left at the most basic security settings, leading to 
vulnerabilities and attacks [33].

C. Objectives of Penetration Testing
As computer systems evolve further and im-

prove their capabilities in many aspects of our 
lives, the need to safeguard these systems grows 
in lockstep. A penetration test provides a bird’s-eye 
view of an organization’s IT infrastructure’s current 
security posture [25]. The process entails a thor-
ough examination of the system for any potential 
vulnerabilities that may arise due to inadequate or 
incorrect system configuration, known and/or un-
known hardware or software defects, or operational 
flaws in the process or technical countermeasures. 
It aids in reducing security risks and determining 
the efficacy of current security measures. Pene-
tration testing should be further adapted due to its 
being a good first step in understanding an organi-
zation’s current security posture by identifying flaws 
and security breaches, as well as in locating where 
suitable actions should be applied in order to miti-
gate any potential threats. 

Furthermore, it allows for the identification, un-
derstanding, and prioritization of security risks, as 
well as an assessment of their impact and, in many 
cases, a mitigation strategy. Additionally, these ini-
tiatives may result in more effective budget alloca-
tion for information security concerns [34]. It is also 
advantageous because it allows organizations to 
heighten the security of their firewalls, routers, and 
servers. Data can also be secured through several 
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pediments, thus preventing one from determining 
whether it is open or closed. There is no application 
listening to closed ports, although they can open 
at any time. Ports are classified as unfiltered when 
they are responsive to NMAP’s probes, but the app 
cannot determine whether they are open or closed. 
Below is a brief outline of some of the most import-
ant NMAP options [15]. NMAP can help fulfill con-
trols for SOC 2, ISO 27001, HIPAA, and PCI [30].

2) HPING
HPING is a utility that extends the standard 

ping capabilities by allowing users to produce be-
spoke IP packets for security audits and testing. 
Port scanning is one use of HPING [11]. Moreover, 
HPING also provides access control and firewall 
testing. It can be used to test firewall rules. It also 
allows for network protocol testing and can be used 
to craft any packet to test how the system responds 
to malformed communications [25]. HPING can 
help fulfill controls for ISO 27001, SOC2, and NIST 
Cybersecurity framework [30].

3) HARVESTER
External pen testing is made easy with the Har-

vester, a command prompt tool. It is a Python utility 
for quickly sifting through a customer’s online foot-
print. It can collect data on emails, subdomains, 
hosts, employee names, open ports, and banners 
from a variety of public sources, such as search en-
gines, PGP, LinkedIn, and Twitter [10]. HARVEST-
ER can help fulfill controls for NIST Cybersecurity 
Framework, and GDPR [31].

4) WIRESHARK
WireShark is an open-source network packet 

analyzer or software that captures and attempts to 
display packets from a network. It can be used to 
examine network protocols, troubleshoot new pro-
tocols, investigate network problems, and uncover 
security risks, among other functions. Listening to 
network traffic might identify security weaknesses 
or serve as a foundation for many types of attacks. 
For instance, clear-text data supplied to apps from 
web forms or services can include sensitive infor-
mation or highlight a lack of input validation. Wire-
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security measures, such as intrusion detection sys-
tems, firewalls, and cryptography. 

Penetration testing can also improve the securi-
ty of an organization’s overall infrastructure. In addi-
tion to testing technical infrastructure, the test also 
assesses management and employee infrastruc-
ture [35]. Penetration testing is also helpful when 
conducting due diligence and independent audits. 
An unbiased security analysis and penetration test 
can direct internal security resources to the most 
critical areas. Furthermore, an independent secu-
rity audit provides evidence of due diligence in a 
legal framework for safeguarding online assets, 
thereby reducing the risk of shareholder value loss. 
Moreover, independent audits are increasingly re-
quired for obtaining cybersecurity insurance. Pen-
etration testing thus provides important validation 
feedback between business efforts and a security 
framework, allowing for the mitigation of risk and fi-
nancial loss [34].

D. Common Penetration Testing Tools
Penetration testing techniques are used to an-

alyze a network’s protection mechanisms and se-
curity rules, as well as OSs, services, applications, 
and even end-user behavior. Penetration testing is 
a type of software testing that looks for vulnerabili-
ties and security problems [8].

1) Network Mapper (NMAP)
For most security professionals [24], NMAP is a 

free, open-source, and strong application. NMAPs 
are applications with increased scalability and ca-
pacity to identify network hosts. The application is 
also capable of determining the services provided, 
the OSs that are running, and the packet filters/fire-
walls in use. NMAP returns a list of scanned tar-
gets, along with supplementary information based 
on the choices selected. The port table contains 
the most important information, including port num-
bers, protocols, service names, and states. There 
are four possible states for network ports: open, fil-
tered, closed, and unfiltered. Open indicates that 
the target host is listening for connections/packets 
on a particular port. Filtered indicates that the port 
is blocked by a firewall, filter, or other network im-
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shark can also be used to examine the protocols 
used by various machines as they communicate 
over a network, thereby identifying inconsistencies 
that can be exploited [11], [18]. WireShark can help 
fulfill controls for IEEE 802.3-2005 [31].

5) NETCAT
Netcat is a networking utility for working with 

ports and performs such tasks as port scanning, 
listening, and redirection. This command is also 
useful for debugging and testing network daemons. 
This gadget is known as the networking equivalent 
of the Swiss army knife. It could also be used to 
perform TCP, UDP, or UNIX-domain socket oper-
ations, as well as open remote connections, and 
much more. Kali Linux comes with Netcat pre-in-
stalled [18]. NETCAT can help fulfill controls for ISO 
27001 [30].

6) OWASP ZAP
The Open Web Application Security Initiative 

(OWASP) is an open-source project dedicated to 
web application security [15, 26]. Its goal is to make 
software security more transparent in order to en-
able individuals and businesses to make educated 
decisions. The basic purpose of ZAP is to simplify 
the penetration testing of online applications. ZAP 
is advantageous in that it provides a cross-platform 
capability, i.e., it works across all OSs (Linux, Mac, 
Windows, etc.), is reusable, can generate reports, 
is ideal for beginners, and is offered at no extra 
cost. OWASP ZAP can help fulfill controls for SOC 
2, ISO 27001, HIPAA, GDPR, and PCI [30].

7) ARJUN
Arjun is a tool that may be used to find hidden 

URL parameters that are present on a given URL 
address. It is written in Python. Available parameters 
are found using two methods: Checking for HTML 
elements that could be related to parameter names 
and brute-forcing the parameters using a list of well-
known URL parameters. First, the URL of the target 
application is queried without any additional param-
eters and the answer is logged. Next, a six-charac-
ter pseudo-random string is constructed and used 
as a dummy parameter for the target URL (under the 

assumption that this parameter does not exist on the 
target application), a fresh request is submitted, and 
the response is re-evaluated. HTML elements, such 
as form and input, are searched for during the first 
response analysis, and their properties are evaluat-
ed for probable parameter names. If the parameters 
are discovered, they are added to a list of parame-
ters that Arjun will subsequently fuzz. The application 
examines whether the pseudo-randomly generated 
string supplied as a parameter exists and whether 
its name or value was reflected in the response while 
evaluating the second request. The response codes 
of both requests are then compared. In so doing, 
Arjun learns how the target application responds 
when given a non-existent parameter. Arjun begins 
creating and sending further requests to the target 
application’s URL with added parameters based on 
the list of well-known URL parameters, as well as the 
available parameters derived from the first request’s 
response after the initial requests have been made 
and processed [23]. ARJUN can help fulfill controls 
for ISO 27001 [30].

8) NESSUS
Originally open source but is now a proprietary 

cross-platform vulnerability scanner [11], Nessus 
was developed by Tenable Network Security with 
client/server architecture. The Nessus server per-
forms the actual scanning activity, while the client 
remains at the front-end application of the program. 
Both clients and servers can be installed into a sin-
gle system or on separate machines. The Nessus 
pentation testing tool’s key feature is the scan pol-
icy, which permits the user to set parameters and 
variables for a successful scanning, such as scan 
options, credentials, plugins, and advanced set-
tings. It is used to detect potential vulnerabilities 
and weaknesses in the network and systems, such 
as remote cracker control, default passwords, DoS 
attacks, missing updates, and patches by using 
an up-to-date security vulnerability database [11]. 
Scanning a system or a network is simple using 
Nessus. The configuration of policies to examine the 
system or network after logging into the online por-
tal is made possible through thousands of plugins 
that detect vulnerabilities, which thus provides am-
ple intelligence for evaluation. After policies have 
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10) BURP SUITE
Burp Suite is a tool for evaluating the security 

of online applications and can map and analyze 
an application’s environment. A Repeater, a De-
coder, a Sequencer, a Comparer, Burp Intruder, 
HTTP(s), and WebSocket's proxy are all included in 
the Community Edition [25]. This tool is one of the 
most popular among professional testers due to the 
numerous plugins and functionalities it offers. Burp 
Spider is a tool for web application crawling, which 
refers to the automatic and methodical browsing of 
an online application with the goal of creating a full 
map of the program. BURP SUITE can help fulfill 
controls for ISO 27001 [30].

11) TCPdump
TCP dump is a command-line network that is a 

tool for analyzing and examining network data. It 
can intercept and show data packets on the net-
work interface of your Linux/UNIX system in actual 
time [29]. TCPdump can help fulfill controls for ISO 
27001 [30].

E. Types Of Penetration Testing
In order to stress-test the efficiency of securi-

ty mechanisms, penetration testing aims to identify 
faults or vulnerabilities in systems, networks, human 
resources, or physical assets. The type of penetra-
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been configured, the next step involves selecting 
the device’s IP address or range of the network that 
will be assessed. Once the targets have been se-
lected, a scan can be launched, and Nessus will 
start its vulnerability analysis. Once scan is per-
formed, Nessus presents a list of discovered items 
that can be browsed by severity level. The severity 
level is ranked by Nessus using a critical, high, me-
dium, low, and info scale. A full explanation of each 
vulnerability is also provided, as well as a complete 
downloadable report in a variety of formats to incor-
porate the vulnerability. Without a plan, a penetra-
tion tester should not run Nessus against the entire 
organization's address range and expect to receive 
anything useful. Because some plugins are poten-
tially disruptive and can cause many problems, one 
should proceed with caution. NESSUS can help ful-
fill controls for SOC 2 and PCI [31].

9) KALI LINUX
Kali Linux is a free and open-source security OS 

based on the Linux kernel. This package includes 
a vast collection of auditing and exploitation tools. 
The distribution was created with forensics and 
penetration testing in mind. The distribution is avail-
able in a variety of formats, including a Live CD, 
an installable source, and a virtual image [25]. Kali 
Linux can help fulfill controls for: SOC 2, ISO 27001, 
HIPAA, GDPR, and PCI [30].

taBle I
coMparIson of the Introduced penetratIon testIng tools

Tool Type Purpose Compliance Reporting

NMAP Free Port Scanner SOC 2, ISO 27001, HIPAA, and PCI

HPING Open Source Network Testing ISO 27001, SOC2, and NIST Cybersecurity framework

HARVESTER Open Source Command prompt tool NIST Cybersecurity Framework, and GDPR

WIRESHARK Open Source Packet Analyzer IEEE 802.3-2005

NETCAT Free Network Testing ISO 27001

OWASP ZAP Open Source Web application auditing SOC 2, ISO 27001, HIPAA, GDPR, and PCI

ARJUN Open Source Finding hidden URL parameters ISO 27001

NESSUS Commercial Vulnerability Scanner SOC 2 and PCI

KALI LINUX Open Source OS containing open source tools SOC 2, ISO 27001, HIPAA, GDPR, and PCI

BURP SUITE Commercial Web application auditing ISO 27001

TCPdump Open Source command-line packet analyzer ISO 27001
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tion testing used is typically determined by the proj-
ect’s scope and the organization’s needs [20]. 

Fig. 1 presents the most common types of pen-
etration testing. These include lack Box Penetration 
Testing, White Box Penetration Testing, Grey Box 
Penetration Testing, social engineering attempts, 
and Red/Blue/Purple team engagements [23].

F. Benefits of Penetration Testing
Penetration testing has numerous advantages 

on both business and technical levels. The follow-
ing are some of the most compelling reasons for 
using penetration testing [20]:
•	 Security Issues: Malware attacks, network in-

trusion, and data theft are all security issues 
that can cause service interruptions and un-
reliable system procedures. These intrusions 
may result in a loss of consumer loyalty and 
impact the company's market value. Penetra-
tion testing can help prevent this by screening 
out both persistent and unexpected threats.

•	 Protecting information: Access control mea-
sures, firewalls, cryptography, intrusion detec-
tion systems, and other security procedures 
are used by businesses to protect information. 
However, with new attacks being discovered 
daily, it is challenging to maintain constant 

protection of user/system information. By 
simulating a range of attacks simultaneously, 
penetration testing could address these prob-
lems.

•	 Prioritizing security risks: Penetration testing 
as a regular security practice not only assists 
in the understanding of security vulnerabilities 
but also helps in the prioritization of these is-
sues. The severity of the concerns discovered 
during the testing can be prioritized. Addition-
ally, these initiatives may result in more effec-
tive budget allocation for information security 
concerns.

•	 Financial Loss: Penetration testing helps to 
reduce revenue/capital losses caused by ma-
licious attacks by reducing service downtime. 
It can also help avoid or decrease fines and 
lawsuits due to security breaches.

•	 Guaranteeing Trust: Security breaches are 
risky for businesses because they might ex-
pose confidential information or result in fi-
nancial losses, which can upset customers. 
Organizations can ensure clients of complete 
safety and security through penetration test-
ing. This helps to maintain a company's image 
and reputation, which in turn increases client 
trust.

•	 Hackers' method exposed: Penetration test-
ing tools and strategies evolve at the same 
rate as hacking methods to ensure that secu-
rity is always up to date. Penetration testing 
helps to constantly disclose different ways to 
hack systems so that corporations know the 
security improvements required to prevent 
such attacks. Organizations must use pene-
tration testing to expose hackers' methods to 
stay one step ahead.

G. Penetration Testing Process
Penetration testing can be divided into several 

sections or phases [13]. When all of these proce-
dures or phases are combined, a comprehensive 
penetration testing methodology emerges. While 
different approaches use different terminologies 
for various processes or phases, they all have the 
same goal. SP800 is a set of information security 
standards published by the National Institute of 

Alkhurayyif and Almarshdy
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the study needed to mimic a real case. For more 
reliable conclusions, it is important to model the 
real world as closely as possible in a case study. 
Therefore, the authors opted for a qualitative meth-
odology to determine an organization’s true state 
of cybersecurity. It is vital to determine the present 
degree of information security inside a business in 
order to evaluate the requirement for these pene-
tration testing tools. Furthermore, examining the 
outcomes of a proposed solution’s execution is the 
most effective way to determine its viability. Accord-
ingly, the research design employed a case study 
method for gathering the data necessary for an-
swering the research questions.

The authors took great care in the selection of 
the organization. Indeed, the authors ensured that it 
was well-established, able to handle a high volume 
of requests, was roughly an average size (based 
on revenue). It had fewer than 50 employees, and 
housed a dedicated technology division. The se-
lected business would be the most representative 
of small businesses as a whole and their actual cy-
bersecurity requirements.

Al Ber Charitable Society is the subject of the 
case study for this investigation. Established in 
1982, the targeted society received approval from 
the Minister of Labor and Social Affairs in Septem-
ber 1985 [28] to formally register as the Al Ber 
Charitable in the Afif Governorate. Given the re-
search purpose, the authors opted for the case 
study approach as identifying cybersecurity threats 
requires conducting penetrative tests on varying 
levels to assess the information security level of this 
SME. The method allows one to establish a realistic 
case scenario, which in turn allows for the gener-
ation of more trustworthy findings that reflect the 
applicability of these technologies in smaller en-
terprises with greater accuracy. To accomplish the 
study’s goals, this research methodology was con-
ducted in four phases: (1) Interviewing employees 
from the society, (2) analyzing the interview data, 
(3) conducting experimental testing of automated 
penetrating tools, and (4) interpreting the results. 
The results from the earlier stages were taken into 
account while designing subsequent stages. Fig. 3 
illustrates how this research was conducted.
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Standards and Technology (NIST) in the United 
States. Security testing approaches, system de-
velopment life cycles, development strategies, and 
standard testing tools are all covered in SP800-42 
[23]. 

Penetration testing employs the same tactics 
used by hackers to uncover flaws in a company’s 
security system. This aids in identifying any aspects 
of the system that need to be evaluated in order to 
address reported flaws. The process of penetration 
testing can be separated into four stages [10], as 
shown in Fig. 2.

III. Methodology

A. Research Design
According to a recent study, small and medium 

enterprises (SMEs) have a significant represen-
tation within the global economy [6, 25]. Indeed, 
records show that businesses—and especially 
SMEs—have been increasingly relying on informa-
tion technology and internet expansion. This has 
led to the emergence of different dangers to infor-
mation security that can severely impact business-
es should they be compromised [11]. 

The main objective of this study was to explore 
the role of automated penetration testing tools in 
small organizations to increase their security with-
out hiring penetration testers. An ethical application 
document was submitted to the ethics committee 
of the College of Computing and information tech-
nology at the University of Shaqra to investigate 
and resolve any ethical issues regarding human 
rights violations and safeguard the privacy and an-
onymity of the participants (the IRB approval num-
ber:00105102022).

To determine whether or not automated penetra-
tion testing tools are practical for small businesses, 

Fig. 2.  Phases of Penetration Testing.



59

JISCR 2024; Volume 7 Issue (1)

B. Data Collection
This study employed the case study approach 

for gathering data. This involved qualitative meth-
ods that included the use of a structured personal 
interview and experimentation methods. The for-
mer was used to determine the attitudes and over-
all awareness of the workers toward cybersecurity 
concerns. The structured interviews consisted of 
open-ended questions that were posed to six em-
ployees (who were responsible for specific organi-
zational tasks) before the experimentation process. 
The authors selected those six participants as they 
had an initial understanding and knowledge of in-
formation security measures and how these would 
relate to penetration testing and cybersecurity.

Despite the advantages of the interview process, 
it is especially time-consuming in data collection 
and analysis. In addition, the lack of rapport be-
tween an interviewer and an interviewee can cause 
difficulties in the data collection as some individuals 
would be less likely to express themselves. Further-
more, the interviewer may be biased, which could 
affect the credibility and reliability of the research.

Additionally, the authors used the observation 
method to collect data on employee attitudes and 
behaviors regarding information security. Monitor-
ing employee activities has been chosen as one 
of the fundamental measures for cybersecurity in 
companies and organizations. According to previ-
ous research, monitoring employee activities can 
help detect cyber-attacks and threats early, as well 
as reduce the risks of internal leaks, and data ma-
nipulation, and protect sensitive information. Addi-
tionally, monitoring employee activities can help to 
improve employee behavior and enhance the se-
curity culture within the organization, which helps 

to maintain the integrity of the systems and critical 
data of the company [16].

 The authors considered this method essential 
as it would allow for an accurate analysis of em-
ployee perceptions and countermeasures during 
the interview with the six employees.

C. Automated penetration testing tools
A penetration test, colloquially known as a pen 

test, pentest, or ethical hacking, is an authorized sim-
ulated cyberattack on a computer system, performed 
to evaluate the security of the system [22].

Security Assessments
•	 Security Assessment – Test performed to as-

sess a network or system’s level of security.
•	 Security Audit – Policy and procedure fo-

cused; tests whether an organization is follow-
ing specific standards and policies; searches 
for compliance only.

•	 Vulnerability Assessment – Scans and tests 
for vulnerabilities but does not intentionally ex-
ploit them.

•	 Penetration Test – Looks for vulnerabilities and 
actively seeks to exploit them [22].

•	 In the second phase of the study, the Securi-
ty Assessment and Vulnerability Assessment 
were adopted in the penetration testing pro-
cess on the Al Ber Charitable Society in Afif 
Governorate, using automated penetration 
tools. A wide array of tools for automated pen-
etration testing are available in the market for 
businesses of all sizes, including Metasploit, 
Immunity Canvas, Core Impact, and Pen Test 
Pro. The Research used the following tools:
•	 NESSUS Tool.
•	 OWASP ZAP Tool (ZEDD ATTACK PROXY 

Tool).
•	 NMAP Tool. 

These testing tools were preferred due to their 
being open-source software and easily accessible. 
Other desirable software, such as Acunetux was not 
considered due to the unavailability of the licensed 
versions. Thus, the authors used readily-available 
software to determine the effectiveness of automat-
ed penetration testing tools in evaluating the secu-

Alkhurayyif and Almarshdy

Fig. 3.  The research methodology steps.
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for affordable, straightforward, and productive au-
tomated penetration testing that can be performed 
by web development teams in these firms [16].  

B. Results Concerning Web Penetration Testing 
Tools

As part of the experimentation process, the so-
ciety’s website (https://afifalbr.org.sa) was subject-
ed to various tests to determine vulnerabilities in its 
system. The authors employed the Nessus and ZAP 
automated penetration tools to determine the vulner-
abilities within the website application.

1) Nessus
The vulnerability checks are handled through 

plug-ins, which are distinct files. This simplifies the 
process of installing plug-ins and checking which 
ones are active so as to ensure that you are up to 
date. Nessus uses the server-client architecture. 
The advantages are that one can quickly and cor-
rectly identify vulnerabilities, configuration issues, 
and malware in physical, virtual, and cloud environ-
ments using Nessus scan services. [18, 26]. 

In Fig. 4, the results from the Nessus penetration 
testing tool indicate that the organization's website 
had one low-risk vulnerability while the rest of the 
other vulnerabilities are informational risks. This 
shows that the system had a moderate level of se-
curity that would not lead to any major threats, ac-
cording to the results. While Fig. 5 below shows that 
the system did not have any major vulnerabilities 
that would have led to immediate measures against 
high-risk threats, Fig. 6 indicates that the low-risk 
threat detected was a POP3 Clear text login per-
mission that hackers could easily exploit to gain 
access.

From the website's automated penetration test-
ing, it was determined that the website had various 
vulnerabilities that impacted it. According to Nes-
sus, there were 37 counts of vulnerabilities discov-
ered on the web application. The highest risk was 
one low-risk vulnerability that had a test score of 
2.6, which indicated that the remote host was run-
ning a POP3 Daemon. Daemon allowed for cleared 
logins over an encrypted connection that could 
allow cyber-attacks to gain access to user names 
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rity of the target organization. Using the software 
for a real-life case scenario experimentation allows 
for determining the cybersecurity concerns of an 
organization's application. This facilitates a more 
comprehensive investigation into the level of the 
security countermeasures taken and allows one to 
suggest appropriate recommendations for improv-
ing network security.

IV. results and dIscussIon

A. Interview Outcomes
Research interviews are the first step used to 

gather information in this study. When asked if they 
had a department that carried out penetration test-
ing and, if not, how they accomplished it, the man-
ager's comments suggested that the company was 
aware of the necessity to do penetration testing and 
protect the security of its information. For instance, 
one of the managers responded as follows:

"Unfortunately, our company lacks a dedicated 
penetration testing team. We are equipped with a 
team of technical support experts that can help 
with any issues. With the assistance of an expert, 
and at some expense, the online and network vul-
nerabilities were investigated once."

It is clear from the response that the organiza-
tion recognizes the issue, but it is possible that the 
high cost of bringing in an expert has dampened 
enthusiasm for implementing the necessary chang-
es. Moreover, the respondent mentioned that they 
would rather have someone on staff who can do the 
tests than hire an outside expert.

According to their comments, although the com-
pany was established thirty years ago, there has 
never been a report of a breach of information se-
curity occurring within it. The company has invested 
heavily over the past few years to fix its cybersecu-
rity issues which were caused by employees acting 
based on their understanding rather than a codified 
information security strategy. This observation re-
vealed that cybersecurity was a hot subject among 
the 35 employees and they all understood its signif-
icance. To sum up, small organizations should un-
derstand the need for penetration testing. However, 
the majority of people would opt not to undertake 
things because of their limited financial resources. 
Accordingly, these comments pointed to the need 
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Alerts tab, which is positioned in the bottom pane, 
displays these issues. Cooler-coded flags, red, or-
ange, yellow, and blue, are used to identify all the 
vulnerability risk levels from high, medium, low, and 
no risk concerns, respectively. The "Report" menu 
option at the top of the screen can also be used to 
generate an HTML scan report. Fig. 7 shows the 
results of the test that was conducted.

The ZAP automated penetration testing pro-
gram revealed that there were a large number of 
flaws in the online application. There were three 
moderate, twelve minor, and four informational risks 
in the system. The use of a vulnerable JS library 
and the failure to send the proper frame parame-
ters caused medium-level warnings. If an attacker 
manages to get a system's login credentials, then 
sensitive data may be exposed and the system 
may be vulnerable to attack. Moreover, it was dis-
covered that the HTML submission forms did not 
generate any Anti-CSRF tokens and that cookies 
were placed without the HTTP-only setting. As a re-
sult of these cookies being set without the proper 
security flags, being accessible by JavaScript, and 
not having the necessary SameSite characteristics, 
the system became more susceptible to cross-site 
request forgery and timing attacks. The ZAP tool 
revealed that the website was vulnerable to sniffers 
and lacked a cache-control header. The penetration 
tool indicated that there were a number of security 
issues with the website's application, which must 
be addressed. To do this, it is necessary to update 
the website to the newest version of Bootstrap and 
check that the cookies, cache-control header, and 
Anti-CSRF tokens are all properly configured. Also, 
any comments that may provide information to the 
attacker should be deleted from the site.

Alkhurayyif and Almarshdy

and passwords by simply sniffing the traffic. The 
other vulnerabilities discovered were information-
al vulnerabilities that possess little to no risk to the 
system and did not disseminate sensitive informa-
tion. However, the system was noted to have vari-
ous open channels which exposed it.

2) ZAP
ZAP includes a variety of scan modes that can 

be used for various purposes. It generates a list of 
the vulnerabilities discovered during the scan. The 
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and protect the security of its information. For instance, one of 
the managers responded as follows: 
 "Unfortunately, our company lacks a dedicated penetration 
 testing team. We are equipped with a team of technical 
 support experts that can help with any issues. With the 
 assistance of an expert, and at some expense, the online and 
 network vulnerabilities were investigated once." 
It is clear from the response that the organization recognizes the 
issue, but it is possible that the high cost of bringing in an expert 
has dampened enthusiasm for implementing the necessary 
changes. Moreover, the respondent mentioned that they would 
rather have someone on staff who can do the tests than hire an 
outside expert. 
According to their comments, although the company was 
established thirty years ago, there has never been a report of a 
breach of information security occurring within it. The 
company has invested heavily over the past few years to fix its 
cybersecurity issues which were caused by employees acting 
based on their understanding rather than a codified information 
security strategy. This observation revealed that cybersecurity 
was a hot subject among the 35 employees and they all 
understood its significance. To sum up, small organizations 
should understand the need for penetration testing. However, 
the majority of people would opt not to undertake things 
because of their limited financial resources. Accordingly, these 
comments pointed to the need for affordable, straightforward, 
and productive automated penetration testing that can be 
performed by web development teams in these firms [16].   

B. Results Concerning Web Penetration Testing Tools 
 As part of the experimentation process, the society’s website 
(https://afifalbr.org.sa) was subjected to various tests to 
determine vulnerabilities in its system. The authors employed 
the Nessus and ZAP automated penetration tools to determine 
the vulnerabilities within the website application. 
B.1. Nessus 
 The vulnerability checks are handled through plug-ins, which 
are distinct files. This simplifies the process of installing plug-
ins and checking which ones are active so as to ensure that you 
are up to date. Nessus uses the server-client architecture. The 
advantages are that one can quickly and correctly identify 
vulnerabilities, configuration issues, and malware in physical, 
virtual, and cloud environments using Nessus scan services. 
[18, 26].  
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In Fig. 4, the results from the Nessus penetration testing tool 
indicate that the organization's website had one low-risk 

vulnerability while the rest of the other vulnerabilities are 
informational risks. This shows that the system had a moderate 
level of security that would not lead to any major threats, 
according to the results. While Fig. 5 below shows that the 
system did not have any major vulnerabilities that would have 
led to immediate measures against high-risk threats, Fig. 6 
indicates that the low-risk threat detected was a POP3 Clear text 
login permission that hackers could easily exploit to gain 
access. 
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From the website's automated penetration testing, it was 
determined that the website had various vulnerabilities that 
impacted it. According to Nessus, there were 37 counts of 
vulnerabilities discovered on the web application. The highest 
risk was one low-risk vulnerability that had a test score of 2.6, 
which indicated that the remote host was running a POP3 
Daemon. Daemon allowed for cleared logins over an encrypted 
connection that could allow cyber-attacks to gain access to user 
names and passwords by simply sniffing the traffic. The other 
vulnerabilities discovered were informational vulnerabilities 
that possess little to no risk to the system and did not 
disseminate sensitive information. However, the system was 
noted to have various open channels which exposed it. 
B.2. ZAP 
 ZAP includes a variety of scan modes that can be used for 
various purposes. It generates a list of the vulnerabilities 
discovered during the scan. The Alerts tab, which is positioned 
in the bottom pane, displays these issues. Cooler-coded flags, 
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Fig. 4.  Host Website Test Results.
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and protect the security of its information. For instance, one of 
the managers responded as follows: 
 "Unfortunately, our company lacks a dedicated penetration 
 testing team. We are equipped with a team of technical 
 support experts that can help with any issues. With the 
 assistance of an expert, and at some expense, the online and 
 network vulnerabilities were investigated once." 
It is clear from the response that the organization recognizes the 
issue, but it is possible that the high cost of bringing in an expert 
has dampened enthusiasm for implementing the necessary 
changes. Moreover, the respondent mentioned that they would 
rather have someone on staff who can do the tests than hire an 
outside expert. 
According to their comments, although the company was 
established thirty years ago, there has never been a report of a 
breach of information security occurring within it. The 
company has invested heavily over the past few years to fix its 
cybersecurity issues which were caused by employees acting 
based on their understanding rather than a codified information 
security strategy. This observation revealed that cybersecurity 
was a hot subject among the 35 employees and they all 
understood its significance. To sum up, small organizations 
should understand the need for penetration testing. However, 
the majority of people would opt not to undertake things 
because of their limited financial resources. Accordingly, these 
comments pointed to the need for affordable, straightforward, 
and productive automated penetration testing that can be 
performed by web development teams in these firms [16].   

B. Results Concerning Web Penetration Testing Tools 
 As part of the experimentation process, the society’s website 
(https://afifalbr.org.sa) was subjected to various tests to 
determine vulnerabilities in its system. The authors employed 
the Nessus and ZAP automated penetration tools to determine 
the vulnerabilities within the website application. 
B.1. Nessus 
 The vulnerability checks are handled through plug-ins, which 
are distinct files. This simplifies the process of installing plug-
ins and checking which ones are active so as to ensure that you 
are up to date. Nessus uses the server-client architecture. The 
advantages are that one can quickly and correctly identify 
vulnerabilities, configuration issues, and malware in physical, 
virtual, and cloud environments using Nessus scan services. 
[18, 26].  
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that possess little to no risk to the system and did not 
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noted to have various open channels which exposed it. 
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various purposes. It generates a list of the vulnerabilities 
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in the bottom pane, displays these issues. Cooler-coded flags, 
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and protect the security of its information. For instance, one of 
the managers responded as follows: 
 "Unfortunately, our company lacks a dedicated penetration 
 testing team. We are equipped with a team of technical 
 support experts that can help with any issues. With the 
 assistance of an expert, and at some expense, the online and 
 network vulnerabilities were investigated once." 
It is clear from the response that the organization recognizes the 
issue, but it is possible that the high cost of bringing in an expert 
has dampened enthusiasm for implementing the necessary 
changes. Moreover, the respondent mentioned that they would 
rather have someone on staff who can do the tests than hire an 
outside expert. 
According to their comments, although the company was 
established thirty years ago, there has never been a report of a 
breach of information security occurring within it. The 
company has invested heavily over the past few years to fix its 
cybersecurity issues which were caused by employees acting 
based on their understanding rather than a codified information 
security strategy. This observation revealed that cybersecurity 
was a hot subject among the 35 employees and they all 
understood its significance. To sum up, small organizations 
should understand the need for penetration testing. However, 
the majority of people would opt not to undertake things 
because of their limited financial resources. Accordingly, these 
comments pointed to the need for affordable, straightforward, 
and productive automated penetration testing that can be 
performed by web development teams in these firms [16].   

B. Results Concerning Web Penetration Testing Tools 
 As part of the experimentation process, the society’s website 
(https://afifalbr.org.sa) was subjected to various tests to 
determine vulnerabilities in its system. The authors employed 
the Nessus and ZAP automated penetration tools to determine 
the vulnerabilities within the website application. 
B.1. Nessus 
 The vulnerability checks are handled through plug-ins, which 
are distinct files. This simplifies the process of installing plug-
ins and checking which ones are active so as to ensure that you 
are up to date. Nessus uses the server-client architecture. The 
advantages are that one can quickly and correctly identify 
vulnerabilities, configuration issues, and malware in physical, 
virtual, and cloud environments using Nessus scan services. 
[18, 26].  
 

 
 

Fig 4. Host Website Test Results. 
 

In Fig. 4, the results from the Nessus penetration testing tool 
indicate that the organization's website had one low-risk 

vulnerability while the rest of the other vulnerabilities are 
informational risks. This shows that the system had a moderate 
level of security that would not lead to any major threats, 
according to the results. While Fig. 5 below shows that the 
system did not have any major vulnerabilities that would have 
led to immediate measures against high-risk threats, Fig. 6 
indicates that the low-risk threat detected was a POP3 Clear text 
login permission that hackers could easily exploit to gain 
access. 
 

 
 

Fig 5. Nessus Vulnerabilities Detected on Host Site. 

 
Fig 6. Low-Risk Threat Detected. 

 
From the website's automated penetration testing, it was 
determined that the website had various vulnerabilities that 
impacted it. According to Nessus, there were 37 counts of 
vulnerabilities discovered on the web application. The highest 
risk was one low-risk vulnerability that had a test score of 2.6, 
which indicated that the remote host was running a POP3 
Daemon. Daemon allowed for cleared logins over an encrypted 
connection that could allow cyber-attacks to gain access to user 
names and passwords by simply sniffing the traffic. The other 
vulnerabilities discovered were informational vulnerabilities 
that possess little to no risk to the system and did not 
disseminate sensitive information. However, the system was 
noted to have various open channels which exposed it. 
B.2. ZAP 
 ZAP includes a variety of scan modes that can be used for 
various purposes. It generates a list of the vulnerabilities 
discovered during the scan. The Alerts tab, which is positioned 
in the bottom pane, displays these issues. Cooler-coded flags, 

Fig. 5.  Nessus Vulnerabilities Detected on Host Site.

Fig. 7.  ZAP Scanning Report on Al Ber Charitable Website.
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red, orange, yellow, and blue, are used to identify all the 
vulnerability risk levels from high, medium, low, and no risk 
concerns, respectively. The "Report" menu option at the top of 
the screen can also be used to generate an HTML scan report. 
Fig. 7 shows the results of the test that was conducted. 
 

Figure 7. ZAP Scanning Report on Al Ber Charitable Website. 
 

The ZAP automated penetration testing program revealed that 
there were a large number of flaws in the online application. 
There were three moderate, twelve minor, and four 
informational risks in the system. The use of a vulnerable JS 
library and the failure to send the proper frame parameters 
caused medium-level warnings. If an attacker manages to get a 
system's login credentials, then sensitive data may be exposed 
and the system may be vulnerable to attack. Moreover, it was 
discovered that the HTML submission forms did not generate 
any Anti-CSRF tokens and that cookies were placed without the 
HTTP-only setting. As a result of these cookies being set 
without the proper security flags, being accessible by 
JavaScript, and not having the necessary SameSite 
characteristics, the system became more susceptible to cross-
site request forgery and timing attacks. The ZAP tool revealed 
that the website was vulnerable to sniffers and lacked a cache-
control header. The penetration tool indicated that there were a 
number of security issues with the website's application, which 
must be addressed. To do this, it is necessary to update the 
website to the newest version of Bootstrap and check that the 
cookies, cache-control header, and Anti-CSRF tokens are all 
properly configured. Also, any comments that may provide 
information to the attacker should be deleted from the site. 

C. Network Penetration Testing Tools and Results 
 Network Mapper, commonly known as NMAP, is a free and 
open-source instrument for preliminary scanning of systems or 
networks. This tool is typically employed during the initial 
stage of penetration testing due to its practical features. Some 
of the most valuable NMAP functions include gaining an 
understanding of a specific network, identifying available hosts 
within the network, determining the operating systems in use, 
and discovering ports. NMAP is suitable for scanning networks 
of various sizes [23]. The assessment was conducted using 
NMAP and the Nessus tool, targeting the host IP address 
(192.168.1.18). 

C.1. NMAP and Nessus  
 This tool is consistently employed during the initial stage of 
penetration testing due to its practical features. NMAP's most 
valuable utilities involve understanding a specific network, 
such as identifying available hosts, determining the operating 

systems in use, and discovering ports. Moreover, NMAP is 
appropriate for scanning networks of various sizes. 
Fig. 8 and Fig. 9 show the results of the test that was conducted. 

 

Fig 8. NMAP Testing Results. 
 

 
Fig 9. Nessus Testing Results. 

 
The automated penetration tool was used to scan a total of 
65535 ports. From the results, it was discovered that, there were 
many open ports that hackers could manipulate to access the 
system, especially File Transfer Protocols and the Microsoft 
terminal service. Twenty-one TCP posts designated for the FTP 
were found open. 

D. Discussion  
 The results revealed that automated penetration testing could 
be carried out in small organizations, especially by employing 
the ZAP, Nessus, and NMAP tools. Each of these three tools is 
readily available, open-source that would not lead to any extra 
costs incurred in purchasing licenses. In addition, the software 
allows cross-platform operating systems to be used on both 
Linux and Windows, making it easier to ensure compatibility. 
The tools are also quite easy to use; thus, they do not require 
professional help to analyze the vulnerabilities of the website 
and the network. 
Therefore, automated penetration testing can be performed in 
small organizations using open-source software by following 
the detailed procedures outlined while explaining the various 
common testing tools. 
Table 2 and Fig. 10 below compare the risks evaluated by the 
Nessus, Zap, and Nmap tools for the website application and 
network. 
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available hosts, determining the operating systems 
in use, and discovering ports. Moreover, NMAP is 
appropriate for scanning networks of various sizes.

Fig. 8 and Fig. 9 show the results of the test that 
was conducted.

The automated penetration tool was used to 
scan a total of 65535 ports. From the results, it was 
discovered that, there were many open ports that 
hackers could manipulate to access the system, 
especially File Transfer Protocols and the Microsoft 
terminal service. Twenty-one TCP posts designated 
for the FTP were found open.

D. Discussion 
The results revealed that automated penetration 

testing could be carried out in small organizations, 
especially by employing the ZAP, Nessus, and NMAP 
tools. Each of these three tools is readily available, 
open-source that would not lead to any extra costs 
incurred in purchasing licenses. In addition, the soft-
ware allows cross-platform operating systems to be 
used on both Linux and Windows, making it easier 
to ensure compatibility. The tools are also quite easy 
to use; thus, they do not require professional help 
to analyze the vulnerabilities of the website and the 
network.

Therefore, automated penetration testing can be 
performed in small organizations using open-source 
software by following the detailed procedures out-
lined while explaining the various common testing 
tools.

Table II and Fig. 10 compare the risks evaluated 
by the Nessus, Zap, and Nmap tools for the website 
application and network.

In addition, through the experimentation of the 
three tools, it is noted that several ports were found 
open in all the analyses that would lead to exposure 
of the system to vulnerabilities should an attacker 
make use of these channels to access their informa-
tion as the encryption was also found to be lacking. 
Table III shows the number of ports that were found 
open by the automated penetrative tools testing.

Fig. 11 shows the comparison between the Nes-
sus tool and Nmap in terms of scanning the network 
outlets.

C. Network Penetration Testing Tools and Results
Network Mapper, commonly known as NMAP, is 

a free and open-source instrument for preliminary 
scanning of systems or networks. This tool is typi-
cally employed during the initial stage of penetra-
tion testing due to its practical features. Some of 
the most valuable NMAP functions include gaining 
an understanding of a specific network, identifying 
available hosts within the network, determining the 
operating systems in use, and discovering ports. 
NMAP is suitable for scanning networks of various 
sizes [23]. The assessment was conducted using 
NMAP and the Nessus tool, targeting the host IP 
address (192.168.1.18).

1) NMAP and Nessus 
This tool is consistently employed during the ini-

tial stage of penetration testing due to its practical 
features. NMAP's most valuable utilities involve un-
derstanding a specific network, such as identifying 
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red, orange, yellow, and blue, are used to identify all the 
vulnerability risk levels from high, medium, low, and no risk 
concerns, respectively. The "Report" menu option at the top of 
the screen can also be used to generate an HTML scan report. 
Fig. 7 shows the results of the test that was conducted. 
 

Figure 7. ZAP Scanning Report on Al Ber Charitable Website. 
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appropriate for scanning networks of various sizes. 
Fig. 8 and Fig. 9 show the results of the test that was conducted. 
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allows cross-platform operating systems to be used on both 
Linux and Windows, making it easier to ensure compatibility. 
The tools are also quite easy to use; thus, they do not require 
professional help to analyze the vulnerabilities of the website 
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the detailed procedures outlined while explaining the various 
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red, orange, yellow, and blue, are used to identify all the 
vulnerability risk levels from high, medium, low, and no risk 
concerns, respectively. The "Report" menu option at the top of 
the screen can also be used to generate an HTML scan report. 
Fig. 7 shows the results of the test that was conducted. 
 

Figure 7. ZAP Scanning Report on Al Ber Charitable Website. 
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systems in use, and discovering ports. Moreover, NMAP is 
appropriate for scanning networks of various sizes. 
Fig. 8 and Fig. 9 show the results of the test that was conducted. 
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A significant gap emerged between the risk 
evaluation capabilities of the various tools. Fig. 8 
shows that while the NESSUS tool was able to dis-
cover just one low-risk vulnerability, the Zap tool 
was able to identify and notify the user of addition-
al risks, particularly on the low and medium risks 
associated with inadequate cookie settings and a 
susceptible JS library. On the other side, NMAP 
demonstrated several security flaws by scanning 
for open ports. Using ZAP and NMAP to assess 
the security of a company's website and network 
can protect the company's information at a low 
cost. The Nessus tool simply signals a single low-
risk warning that provides next to no information on 
the condition of the website; this would allow for a 
more complete analysis that examines the particu-
lar faults and their solutions inside the online appli-
cation.

While this is true, it should be taken into account 
the value of the three open port systems. Count-
less TCP and other open ports can be discovered 
with the use of NMAP's SYN and UDP scan options. 
Nessus analyzes the system for any open TCP ports 
that may leave it susceptible, and if any are found, 
it recommends installing an IP filter to close them 
off from the Internet. Unfortunately, the number of 
ports inside the system is not provided by the Zap 
tool, despite the fact that it is quite effective at iden-
tifying the hazards involved and providing thorough 
remedies. NMAP is better than Nessus because it 
can complete the scan in much less time. To con-
duct a more credible and accurate examination of 
the system's credibility, automated testing will re-
quire the use of several software combinations.

Moreover, it is evident from these resources that 
each is cost-effective, especially considering that 
they are easily accessible at no additional expense. 
As an added advantage, these tools may be used 
by any business without the need for additional 
staff training or experience. Therefore, it would be 
more efficient and cost-effective than the manual 
penetration testing methods that need the services 
of a skilled professional.

Alkhurayyif and Almarshdy

Fig. 11.  The Number of Open Ports Detected in Nessus 
and Nmap.
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TABLE 2. PENETRATION TESTING METHODS AND RESULTS YIELDED. 
 

Type of Risk Detected 
by Nessus 

Detected 
by Zap 

Detected 
by N-map 

High risk 0 0 0 
Medium risk 0 3 1 

Low risk 1 12 1 
Informational 

risk 16 4 21 

Total 17 19 23 

 
Fig 10. Comparison of Vulnerabilities Detected by Web Automated 

Penetration Tools. 
 

In addition, through the experimentation of the three tools, it is 
noted that several ports were found open in all the analyses that 
would lead to exposure of the system to vulnerabilities should 
an attacker make use of these channels to access their 
information as the encryption was also found to be lacking. 
Table 3 below shows the number of ports that were found open 
by the automated penetrative tools testing. 
 

TABLE 3. THE NUMBER OF OPEN PORTS DETECTED BY AUTOMATED 
PENETRATION TOOLS. 

Tool Number of open ports scanned 
Zap Automated Scan 0 

Nessus Automated Scan 19 
NMAP Automated Scan 23 

 
Figure 11 below shows the comparison between the Nessus tool 
and Nmap in terms of scanning the network outlets. 
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ports can be discovered with the use of NMAP's SYN and UDP 
scan options. Nessus analyzes the system for any open TCP 
ports that may leave it susceptible, and if any are found, it 
recommends installing an IP filter to close them off from the 
Internet. Unfortunately, the number of ports inside the system 
is not provided by the Zap tool, despite the fact that it is quite 
effective at identifying the hazards involved and providing 
thorough remedies. NMAP is better than Nessus because it can 
complete the scan in much less time. To conduct a more 
credible and accurate examination of the system's credibility, 
automated testing will require the use of several software 
combinations. 
Moreover, it is evident from these resources that each is cost-
effective, especially considering that they are easily accessible 
at no additional expense. As an added advantage, these tools 
may be used by any business without the need for additional 
staff training or experience. Therefore, it would be more 
efficient and cost-effective than the manual penetration testing 
methods that need the services of a skilled professional. 

V. CONCLUSION AND RECOMMENDATIONS 

A. Conclusion 
 The study investigated the efficiency of automated 
penetration testing for helping small businesses guarantee the 
safety of their customers' and users' data by vetting their 
websites and networks for vulnerabilities. According to the 
findings of the investigation, the case study of the nonprofit 
organization demonstrated that the organization was 
susceptible to cyberattacks, particularly those that are carried 
out by sniffing or social engineering. Taken together, all these 
vulnerabilities provide a far greater threat if they are exploited. 
According to the results, the company should implement the 
measures suggested by the testing tools in order to improve its 
cybersecurity. These included paying closer attention to the 
framework and cookies of the website, as well as using an IP 
filter to prevent attackers from making use of the open TCP 
channels available for file transfer protocols. This research 
demonstrated the viability of cross-platform automated 
penetration testing for small businesses by employing open-
source software tools. This means that the tests may be 
conducted in companies of comparable size. The results 
indicated that penetration testing might be executed using a 
combination of technologies that would secure the data on open 
ports and existing vulnerabilities. 
Our findings indicate that ZAP and NMAP are the most 
beneficial tools for assessing website and network 
vulnerabilities respectively. The study's findings confirmed that 
the toolset would provide an investigation of the website's apps' 
protocols and architecture and an evaluation of the network's 
current state. Therefore, using many tools in tandem would be 
preferable. Nessus, on the other hand, would make it possible 
to do penetration testing on the web app that runs the website. 
In comparison to the ZAP tool, it would not provide precise or 
comprehensive findings. 
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differently, automated penetration testing solutions 
are a practical, efficient, and inexpensive option 
that should be seriously considered by small busi-
nesses. Small and medium-sized businesses may 
want to reconsider their approach to automated 
penetration testing given the critical relevance of 
information security to the global economy and in-
dustry.

B. Limitations
The research itself was exposed to various lim-

itations, such as the restriction of the sample size 
to one organization. This may have introduced bias 
as the organization in question may not have ac-
curately represented the circumstances of other 
SMEs. Consequently, the interviewees were not 
forthcoming with information that only allowed for 
an observatory analysis of the attitude of the em-
ployees towards the need for information security 
and the measures that have been put in place. 

The study could also have used more software 
in its experimentation. However, due to the lack of 
licenses to allow access to the automated pene-
trating software, the research scope had to be 
narrowed to open-source products. Nevertheless, 
despite these limitations, the objective of the study 
was achieved.

C. Recommendations and Future Directions
During the research, it was noted that different 

penetration tools have different capabilities, allow-
ing individuals to secure their information securi-
ty. The use of automated penetration testing tools 
would allow individuals to heighten security without 
calling upon the help of experts. As such, it is rec-
ommended that:

The targeted organization should improve its 
network infrastructure and website applications to 
prevent future cyberattacks that may employ sniff-
ing to access its network and gain sensitive infor-
mation that could be used to threaten the organiza-
tion and its end-users.
•	 Small organizations should consider using 

automated penetration testing tools because 
they are feasible, effective, and inexpensive 
solutions. 

Adopting Automated Penetration Testing Tools: A Cost-Effective Approach to Enhancing Cybersecurity in Small Organizations

V. conclusIon and recoMMendatIons

A. Conclusion
The study investigated the efficiency of auto-

mated penetration testing for helping small busi-
nesses guarantee the safety of their customers' 
and users' data by vetting their websites and net-
works for vulnerabilities. According to the findings 
of the investigation, the case study of the nonprofit 
organization demonstrated that the organization 
was susceptible to cyberattacks, particularly those 
that are carried out by sniffing or social engineer-
ing. Taken together, all these vulnerabilities provide 
a far greater threat if they are exploited. According 
to the results, the company should implement the 
measures suggested by the testing tools in order 
to improve its cybersecurity. These included paying 
closer attention to the framework and cookies of the 
website, as well as using an IP filter to prevent at-
tackers from making use of the open TCP channels 
available for file transfer protocols. This research 
demonstrated the viability of cross-platform auto-
mated penetration testing for small businesses by 
employing open-source software tools. This means 
that the tests may be conducted in companies of 
comparable size. The results indicated that pene-
tration testing might be executed using a combina-
tion of technologies that would secure the data on 
open ports and existing vulnerabilities.

Our findings indicate that ZAP and NMAP are 
the most beneficial tools for assessing website and 
network vulnerabilities respectively. The study's 
findings confirmed that the toolset would provide 
an investigation of the website's apps' protocols 
and architecture and an evaluation of the network's 
current state. Therefore, using many tools in tandem 
would be preferable. Nessus, on the other hand, 
would make it possible to do penetration testing on 
the web app that runs the website. In comparison 
to the ZAP tool, it would not provide precise or com-
prehensive findings.

The results of this research suggest that auto-
mated penetration testing may be successfully 
implemented even in very small enterprises. Thus, 
utilizing the previously mentioned approach and 
technologies, network and system administrators 
in small and medium-sized businesses should be 
able to undertake in-house penetration testing. Put 
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•	 Automated penetration testing tools should 
be used in multiple combinations as different 
tools have different capabilities that would al-
low users to have a broader perspective of 
their information security levels to probe both 
the website application and network infra-
structure.

•	 Future research should be conducted into 
how highly automated penetration testing can 
perform more processes and actions, as well 
as identify a greater number of vulnerabilities. 
In so doing, a uniform technique could assign 
risks to distinct operations that would allow 
a better determination of the overall risks in-
volved.

Given the vital importance of information secu-
rity to business and economics, it is necessary for 
SMEs to reconsider performing (highly feasible) au-
tomated penetration testing as regularly as possi-
ble to ensure their information security and prevent 
malicious persons from attacking their systems.
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