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Abstract

This research introduces deception technology, an innovative cybersecurity strategy that involves the cre-
ation of deceptive assets within an organization's network. These assets, such as decoy servers and endpoints,
closely mimic authentic resources, diverting potential attackers and facilitating crucial threat intelligence gath-
ering. By engaging with adversaries and providing real-time insights, deception technology enables business-
es to swiftly adapt to the evolving cyber threat landscape. This paper investigates phasor technology and its
mathematical representation, alongside the implementation of FORTINET's FortiDeceptor and its integration
into cybersecurity business operations. The objective is to enhance threat detection capabilities, detect insider
threats early, and fortify overall security postures by deploying FortiDeceptor, a tool suitable for banking sys-
tems. In response to the escalating threat of cyberattacks, proactive measures have been taken to develop
more adaptable and responsive cybersecurity protocols.

While there is no creation of a fake military, de-
ception technologies (DT), sometimes known as
‘false threat detection capabilities," can be em-
ployed to enhance comprehension of security
breaches and enhance defense mechanisms [7].
These days, corporations basically use systems,
deception, and fake lures to draw in and trap ad-
versaries.

In [4], the spotlight was on the ways in which de-

ception technologies can dramatically increase the
ability of an organization to identify attackers with

|. INTRODUCTION

Deception tactics mislead people into behaving
against their best interests, whether they are em-
ployed by the military, cybercriminals, or cybersecurity
experts [22]. Even though deception techniques and
technology predate computers, they are today exam-
ined through the perspective of cybersecurity [22]. In
the past, governments, armed forces, and intelligence
services used deception technology to take advan-
tage of the vulnerabilities of their opponents. Decep-
tion is said to be defined as "to delude by fabricating

an appearance or statement,” which is why the word
itself has a negative implication [6]. In the past, using
deceit to obtain a tactical edge was common practice.

greater speed and accuracy while gathering ade-
quate threat intelligence and attack attribution data
to enhance the efficacy of response measures.
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Several research studies have explored different
aspects related to this topic, including the need for
adaptation in new technology-based businesses
[8], the value creation from decentralized ledgers
[1], the role of deception in earnings management
[2], the detection of deception in electronic media
[3], the overview of deception technology service
adaptation in a business-to-business context [5],
interoperability in the Enterprise Resource Plan-
ning (ERP) field [6], automated detection of decep-
tion in computer-mediated communication [7], the
co-evolution model of business and IT for dynamic
business process requirements [9], and the use of
deception in business strategy [10]. A crucial point
in the literature is that it is essential for businesses
to adapt their initial models in response to changing
conditions.

Types of Deception Technology

The primary types include honeypots, honeyto-
kens, and deceptive user interfaces.

A. Honeypots

When it comes to use case, honeypots attract
and engage attackers using decoy systems or net-
works. These mimic legitimate systems, applica-
tions, or services and serve as bait to lure malicious
attacks. Honeypots detect and divert malicious ac-
tivity, allowing organizations to monitor and analyze
the tactics of potential attackers. Honeypots cap-
ture valuable information about attack methods,
techniques, and vulnerabilities [11]. A honeypot
can also record keystrokes made by an opponent
trying to breach it; this gives extremely insightful
information if the hacker utilizes the compromised
computer's location as an Internet Relay Chat (IRC)
chat server [19].

B. Honeytokens

Honeytokens can be said to be pieces of de-
ceptive information or data strategically placed
within a network. They appear as valuable or sen-
sitive data but are entirely fake, honeytokens act as
an intrusion tripwire, alerting security teams when
an unauthorized entity accesses or interacts with
them, very effective in identifying insider threats.

Honeytokens produce few false alarms, making it
easier to identify genuine security incidents [11].

C. Deceptive User Interfaces

This presents false information to potential at-
tackers. They might mimic legitimate login screens,
admin dashboards, or error messages. Misleading
Attackers by providing false information, deceptive
user interfaces can confuse attackers, delaying
their progress and potentially discouraging them
from continuing. They can engage with attackers in
real-time, gathering valuable threat intelligence and
potentially disrupting their activities [11].

Advantage and Disadvantage

The main benefit of deception technology is
the ability to detect threats early. A dynamic and
responsive security environment is created by com-
panies through the use of a network of decoys that
mimic real assets [21]. Complexity of implemen-
tation is one of the major challenges of deception
technology [20].

Il. Review oF RELATED PAPER

The authors in [12] presented a framework for
evaluating business adaptability with deception
technology in cybersecurity. The study aimed to
develop a framework for evaluating the adaptabil-
ity of businesses that have integrated deception
technology into their cybersecurity strategies and
contributed a practical framework for businesses
to measure their adaptability improvements, con-
tributing to the understanding of the benefits of
deception technology. However, the framework's
applicability might vary depending on the specif-
ic business context, it does not focus on the de-
ception itself, and it is just a theoretical framework.
Similarly, the research in [15] explored mitigating
insider threats and enhancing business adaptabili-
ty through the role of deception technology, aimed
at exploring the role of deception technology in
mitigating insider threats and enhancing business
adaptability. The research highlighted how decep-
tion technology can proactively address insider
threats and bolster business adaptability by reduc-
ing the time to detect and respond to such threats.
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TABLEI

CoMPARATIVE ANALYSIS OF DECEPTION TECHNOLOGY COMPONENTS AND THEIR OPERATIONAL IMPACT

Feature

Advantages

Disadvantages

Threat Detection

Threat Intelligence

Insider Threats

Security Overhead

Resource Overhead

- Early Detection: Identifies threats early, often be-
fore they reach critical systems.

-High-Fidelity Alerts: Produces fewer false positives,
focusing security teams on genuine threats [23].

Actionable Intelligence: Provides valuable insights
into attacker tactics, techniques, and procedures
(TTPs) [24], [25].

Effective Detection: Particularly good at identifying
malicious insiders who have legitimate network ac-
cess [25].

Proactive Approach: Shifts the security posture
from reactive to proactive, allowing organizations
to engage attackers [25].

Potentially Low: Can have a relatively low resource
overhead compared to some security solutions,

- Potential for Bypassing: Sophisticated at-
tackers may learn to recognize and avoid
decoys [23].

Maintenance and Management: Requires
ongoing monitoring, updates, and manage-
ment of decoys [24].

Complexity of Implementation: Initial setup
and configuration can be challenging, re-
quiring careful planning and expertise [25].

Scalability: Deploying and managing de-
coys across large, complex networks can
be difficult [25].

Cost: Initial investment in solutions and ex-
pertise can be significant [26].

especially after initial setup [26].

However, the study focused on a specific aspect of
deception technology's application and might not
cover its broader utility, nor did it mention evaluation
metrics. Furthermore, the work presented in [16] in-
vestigated adapting to emerging cyber threats: the
influence of deception technology on business re-
silience. This study aimed to investigate the adapt-
ability of organizations to emerging cyber threats
when deception technology is employed as a pro-
active cybersecurity strategy using case studies of
organizations that had experienced cyber threats,
assessing their adaptability in response to these
threats. The research contributed to highlighting
the significance of adaptable cybersecurity strat-
egies, such as deception technology, in maintain-
ing business continuity. However, the case studies
may not represent all industries and organizational
sizes and are limited by their scope. Likewise, the
authors in [17] presented practical implications of
deception technology for business cybersecurity
and adaptability. The study aimed to examine the
practical implications of incorporating deception
technology into business cybersecurity strategies.
The research provided insights into the practical
implications, benefits, and challenges of imple-
menting deception technology for enhancing busi-
ness adaptability. However, the study's scope did

not cover the most recent advancements in decep-
tion technology, which is allowing security teams to
install decoys on endpoints, nor did it address the
potential drawbacks. Finally, the work conducted in
[18] introduced an architectural style: distortions for
deploying and managing deception technologies
in software systems. The authors suggested a type
of architecture that emphasizes the integration of
DTs into software systems; this style will be referred
to as style from upon arrival on. While the research
introduced an architectural style that explains how
software systems deploy and manage deceptions,
it lacks validation of findings on the concerns and
practices of developers who use deception tech-
nologies. The authors were also unable to ascertain
whether this style is adopted in practice or how cy-
bersecurity practitioners view the proposed style,
and furthermore, the architecture may not be suit-
able for all software systems. The research focused
on bridging the gap between the art of deception
and the technical aspects of using a DT.

I1l. METHODOLOGY

This sections, shows the flowchart that pres-
ents a multi-stage methodology for leveraging de-
ception technology in cybersecurity. The flowchart
below presents key stages which include asset

JISCR 2024; Volume 7 Issue (2)
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Fig. 1 Flowchart of the deception technology system

identification, deployment deception technology,
network monitoring, threat detection and analysis,
incident responses, false positive handling and
business continuity.

A. Algorithm of the deception technology process
Start: Starts the process here.

Identify Assets: Identify critical assets, systems,
and the resources that need protection for business
continuity.

Deploy Deception: Deploy Implementation de-
ception technology, such as honeypots, honey to-
kens, or other deceptive skills, within network infra-
structure.

Monitor Network: Continuously monitoring the
network traffic, system activity, and the user behav-
ior using intrusion detection systems (IDS) and oth-
er security tools.

Trigger Deception: Deception technology cre-
ates unverified elements inside an organization's
network when it detects suspicious activity. This
can be achieved by diverting attackers' attention
from the organization's critical assets or informa-
tion by utilizing decoy servers, data, or employees.
Alert and Analyze: Assisting in the operation of the
deception technology by keeping an eye on pru-

dence and evaluating the data to identify the type
of hazard caused.

Incident response: As soon as an organization
recognizes a threat that is authentic, it should ini-
tiate an incident response strategy. This might in-
clude eliminating the threat and isolating systems
that are been compromised while concentrating on
business recovery.

False positive Handling: In order to avoid in-
terfering with lawful business operations is to look
into and fix any results that are negative that trig-
gered the deception technology in the organization.
Business continuity: Resolving security prob-
lems while ensuring that essential business
operations  continue  without  interruptions.
End: End procedure.

B. Integration with Al and Machine Learning Algo-
rithm

The integration of deception technologies with
Al and machine learning (ML) enhances cyberse-
curity by making it harder for attackers to identify
and bypass security systems [27].

Deception Technologies: Distract and track
down cybercriminals by using fictitious digital as-
sets (such as honeypots and decoy systems).
Al and Machine Learning: modify systems instant-
ly, forecast actions, and Utilize use of algorithms to
spot trends [28].

When these two advantages are combined,
deceptive assets become more genuine and po-
tent, making it more difficult for attackers to locate
them. The impacts of this integration are explored
in this introduction is the major advantage to the
organization. This integration has the capacity to
fundamentally alter the adaptive cybersecurity
landscape [28].

C. Adaptive Deception

One of the key benefits of Artificial Intelligence
and Machine Learning integration with deception
technology is adaptive deception. Deceptive as-
sets can autonomously adjust their behaviors
and characteristics in response to evolving attack
strategies. By learning from past interactions and
continuously analyzing threat data, deception sys-
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Fig. 2 Architecture of Deception Technology

tems become more challenging for attackers to
detect [29].

D. Architecture of Deception Technology

Using a layered architecture, deception technol-
ogy strengthens cybersecurity protections. Decoys
and bait, which imitate actual network resources,
are among the deceptive tools it uses, along with
deception servers and services that provide the im-
pression of legitimacy. As attackers approach these
assets, predetermined policies, misleading triggers,
and deception data direct them and cause alarms
to sound when they come into contact [18]. Tools
for continuous threat detection and analysis, known
as real-time monitoring and analysis, offer important
insights into the strategies employed by attackers.
Through the generation of coordinated responses to
threats and the facilitation of incident investigation,
deception technology can be integrated into the
larger security ecosystem. Proactively identifying
and rerouting potential cyber threats is made pos-
sible by deception technology, which is scalable,
comes with management tools, and requires contin-
uous training for security professionals [11].

Fig. 2 shows anillustration of a cybersecuri-
ty deception platform's architecture that demon-
strates the use of decoy systems and endpoints in
a network to lure attackers into interacting with ficti-
tious resources in order to identify possible threats.
The architecture to provide an interactive trap for at-
tackers to gather information about their strategies,
and enhance network security in general.

1) Operation Mechanism of FortiDeceptor

FortiDeceptor creates multiple virtual machines
across multiple segments of your network. The vir-
tual machines are essentially advanced honeypots
that can detect an attacker as soon as they interact
with the machine’s exposed services. In addition,
Fortinet’'s deception technology deploys tokens to
the network’s actual endpoints these Tokens are
breadcrumbs which direct to the deception ma-
chines [30].

Fig.3 shows a hybrid deployment of a deception
platform, demonstrating how security management
systems and decoys function in both on-premises
and cloud settings to give insight into risks in hybrid
networks, identify and evaluate malicious activity di-

JISCR 2024; Volume 7 Issue (2)
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rected at both cloud and on-premises systems, and
provide seamless integration and security manage-
ment independent of the deployment location.

2) Automatic Detection and Response to both
external and Internal Threats

FortiDeceptor assists businesses in quickly
establishing artificial deception networks, by au-
tomatically deploying deception virtual machines
(VMs) and decoys that blend in with current infra-
structures to fool attackers into disclosing their true
identity [15].

FortiDeceptor serves as an early warning sys-
tem by providing accurate detection of an attack-
er’s activity details and movement which is fed to a
broader threat campaign.

Deception technology is unique, it is the only
zero false positive cyber-attack early warning sys-
tem. Its aids in breach prevention by deflecting in-
ternal and external threats from important assets
[15]. Multiple traps are set up on a network, using
decoys that look like data assets and notify the or-
ganization when they are triggered. In order to en-
able forensic analysis to closely monitor patterns,
behaviors, and tactics in real time to identify the
compromised systems and dangers, FortiDecep-
tor entices cybercriminals away from the import-
ant data and reveals their existence, without their
knowledge. The intelligence gathered from the at-
tack can automatically be applied to in-line security
controls to stop attacks before there is any signifi-
cant damage [17].

secuie nart?
Tunnel
4 I
poirtt

FotiDecepton VM
(Azore AVWSICIOEY
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Cloud

Features:
e Actionable Visibility
* Automated Protection
e Deployment Ease

Key Characteristics of FortiDeceptor.

Deception OS: Decoy virtual ma-
chines (VMs) can be created wusing im-
ages of Windows, Linux, or SCADA OS.
Decoy Virtual Machines (VMs): FortiDeceptor can
be used to create VMs that mimic genuine endpoint
behavior.

Lures: To replicate a genuine user environment,
lures can be executed as users, services, or apps
to a Decoy virtual machine.

FortiDeceptor Token Package: To set up bread-
crumbs on genuine terminals and entice an attack-
er to a phony virtual machine, install the FortiDe-
ceptor Token Package. To enhance the deception
surface, tokens are typically dispersed among the
actual endpoints and other IT assets on the net-
work. Utilize tokens to sway the lateral actions and
movements of attackers. Cache credentials, data-
base connections, network shares, data files, and
files for configuration are just a few instances of
what can be used in a token.

Track the attacker's operations by keeping an

eye on incidents, events, and campaigns as well.

e A situation, such as a login-logout event on a
victim host, describes just one activity.

¢ Incidents is referred to as all actions on an
individual host, such as system file changes,
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website visits, login-logouts, and registration
alterations, are collectively referred to as

e A Campaign is the sideways movement of
the hacker. Every associated incidence con-
stitutes a campaign. An attacker might, for
instance, use login information from another
system to access a target.

3) Set up FortiDeceptor

This section describes how to set up FortiDe-
ceptor initially. Establish a connection with the GUI
To set up and maintain FortiDeceptor, the graphical
user interface (GUI) can be used.

To connect to the FortiDeceptor GUI:

1. Use an Ethernet cable to link the device's
port 1 (administration) interface to a man-
agement system.

2. Set up the management System to share a
subnet with the FortiDeceptor units within
the interface.

* Change the IP address of the man-
agement system to 192.168.0.2.

e Change the IP address of the network
mask to 255.255.255.0.

3. Goto https://192.168.0.99.

4. Type admin in the Name field, leave the
Password field blank, and click Login.

You can now proceed with configuring your For-
tiDeceptor unit.

4) Connect to the CLI

You can use CLI commands to configure and
manage FortiDeceptor.

To connect to the FortiDeceptor CLI:

1. In the FortiDeceptor banner at the top, click
the CLI Console icon

The CLI Console pane opens

2. Click Connect and input your username and
password if applicable.

The CLI Console pane includes icons for
opening the CLI console in a separate win-
dow, closing the console, clearing the con-
sole text, downloading the console text, and
copying the console text.

3. Click the Close icon to end the CLI console.

5) Change the system hostname

The entire host's name is visible in the System
Management widget. The host name of FortiDecep-
tor is modifiable.

To change the host name:

1. Select System Information from the Dash-
board widget.

2. Next to Host Name, click Change.

3. Enter the new host name in the New Name
box.

A hyphen cannot come at the end of the
hostname; it must begin with a letter or num-
ber. You can enter a hyphen, A-Z, a-z, or 0-9
(case-sensitive). Punctuation, white space,
and other symbols are not permitted.

4. Press the Apply button

6) Change the administrator password

By default, you can access the GUI by logging
in with admin and no password. Adding a password
to the admin account is highly advised. Passwords
for the admin account and any other accounts for
administrators you add should be changed on a
frequent basis for increased security.

To modify the administrator's password while
they are logged in:

1. Select Change Password by clicking the user-
name in the FortiDeceptor banner at the top.

2. After making a password change, click OK.

JISCR 2024; Volume 7 Issue (2)
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To modify the Administrators page's admin-
istrator password:

e Select Administrators under System.

e (lick Edit after choosing an administra-
tor.

e After making a password change, click
OK.

7) Configure the system time

The Dashboard is where you may adjust the
FortiDeceptor system time. The FortiDecep-
tor system time can be set manually or synchro-
nized using a network time protocol (NTP) server.
In order to set the system time:

1. Select the System Information widget on the
dashboard.

2. Next to System Time, select Change.

3. Click Apply after adjusting the system time.
You may have to log in once more.

8) Deploy Decoy Virtual Machine

Install Decoy virtual machines on your network
by using the Deception webpage. It is possible to
track the travels of a hacker who enters Decoy vir-
tual machines without authorization in order to learn
how they penetrate the network.

With an acquired subscription service, FortiDe-
ceptor allows custom OS images in addition to the
pre-installed decoy Windows, Linux, or SCADA
images. You are able to install the FortiDeceptor
Toolkit on your own ISO images by uploading them.
Click the Help icon in the toolbar and choose Con-
figuration to get instructions.

E. Networking Requirements for Deception Tech-
nology

Deception is said to be in a wide range of net-
works, including local area networks (LANs), wide
area networks (WANSs), and virtual networks in
cloud environments, when it comes to networking,
its most important factor is the ability to maintain the
decoy or deception which can be virtual or not that
can be positioned across board within the network.
For example, a decoy could be put in a high traffic

or out of control assets in a LAN setting where they
likely to see an invaders or attackers. This decoy
could be placed in various large location of Wide
area network environment.

IV. ExPERIMENT RESULTS

A. Deceptive Asset Deployment

In an organization, elements such as asset type
believability, distribution across the area network dis-
persion must take account of all and optimize them
all. Decoy technology maximize deceptive assets de-
ployment in a basic component whereby taking hon-
eypot with high interaction levels to be strategically
used to engaged with invaders or attackers because
they are almost lookalike like a real system and this
can aid in early detection without requiring a large
some of investment of resources in the organization.

B. Deception Technology Infrastructure

Docker and Kubernetes are two wonderful exam-
ples of containerization technologies that can be used
for effectiveness asset deployment and management,
where Segmentation and isolation are essential in pre-
venting the compromised of legitimate assets, putting
in place the systems and network architecture needed
to enable deceptive assets is part of a strong decep-
tion technology infrastructure of the following:

1. Collection of data: This process is done by
algorithm by collecting data about the net-
work ad its assets. These collections will
be based on the services running on each
host, the IP addresses and Open ports.

2. Positioning of Decoy: this is where the algo-
rithm would ascertain the best location for
the decoys based on the data collected or
the information gathered.

3. Configuration of Decoy: This process would
be built up by the algorithm in a resem-
blance way.

4. Lure Generation: this is a kind of misleading
components that could entails tricks or forging
of emails, papers, or other appealing targets.

5. Monitoring and Alerting: This is where the
process whereby a monitoring activity are
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carried out after the lures and decoys are
set up, the algorithm will then keep an eye
out for any questionable activity. There can
also be system that will give alarm on the
event or activities that are carried out.

6. Adaptability: the is process to carry out the
flexibility of the algorithm to adjust to net-
work modifications and needed to be up-
dated upon.

C. Threat Intelligence Integration

Deception technology have open-source intel-
ligence, historical data attack and real time threat
feed added to them, remaining ahead of some en-
emies that requires effective threat intelligence in-
tegrations, Security information and event manage-
ment (SIEM) are responsible for centralized threat
analysis that are made possible by integration.

D. Automation and Orchestration

Once it comes to managing fraudulent assets,
orchestration and automation plays a very vital role,
by enabling and automating the deployment of
phony assets, security orchestration solution, this
will require the need of human interaction or manual
process when responding to the threat that are de-
tected by the system in the organization.

E. Interaction and Engagement Strategies

Deception technology entice their victims to
interact with fraudulent resources from foundation
using various techniques like system levels, inter-
action at the application and the network. This inter-
action could bring challenges involving revealing
the nature leading to the developments of custom
interaction and that of the assets.

F. Threat Detection Algorithms

An effective deception technology relies on so-
phisticated algorithms for the detection of threat
and with the help of machine language models,
anomaly detection and behavioral analysis is able
to differentiate between safter user interactions and
harmful activity to the organization network. These
algorithms or models are continually updated to ac-
commodate new attack techniques. FortiDeceptors

is the most difficult algorithm or techniques that lies
its ability to constantly adjust to network changes.

This is may be achieved through the use of Pha-
sor technology.

The deception algorithm used by FortiDecep-
tor heavily relies on phasor technology. Decoys
and lures in the deception network will consistently
match the network and services, even in the event
of network alterations or application changes.
The deception network's ability to adapt is essential
to its continued efficacy. Attackers will be able to
quickly identify phony decoys and lures as such,
making the deception network ineffective, if they do
not faithfully mimic the real network and services.
Phasor technology does this by continuously scan-
ning the network and its services, updating the de-
coys and lures to reflect the network's present con-
dition. Because it is automated and doesn't need
human intervention to achieve its aim, this proce-
dure is scalable and effective.

The algorithm also takes into account the 'at-
tractiveness' of the decoys and lures. This is a
measure of how likely they are to be targeted by
attackers. The more attractive a decoy or lure is,
the more likely it is to be selected by the algorithm
for deployment.

G. Real-time Monitoring and Analysis

Real-time monitoring is imperative to detect and
respond to threats promptly. Security Operations
Centers (SOCs) rely on real-time dashboards and
alerts generated by the deception technology. Big
data analytics and visualization tools are used to
analyze the vast amount of generated data.

H. Adaptive Deception Technology

* A cybersecurity approach that uses Al and
machine learning (ML) to create and manage
fake assets and interactions.

* These assets evolve over time to stay effective
against changing attacker tactics.

I. Architecture of FortiDeceptor

FortiDeceptor is designed to identify and isolate
malicious actors by deploying lures that draw at-
tackers to deception decoys looking at the FortiDe-

JISCR 2024; Volume 7 Issue (2)
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@ Dashboard > 7S ke z osList
@® Deception v
Custom Decoy Image Status Y Name * T  OsType T VMType Y Lures
= % & Initialized centosvl & centos Linux Server BN RQ@=E
Lure Resources
Wit & Initialized crmvl 5 ErrPOs ERP system ®2
Decoy Status = c ok
" ustomized Windows =
OameaToles o & Initialized cus Win2019 S.. .. o . * Windows Server 2 H 8 @ E = H
Deployment Map
Asset Discovery & Initialized fgt601v1 5 FortiGate Fortinet device o
Safe List
[ Incident > © Initialized fotvi T 1oT0s 10T system g meE-~S8XFK B
@ Fabric > £ =
< Network > 2=
- . 5 EEESKBE @
- % & Initialized medicalvi B3 Medical 05 Medical loT system = 6
& Log >
& Initislized outbreakvl @ ubuntu Linux Server e
& Initialized posvi § Posos POS system 2]
& Initialized sapv1 B SAPOS SAP system a & 6
S8 S SBEE®»EBEE
. BEEEEELSSBE%
Initialized scadav3 B s SCADA/IOT device
W L EHHH66 686 E 4
FIIATINET 40 O} =504% :»mux@ ]

Fig. 6 shows deception OS looking deeper into
the decoys and lures the deception OS tab shows
all the operating systems available for use in creat-
ing decoys this is an extensive and growing list of
os types including voice-over-IP, IOT, multiple Linux
OS's and windows workstations security analysts
can also add custom OS images (like windows,
ubuntu) to forward a deceptor for each deception
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@ Dashboard

Deployment Wizard
@® Deception ~
Custom Decoy Image
Deception OS
Deployment Network Netne =

Please enter config name.

Lure Resources

Deployment Wizard

Available Deception OSes * x v
Decoy Status k

Deception Token
Deployment Map

Selected Services *

At least one service Is required for deployment.

Asset Discove:
- RY Automate Lures any ~

Safe List ——
i e Generate lures |  Clear
@ Fabric

< Network

i Sata © »

T Reset Decoy

1 Log

vvwvowew

3 Tempiate < Start Over Next >

FEATINET w30

Fig. 7 Deployment Wizard

£3 fDcO1

Fig. 8 Decoy Status

OS we can also see the lures that are deployed on
the network for that OS type in the case of the OT
deception OS we have lures such as HTTP tftp and
modbus while in the Linux OS we have SSH, Sam-
ba and git among others in total for the deceptor
supports more than a dozen deception os's and 29
different Iures.

Fig.7 deployment Wizard deploying deception
decoys is done through the deployment wizard on
the deployment wizard screen we have the option
to choose from a list of available deception os's
choosing the scada deception OS we also have
the option of choosing from a list of available
decoys.

S Dy & Refresh > =]
@® Deception -~
Custom Decoy Image Action Status Decoy Name t Y MAC Y NetworkType T "» T Gateway A ons T os
Deception OS
Dok Nebworh @@ me < © Rumning Decoyl 52:43:27:61:2:58 Static 192.168.100.90 192.168.100.99 8888 &= <
Lure Resources
- Runni - :5d: 2 X
Deployment Wizard 2me © Running 1iS-Server 52:4b:#1:5d:5d:22 Static 192.168.110.90 192.168.110.1 8888 = ¢
Decoy Status pre=
=2 ma © Running 1oT-HP-Printer €8:d8:d1:1b:7b:64 Static 192.168.100.60 192.168.100.99 8888 (34 i
Deception Token
Deployment Map
- B © Rumning Outbreak 52:69:42-8b:dbeac Static 192.168.100.91 192.168.100.99 8888 @ <
Asset Discovery
Safe List
i =2 me © Running PowerMeter 7416:61:a306:23 Static 192.168.1102 192.168.110.1 8888 [ §
3] Incident >
® Fabric >
=2 ma © Running PowerMeter2 00:11:00:53:34:88 Static 192.168.110.2. 192.168.110.1 8888
< Network >
& System >
& Log > .
FOIATINET 50 S0 1-60f @

MAC Address this is a growing list of OT device
types from manufacturers such as Schneider Rock-
well GE and Siemens once a decoy is chosen, we
can see the available lures that will be deployed for
that device after selecting the deception OS and
decoy FortiDeceptor will automatically generate a
MAC address that matches the manufacturer and
once the network settings are configured the decoy
will start to Initialize Decoy Status looking at the de-
coy status.

Fig. 8 as seen above, it is seen that all decoys
created on the FortiDeceptor looking at a Linux
decoy in more detail we can see the configuration
details and all the lures that have been deployed
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@ Dashboard >

@ Deception v
Custom Decoy Image
Deception OS
Deployment Network
Lure Resources Config Detail
Deployment Wizard
Decoy Status

Deception Token
Deployment Map
Asset Discovery
Safe List

[ Incident

® Fabric

© Network

& System

& Log

v v v owv v

L FIIATINET va3o

Password Sharename
eNBwCx peter07-14-2020
Bv6E2HZVOp mia04-09-2019

UCDKEAS64 k’ diana10-02-2020

0438 corey09-15-2021
VAfIRrcQKj nicholas11-22-2019

£ Refresh (B POF Report [} ExporttoCsv + Markall as read
Severity T LastActivity T Type Y
; 0 » SE86 20221025 14:47.04 UTC Interaction
Attack Map
spea

TREICS s » B 2022-10-25 1246:03UTC Interaction

® Fabric >
& Network y| 72+ SONS 20221025 1246:03UTC Interaction

& System >
1 Log > 1811 » :“' 2022-10-25 12:46:01UTC Inceraction
wi» 688 20221025 1245:33UTC Interaction
20 » SENG 20221025 1245:15UTC Interaction
26 » SEWE 20221025 12:45:15UTC Interaction
7 » S988 20221025 12:41:28UTC Interaction
s » SEAS 2022-10-25 1026:35 UTC Interaction
8 . =--. 2022-10-10 12:29:43UTC Interaction
3 . 2022-10-10 11:04:47UTC Interaction
4 » 2022-10-10 10:34:02UTC Interaction

x5 TTLE
L FiIATINET va30

Fig. 10 Deception Analysis Interface

on the network we can also see credentials for SSH
HTTP and https along with details.

Fig. 9 Samba and git Analysis is used to monitor
all interactions with the decoys in the analysis sec-
tion of the FortiDeceptor admin interface looking
deeper into an event reveals details about the in-
teraction between the attacker and the decoy here

Show Interaction EventsOnly v

Attacker IP T Attacker User T VictimIp T Victim Port 1
192.168.102.3 sander 192.168.100.90 22
192.168.1023 NA 192.168.110.250 80
192.168.102.3 NA 192.168.110250 80
192.168.102.3 NA 192.168.110250 80
192.168.1023 NA 192.168.110250 80
192.168.102.3 NA 192.168.110250 80
192.168.102.3 NA 192.168.110250 80
192.168.102.3 sander 192.168.100.90 22
192.168.102.3 sander 192.168.100.90 22
192168.102.3 sander 192.168.100.90 22
192.168.102.3 NA 192.168.100.91 443
192.168.102.3 NA 192.168.100.91 80

we can see the user account used by the attacker
and their IP address FortiDeceptor also Maps the at-
tack techniques to the mitre ICS framework clicking
on one of the ICS techniques opens a new tab with
additional details in this case more information about
the lateral tool transfer technique Example continu-
ing through the interaction details we can download
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@ Dashboard > | Fabric Detaction

® Deception >

] Incident > @ FortiSandbox Test
@ Fabric v

IPFURL: * 192.168.101.15

Detection Devices

Port:* 443

Quarantine Status Username: deceptor

10C Export Password:  |essssessesce
< Network > T —_ Test

S >
9 2 @) Virus Total
& Log >

VT API Key: * 1br4d5125698cSIMOBCtaBalc6b2270)
FATINET 40

Fig. 11 Detection Devices Interface

Reset

Show Interaction Events Only -

T Attacker IP T Attacker User T VictimiP T VictimPort

192.168.102.3 sander

192.168.100.90 22

To 192.168.100.90:22

Download Traffic PCAP
b70021296071772622d07d0a9b16318
227KB

pcap

C Refresh (3 POF Report D) Export toCsV + Mark all as read
Severity ¥ LastActivity 4 T Type
e 10 s s 2022-10-25 14:47:04 UTC Interaction
Attack Map
MITRE ICS @ Table T Refresh
® Fabric >
€ Network >
& System > (8 2022-10-25 14:42:12UTC
1 Log > o C3 Attacker User: sander
2 Attacker IP: 192.168.102.3
@ Attacker Port 49438
& MITRE ICS TO812 TO859 TO867 TOB8E
Techniques:
& Download lures
O right after(2022-10-25 14:42:12 UTC)
B Open Port: From 192.168.102.3:49438
&
MD5
File Size
File Type
© right after(2022-10-25 14:42:12 UTC)
(@ Established SSH 192.168.102.3
m 2 . 2 : : 2 ’

Fig. 12a Detailed Report on Detected Devices

a copy of the pcapp file and see the login detail and
commands executed on the decoy in this example
we have an attacker who connected via SSH. This
attacker can be said to use a normal connection
which can be:

e Verified interactions with actual network re-
sources devoid of curious data requests, lateral
movements, or indications of reconnaissance.

* Appropriate user actions that fit the normative

patterns and conduct anticipated within the
community.

e The ability for authorized individuals or
systems to access real organizational assets
without setting off ruses or lures.

» Traffic patterns that are anticipated and fit the
organization's predetermined parameters.

Normal connection is different from assaults
connection, which can be seen as:
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MITRE | ATT&CK

Matrices  Tactics ~  Techniques ~  DataSources  Mitigations ~  Groups  Software  Campaigns  Resources ~  Blog (&  Contribute

TECHNIQUES
Enterprise
Mobile
Ics
Initial Access
Execution
Persistence
Privilege Escalation
Evasion
Discovery
Lateral Movement
Default Credentials
Exploitation of Remote Services
Hardcoded Credentials
Lateral Tool Transfer
Program Download
Remote Services
Valid Accounts
Collection
Command and Control

Inhibit Response Function

L Impair Process Control

ATTA&CK v12 is now live! Check out the updates here

Home > Techniques > ICS > Lateral Tool Transfer

Lateral Tool Transfer

Adversaries may transfer tools or other files from one system to another 1o stage adversary tools or other files

: T0867
v over the course of an operation. '/ Copying of files may also be performed laterally between internal victim 1D: 708!
. Systemsto support Lateral Movement with remote Execution using inherent file sharing protocals such as file Sub No sub
sharing over SMB to connected network shares. I'/ ® Tactic: Lateral Movement
* @ Platforms: Control Server, Data Historian,
G In control systems environments, malware may use SMB and other file sharing protocols to move laterally Human-Machine Interface
o through industrial networks. Version: 1.1
- Created: 21 May 2020
Last Modified: 27 September 2022
N
Version Permalink
Procedure Examples
0 Name Description
S0606 Bad Rabbit Bad Rabbit can move laterally through industrial networks by means of the SMB service. 2
S1045 INCONTROLLER  INCONTROLLER can use a Telnet session to load a malware implant on Omron PLCs. 8¢
o S0368  NotPetya NotPetya can move laterally through industrial networks by means of the SMB service. @
2 G0034  Sandworm Sandworm Team used a VBS script to facilitate lateral tool transfer. The VBS script was used to copy ICS-specific payloads with the
- Team following cscript C vbs C: 101.dll C:\Delta\107.dit 14 @
~, S0603  Stuxnet Stuxnet sends an SOL statement that creates a table and inserts a binarv value into the table. The binarv value is a hex am_

Fig. 12b: Detailed Report on Detected Devices

@ Dashboard

> Fabric Upstream

® Deception >
D incident > Enabled: «
© Fabric 0 Upstream IP Address: [192.168.0012 Port  [8013

Data b Erovicas Authorization Status: The device is authorized by upstream, [FG101FTK20003360]

Quarantine Via Upstream:
Quarantine Status
=

10C Export
© Network >
& System >
W Leg * | Action Enabled Status Name Integrate Method ~ Severity  Detail

No records feund.
[T e e
FIOATINET .50

Fig. 13a: Quarantine Integration with other devices

set up by dec

thorization, such as decoy virtual machines,

honeypots, or
Questionable p

ing, or attempts to take advantage of fictitious

assets.
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Interactions with misleading assets that are

Unusual user activity, like trying lateral moves

basedon lures or accessing decoy credentials.
Decoy endpoints are used to monitor and trap
intruders by imitating genuine systems.

Malicious activity identified by threat detec-
tion systems, such as repeated unsuccessful
attempts to log in or odd commands run on
dummies.

eption technology without au-

honeytokens.
ractices, such as spying, prob-

This shows an example of the interaction details
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FDCO1
@ Dashboard
@® Deception
] Incident
© Fabric
Detection Devices

Integrate With New Device

€ v v v

«©
| fgtblocker1
Quarantine Integration Block Severity:
Quarantine Status
10C Export
© Network >
@ System >
& Log >

Integrate Method: FGT-REST-API .

© Compatible FortiGate version: 6.0.4 or later

Username

Password

L FiZATINET V410

Fig. 13b Quarantine Integration with other devices
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- | Alerts \ N
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=
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Fig. 14: FortiDeceptor Architecture

between the attacker and the decoy here we can see
the user account used by the attacker and their IP ad-
dress, the last activity, victim IP and their victim port.

Fig. 11 shows the detection device interface
containing the Fortisandbox which are sub divided
into IP/URL, port, username, password and UTAPI
key which you can either save or reset.

Integrations as we saw in the interaction de-
tails for the deceptor can integrate with the Fort-
inet security fabric as well as third-party services
and platforms for the deceptor supports sandbox
integration with Fortisandbox and cuckoo sandbox
and APl integration with virustotal in addition to de-
tection device integration FortiDeceptor also has a
number of built-in quarantines.

JISCR 2024; Volume 7 Issue (2)
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This shows an integration to isolate a compro-
mised endpoint when an incident is detected as
part of the security fabric for the deceptor inte-
grates with fortigate for The Knack and 40 EDR and
also has built-in Integrations with Palo Alto and Cis-
co ise Microsoft ATP checkpoint firewall and crowd-
strike. Below is an overview of the architecture and
components of FortiDeceptor.

Fig. 14 shows the following:

1. Deception Fabric: FortiDeceptor is built on a
Deception Fabric, which is a distributed net-
work of deceptive assets. These deceptive
assets include decoy servers, endpoints,
and services. They are strategically placed
within the organization's network, imitating
real systems and applications.

2. Deception Engines: The Deception Fabric is
powered by Deception Engines, which are
responsible for managing and controlling
the deceptive assets. These engines moni-
tor the interactions with the deceptive assets
and generate alerts when suspicious activ-
ities are detected. The engines use various
detection techniques, including analyzing
network traffic, user behavior, and attacker
engagement with the deceptive assets.

3. Centralized Management: FortiDeceptor
provides a centralized management con-
sole that allows security administrators to
configure and manage the deceptive as-
sets. The management console offers a us-
er-friendly interface for defining deception
policies, creating deceptive assets, and
monitoring the network's security posture.

4. Threat Intelligence Integration: FortiDecep-
tor integrates with threat intelligence feeds
and databases to enhance the authenticity
of the deceptive assets. By incorporating
up-to-date threat intelligence, the solution
can mimic the latest attacker tactics and
vulnerabilities, making it more convincing to
potential threats.

5. Automation and Adaptation: One of the key
features of FortiDeceptor is its ability to au-
tomate the deployment and adaptation of
deceptive assets. The solution can dynami-
cally create and adjust deceptive elements

JISCR 2024; Volume 7 Issue (2)

based on observed attacker behaviors. This
dynamic adaptation ensures that attackers
are continually misled and that the decep-
tion remains realistic.

Alerts and Incident Response: When suspi-
cious activities are detected, FortiDeceptor
generates alerts that are sent to the orga-
nization's Security Information and Event
Management (SIEM) system or Security Op-
erations Center (SOC). These alerts contain
valuable information about the attacker's
tactics, techniques, and procedures, en-
abling security teams to respond effectively.

Integration with Fortinet Security Fabric: It is
possible to connect FortiDeceptor with the
wider Fortinet Security Fabric with ease. In
doing so, a wide-ranging and flexible se-
curity ecosystem is established, enabling
synchronized attack response across many
Fortinet security solutions.

Scalability and Customization: FortiDecep-
tor's design is adaptable and scalable to
meet the unique requirements of the orga-
nization. Depending on their computer sys-
tem environment and the kinds of attacks
they expect, organizations can use a range
of deceiving assets.

Reporting and Analytics: Security teams
can look at data on attacker contacts,
false positives, and the overall securi-
ty posture to make well-informed deci-
sions. FortiDeceptor's tracking and an-
alytics features provide insight into how
successful the deception scheme was.
The core of FortiDeceptor's design is a De-
ception Fabric, which is built up of a net-
work of misleading resources under the
command of Deception Engines. This ar-
chitecture provides a robust and adaptable
cybersecurity solution by enhancing threat
detection, automating flexibility responses,
and facilitating seamless integration with
Fortinet's broader Security Fabric.

J. Integration with Business Processes

The success of deception technology depends
on how well it is integrated into current business
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procedures. Plans for incident response and busi-
ness continuity should consider the capabilities of
the technology. By proactively engaging with po-
tential attackers, giving real-time information about
developing dangers, and facilitating early interven-
tion, deceptive technology improves organization-
al agility. Organizations can develop a dynamic
security layer that disorients, confuses, and gath-
ers threat intelligence from potential attackers by
deploying assets that are intended to look and be-
have like genuine resources. With the use of this
data, security teams can react quickly to chang-
ing cyberthreats and ensure business continuity
through informed decision-making that enhances
threat detection capabilities.

In order to facilitate coordinated reactions and
incident management, deception technology can
be simple to integrate with the current security ar-
chitecture to transmit threat intelligence. This inte-
gration helps the company become resilient overall
in the face of dynamic and complex cyber threats
by ensuring that the deception strategy is in line
with the larger cybersecurity environment.

V. CONCLUSION

Deception technology offered most crucial in-
sights into new dangers by adding a typical secu-
rity or preventive measures to the network across
board today and integrating deceptive elements
within their cybersecurity strategies, organizations
have achieved proactive threat detection. Utiliz-
ing deception technology, cybersecurity has ad-
vanced into a revolutionary developmental level,
this is an advantage that can make businesses
more flexible. The consequences for organizations
agility are significant, continuously developing
and offers more exciting opportunities, this also
has the potential or ability to change the cyber-
security landscape for good in an organization.
Because deception technology is so inventive and
flexible, cybersecurity has a bright future ahead
of it.

The accuracy of this research findings can
be verified by real-time monitoring of the network
dashboard and continuous scanning. The ability of
a system or technology to attract or lure attackers
is what deception technology is all about. The IP

address, URL and port number of the attackers can
be verified to prove that it is illegitimate. An online
service like virus total can also be used to analyse
suspicious files and the URL . Figures 8, 9 and 10
has clearly demonstrated how the findings can be
verified.

VI. RECOMMENDATIONS

For an organization to be able to detect
threat and increase greatly in productivity,
there should be an integration of deception
technology into their cybersecurity plan taking
into consideration optimizing the benefits. In
order to pinpoint high value assets and prob-
able attack routes requires doing a thorough
risk assessment and threat modeling. Incor-
porating deception technology can be used
to much greater effect in our organization can
significantly boost the cybersecurity strategy.
Organizations should also update and improve
misleading assets on a regular basis to make
sure they stay credible and in line with newly de-
veloped attack strategies.

Finally, organizations should try and spend
more on training their staffs on cybersecurity
when it comes to dealing with customers and
many more and the development of well-de-
fined incident response procedures. Effective
detection and response are integral to business
adaptability.
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