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Abstract

The modern cyberspace features complex and highly evolving threats against users and particular vulnerable
groups, such as youths and children. Rather than being a purely technical domain, cyber-security is a complex
and multi-dimensional field that requires comprehensive evaluations and understanding of human behavior, social
dynamics, and prevailing organizational structures, especially considering the increasingly sophisticated nature of
cybercrimes in today’s society. To be effective, cyber-security requires critical considerations of current and evolv-
ing human factors and processes, including the complex processes of interactions between technology and human
belief-thought-behavior patterns, in protection, detection, response, and recovery programs. This study applies a
review and synthesis of relevant findings in a sample of 25 credible sources to demonstrate and prove the critical
and special value and place of social work, as a field, in cyber-security and its goals. Findings in the review show
that social work has special value in effective cyber-security programs, based on its unique capacity to mobilize
useful societal and human knowledge and resources to confront and address the complex and evolving nature of
cyber-threats from a holistic approach. This value rests on social work’s foundations and fields of practice, partic-
ularly the person-in-environment and human behavior in a social environment (HBSE) models, social work policy
practice, forensic and clinical social work, and community development. Collaborations between social work and
information/computing sciences based on these foundations/fields of social work represent an important pathway
toward more productive, sustainable, impactful, and socially just cyber-security programs in the modern society.

|. INTRODUCTION structure of particular goals and end products, cy-
ber-security is a continuous cycle of efforts and
improvements targeting protection, detection, re-
sponse, and recovery [1]. Ultimately, as experience
over time illustrates, effective cyber-security involves
complex, continuing, and evolving sets of products,
practices, and interventions aimed at protecting not

“The idea that cyber-security starts and ends
with the purchase of a pre-packaged firewall is sim-
ply misguided.” “Effective cyber-security is not a
product or a set of products, but a process.”These
quotes from Brainyard editor Art Wittman and Ameri-

can politician James Langevin illustrate the complex only information systems and devices but also the
nature of cyber-security initiatives and programs. individuals and communities who access and utilize
Rather than being a one-time event or a definite these systems.
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A critical implication of this assessment is the
need to adopt a holistic and proactive approach to
cyber-security to protect information systems and
people/communities. As observed in [2], social
work is a potentially valuable field and pathway in
the aims of cyber-security programs and interven-
tions to empower individuals and communities to
protect themselves. This value of social work is sig-
nificant due to its emphasis on advocacy, change
and development, social cohesion, the empower-
ment and liberation of people, and the principles of
social justice, human rights, and collective respon-
sibility to enhance individual and collective well-be-

ing.

Il. RELaTED WORK MATERIALS
A. Problem Statement

Cyber-crimes and threats represent one of the
most prominent problems in today’s society. These
crimes and threats have evolved in scope and
scale over time, especially with improving technol-
ogies and innovation, making it increasingly hard
for governments, security agencies, and society
members to protect themselves and their systems
from attacks and the perpetrators’ ill motives. In the
face of these threats, more proactive and effective
ways of protecting cyber-infrastructure, systems,
and users should be identified.

Human factors represent a critical element of
modern cyber-threats. As noted in [3], human fac-
tors, particularly human choices, beliefs, motiva-
tions, and behaviors, are an important area of fo-
cus in cyber-security efforts and interventions. The
human element of cyberspace is integral to proac-
tive and effective efforts in cyber-security because
cyber-crime and threats target and harness hu-
man behaviors, roles, behaviors, and interactions
within the cyber-space to achieve their ends. The
rise of social engineering, whereby, as observed
in [4], [5], and [6], human choices, behaviors, and
interactions complement technical attacks in cy-
ber-space, exemplifies this central role of human
factors in cyber-security. At the same time, the pri-
mary victims of cyber-threats and crimes are human
beings, communities, and societies, through finan-
cial, safety/security, well-being, infrastructural dam-
ages and losses in their lives and environments. In
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Fig. 1. lllustration of the three layers of cyberspace

effect, proactive, competent, and sustainable cy-
ber-security programs and interventions in today’s
world should effectively harness and integrate the
human element of cyber-space in cyber-security
programs. The focus of social work on understand-
ing human beings’ problems in the context of their
environments, including at the personal, commu-
nity, and sociocultural levels, promises potentially
huge value in efforts to integrate and harness the
human element of cyber-space in proactive and ef-
fective cyber-security interventions. In this context,
it is essential to explore the potential value of this
field in the structuring, development, and imple-
mentation of cyber-security programs to effectively
and proactively combat modern cyber-crimes and
threats.

The aim of this study is to show and prove the
critical and special value and role of social work as
a field in cyber-security and its goals. In particular,
the study aims to prove that social work can help
enhance cyber-security by integrating important
insight into relevant human, psychological, socio-
logical, and environmental factors and experiences
in software building and applications, policy-mak-
ing, protection systems, community development
programs, and the empowerment of individuals
and communities against cyber-threats/crimes. To
achieve this goal, the paper explores the value of
social work in enhancing cyber-security interven-
tions based on the three layers of the cyber-space:
physical, logical, and social/cyber-persona

The cyber-persona/social layer consists of the
human elements of cyberspace. These elements
comprise user identities and human interactions,
roles, and behaviors within this space [3] [7]. The
physical layer includes tangible network and geo-
graphical components of cyberspace infrastruc-
ture, such as servers, networking equipment, data
centers, and physical connections, which form the
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foundation on which the cyber-persona and logical
layers operate [3] [7]. The logical layer encompass-
es protocols, software, and configurations (such
as operating systems, firewalls, applications, and
encryption systems) that run/control the operations
of cyberspace infrastructure [3]. As observed in [3]
and [7], cyber-security issues involve complex in-
teractions among the three layers of cyber-space.
This study explores the role and impact of social
work in enhancing cyber-security by providing and
integrating insight into the interactions of human,
psychological, sociological, and environmental fac-
tors across the three layers of cyberspace in pol-
icy-making, advocacy, protection, and communi-
ty-development interventions/programs

I1l. METHODOLOGY

The study adopts the approach of a review or
synthesis relevant findings in published literature
to achieve its goal. A total of 25 articles from rele-
vant journals and online sources were chosen for
the review based on the CRAAP (currency, rele-
vance, authority, accuracy, and purpose) criteria
for resource/information credibility. The “currency”
criterion required selected resources and informa-
tion in them to be up-to-date (not outdated), and
the “relevance” criterion demanded the inclusion
of resources with appropriate content for the topic
of social work and its potential value in cyber-se-
curity. The “authority” criterion required the chosen
resources to be authoritative on this topic, in terms
of their authors’ qualifications, experience, and ex-
pertise or the credibility of journal/website sources.
The “accuracy” criterion required the selected ar-
ticles to be reliable and truthful, such as in terms
of being evidence-based. The “purpose” criterion
required the chosen resources to be free of biases
or conflicts of interest. Together, these criteria en-
sured the credibility of used resources. The study
focused on analyzing and organizing findings in the
25 chosen articles into salient themes (patterns of
ideas) in accordance with the aim to evaluate and
demonstrate the critical and special value of the so-
cial work field in cyber-security and its goals.

IV. LitEraTURE REVIEW/RESULTS
A. Special Role/Position of Social Work in Cyber-Se-

curity

One important finding in published literature
concerns the existence of a close relationship be-
tween cyber-security and social and human scienc-
es. As observed in [7], human and social sciences
have shown consistent interest in cyber-security
since the latter's emergence in security debates
in the early 2000s. Published literature recognizes
that national security, including cyber-security, re-
quires investment in social cyber-security with re-
gard to complex and evolving human interactions
between technology and social beliefs and be-
havior [3]. Risks and threats from the cyberspace
affect national security and public safety directly
owing to the deep penetration and widespread use
or applications of, and reliance on, computer and
information systems in the society [7]. Published lit-
erature acknowledges further that rather than being
a purely technical domain, cyber-security is a com-
plex and multi-dimensional field that necessitates
comprehensive evaluations and understanding of
human behavior, social dynamics, and prevailing
organizational structures, especially with the in-
creasingly sophisticated nature of cybercrimes in
today’s society. In this context, social and human
sciences are essential to mobilize and provide
useful knowledge and resources, such as social
awareness, insight into human factors and user
behavior, knowledge of ethical and privacy issues,
political will, legislative changes, policy-making,
and mental representations, in cyber-security [8].
Cyber-security experts and governments world-
wide increasingly recognize a need to adopt more
proactive and holistic approaches, particularly from
social and cognitive perspectives, to information/
cyber defenses and protection [7]. These findings
demonstrate significant and longstanding recog-
nition of a close relationship between cyber-secu-
rity and social and human sciences in published
literature. The basis of this recognition is traditional
and doctrinal (belief-related) understanding of the
cyberspace as including the physical, logical, and
cyber-persona layers, such that effective cyber-se-
curity should embrace all three layers [3] [7]. As
these findings illustrate, the society recognizes a
need to integrate human and social sciences with
information, security, and computing sciences to
confront and address information risks and threats
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effectively in the 21st Century.

While the close and long-standing relationship
between cyber-security and social and human sci-
ences is clear in published literature, it is essential
to understand the particularly critical and special
role and value of social work, as a field, in cyber-se-
curity. As established in [4], social work is a prac-
tice-based profession with a key duty to promote
development through positive social change and
the empowerment of individuals and communities
to confront and solve their problems. This profes-
sion aims to promote human and community well-
being based on the principles of scientific inquiry
and knowledge, a person-in-environment frame-
work, a global perspective, and respect for hu-
man diversity; all these principles support a quest
for socioeconomic justice and efforts to alleviate
threats to human rights, prosperity, safety, and ho-
listic wellbeing [4]. Fig.2 below represents the per-
son-in-environment model, which is an important
foundation of social work practice [17]. This model
holds that diverse factors in people’s environments,
including at the personal and socio-cultural lev-
els, have an important influence on their choices,
behaviors, safety, and well-being [17].This model
forms an important foundation of social work prac-
tice [17]. The person-in-environment approach in
social work has special value in cyber-security be-
cause it recognizes the role of factors in the lives
and environments of individuals in their decisions,
behaviors, safety, and well-being. As [2] observe,
adopting a societal security-based approach to
cyber-theory/policy/action is increasingly essential
to confront and address cyber threats effectively
and proactively. Effective cyber-security requires
critical considerations of current and evolving hu-
man factors and processes, including the complex
processes of interactions between technology and
human belief-thought-behavior patterns, in protec-
tion, detection, response, and recovery programs
[7]. The special value of the social work field lies in
its unique capacity to mobilize useful societal and
human knowledge and resources to confront and
address the complex and evolving nature of cy-
ber-threats from a holistic approach, thus promot-
ing the competent empowerment of organizations,
communities, and individuals against these threats.

SOCIAL AND CULTURAL
ENVIRONMENT
PERSONAL ENVIRONMENT
dhais Kowled
attit ) owledge : Media
and  Fiends eqcaiona  siils Socialsupport
norms
Self-image Genetics
School Beliefs Person Self-esteem Famiy
Culture Values Atitudes Religion
Rscurces. \icoine  Personaity  Sockl
Ethnicity Gender
: Relationships Tobacco
Social promotion
Price Availability

Fig. 2. A representation of the person-in-environment model

Social work is an especially valuable field in cy-
ber-security because of the critical role of societal
factors in cyber-threats today. As [2] observe, secu-
rity threats today are increasingly and mostly about
the ways in which human collectivities (groups)
relate with one another, especially based on their
social and collective identities. These identities
are often factors of the interrelationship between
state and society, but they could also operate inde-
pendently of the state. They also evolve over time
subject to both internal and external factors in the
daily experiences of individuals and groups, includ-
ing fears of losing own identity and global issues
such as migration [2]. In this context, as [2] observe,
cyber-attacks are often the outcome of social and
political tensions between identity groups or strate-
gic aims to exacerbate these tensions. In essence,
socio-psychological dynamics are important under-
lying causes of cyber-security risks and threats in
the modern society [3]. In this context, social work’s
emphasis on a person-in-environment approach to
the experiences and problems of individuals and
communities is an important empowerment and
problem-solving model in cyber-security programs.
This approach is essential to enable holistic as-
sessments of the environments and experiences of
individuals and communities, and guide competent
policies, software development and applications,
and protection, defense, empowerment, and com-
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munity development programs for optimum and
sustainable cyber-security.

B. Social work and Computer/Information Security
Sciences

Psychological and environmental factors play a
critical role in impacting human behavior. As estab-
lished in [8] and [9], theories such as those of social
cognition, planned behavior, and social learning re-
flect the processes of people’s learning and devel-
opment of behavior based on the interactions that
they have with their environments. In particular, this
development and learning occurs through model-
ling — as individuals observe and imitate others and
utilize their cognitive resources to evaluate the con-
sequences of behavior and adapt their behaviors to
their needs and preferences. Social theories further
highlight the critical roles of people’s environments
and interactions with these environments in shap-
ing their motivations, performances, goals or aspi-
rations, skills, identities, and the ways in which they
self-regulate [8]. These influences also promote
development or changes in human beings’ person-
alities [9] [10]. The critical role of psychological and
environmental factors in human behavior is also
evident in the theory of constructivism. As estab-
lished in [9] and [10], constructivism insists on the
social embeddedness of knowledge and learning,
suggesting that individuals are active agents who
develop knowledge and meanings from the expe-
riences that they have in their environments. As
noted further in [11] [12] [13], individuals’ attitudes,
and available information and subjective norms
in their environments, are outcomes of the beliefs
that they form out of knowledge and experienc-
es in their social environments. In essence, these
findings in literature indicate the critical role of the
psychological and environmental experiences of in-
dividuals in shaping their choices, knowledge, and
behavior. The social environments of people involve
complex, two-way processes in which individuals
influence others and their choices, identities, goals,
and behaviors, and others, in turn, influence them.
These theories indicate the critical influences of so-
cial and environment-level factors and processes in
the behaviors that individuals adopt, and the ways
in which these behaviors develop or change over

time. They show that it is impossible to separate
human behavior from prevailing environmental and
sociocultural factors and experiences in the lives of
individuals.

Competent assessments of relevant social and
environmental factors are increasingly essential to
strengthen cyber-security. Effective and proactive
cyber-security initiatives, especially those aimed at
protecting individuals and communities (rather than
the systems themselves alone) require in-depth
understanding of the “digital playground” and the
ways in which individuals who are socially and dig-
itally embedded could experience manipulation in
this space [8]. This need has led to the emergence
of a new scientific and engineering discipline: so-
cial cyber-security [11]. As established in [11], so-
cial media engagements are important influences
on people’s beliefs, opinions, and attitudes in to-
day’s high-tech world. The modern cyber-space
features consistent trends of diverse actors influ-
encing and disrupting civil discourse, creating dis-
cord and spreading misinformation. Additionally, it
features the use of diverse technologies, including
bots, sock-puppets, deep fakes, cyborgs, trolls,
and memes, to challenge the civil society and ad-
vance business and antagonistic agendas [14]. As
established in [3], [11], [12], and [15], the field of
social cyber-security has emerged in response to
these threats. It is an applied computational social
science with two critical objectives. The first objec-
tive is to characterize, understand, and anticipate/
forecast cyber-mediated changes in human behav-
ior and in sociocultural and political outcomes [11]
[12]. Secondly, social cyber-security focuses on
building or designing a social cyber infrastructure
to allow the society’s essential character to persist
and thrive in a cyber-mediated information envi-
ronment characterized by changing conditions,
actual and possible social cyber-threats, and cy-
ber-mediated threats [11]. These factors indicate a
critical need to identify, understand, counter, and
evaluate or measure the mechanisms and impact
of communication objectives and influence cam-
paigns, as well as identify and protect people and
communities at risk from these campaigns [11]. As
established in [16], cyber-security programs in re-
cent years have incorporated proactive measures
targeting social and environmental factors in the
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lives and cyber-use experiences of people, such as
continuous education and specialized and individ-
ualized support services, to combat pig butchering
scams (scams involving exploitation of social engi-
neering to build trust and execute financial fraud).
These issues indicate the critical value of efforts to
understand, evaluate, and counter relevant psy-
chological and environmental factors and experi-
ences in the cyber-space with important underlying
roles and impact in cyber-security.

Social work enhances cyber-security by facili-
tating the incorporation of competent knowledge
of the psychological and environmental factors and
processes of human behavior in cyber-security in-
terventions and programs. As established in [3],
effective cyber-security, especially in the modern
age of complex and constantly evolving threats,
requires competent understanding of the ways in
which human beings and communities navigate the
cyber-mediated information space and interact and
engage in activities and conversations with others.
Social work, as a field, provides a key pathway to
achieve this goal. Its focus on person-in-environ-
ment, holistic assessments of the needs, problems,
and experiences of individuals and communities
enhances cyber-security by enabling competent
simulation of the minds, motivations, experiences,
and behaviors of cyber-criminals and making it
easier for cyber-security experts and programs to
detect, prevent, track, and counter the activities of
these criminals electronically.

The value of social work is especially notable
with the rise of social engineering. As observed in
[4], [5], and [6], social engineering is a non-tech-
nical form of attack based on human interactions
to complement technical attacks in cyber-space. It
encompasses the application of social disguises,
cultural tricks, and psychological/emotional manip-
ulation to get computer users (the targets/victims)
to assist cyber-criminals in their unlawful intrusion
and use of computer systems/networks. Social en-
gineering is especially significant because of its
legitimate and harmless appearance, such that cy-
ber targets are often unaware of being victimized
[17]. As established in [4] and [5], rising recogni-
tion that professional cyber-criminals attack human
beings, rather than machines themselves, indicates

that human beings represent a critical weak link in
modern information security and cyber-security
incidents, with their behaviors being an important
cause and perpetrating factor in cyber-security in-
cidents. Social work is essential to provide critical
factual insights into the machinations or schemes
of cyber-criminals to allow computer and informa-
tion sciences to predict and counter cybercrimes.
In this way, social work completes the effectiveness
and productivity of cyber-security programs and
initiatives by providing a critical capacity to simu-
late and anticipate the minds, motivations, goals,
and behaviors of criminals in the cyberspace.

C. Social Work Policy Practice

Social work practice presents further critical
value in the development and improvement of pol-
icies and laws aimed at protecting and empower-
ing individuals and vulnerable communities, such
as children, from cybercrimes. Social work practice
emphasizes on key values with important impact on
the development and improvement of these laws
and policies. These values are scientific knowledge
and investigation, the person-in-environment frame-
work, a global perspective, and acknowledgement
and respect for human diversity [14]. As established
in [8], these values are essential to support positive
social change and the empowerment of individuals
and communities to confront and solve their prob-
lems, based on individualized interventions that in-
tegrate considerations of their unique experiences,
needs, and environments. Social work practice em-
braces the critical principles of the “human behav-
ior in a social environment” (HBSE) concept [14].
This concept seeks an understanding of human
behavior, including all the attributes and contribut-
ing factors of this behavior, the social environment,
varying levels and systems of the social environ-
ment, and the interface between human behavior
and the social environment [14]. This concept fits
in with the person-in-environment model in social
work, which focuses on in-depth understanding of
the impact of human environments and all their fea-
tures, processes, and experiences, on human well-
being and development from a holistic perspective
[4]. The critical implication of the person-in-environ-
ment and HBSE frameworks is that social work, as
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a discipline and practice, considers both individ-
uals and the multiple environments and environ-
mental factors with which they interact, based on
an acknowledgement of the reciprocal relationship
between them. This focus in social work is essen-
tial to support policies, interventions, and programs
aimed at positive social change and the empow-
erment of individuals and communities to confront
and solve their problems. As established in [18],
the person-in-environment and HBSE frameworks
are important foundations of the meaningfulness
and impact of social work practice, especially with
regard to facilitating a comprehensive understand-
ing of the needs and experiences of individuals.
In particular, these frameworks enable social work
practice to obtain key and in-depth insight into the
environmental, sociopolitical, psychological, and
other factors and influences with critical role in the
health and wellbeing of individuals and local com-
munities.

The focus of social work practice on holistic and
in-depth assessments of persons/communities and
their environments and needs offers huge value
in the efforts of cyber-security interventions to de-
velop and enforce competent laws and policies to
protect and empower individuals and communities
against cybercrimes. As observed in [15], a key
goal of social work practice is to engage people
and structures in the society with the aim of con-
fronting and redressing life challenges and enhanc-
ing wellbeing. Social work practice features critical
skills and capacities to identify essential changes
in laws and policies to meet the needs of society
members and communities, and to achieve justice.
Social work is particularly important and impactful
owing to its special role and focus on shaping the
socioeconomic and political landscape of a society
to promote the quality of life, wellbeing, and devel-
opment of all society members, in line with the prin-
ciples of social justice, inclusion, and equity [15]
[4]. This role and focus of social work is relevant
to the field of cyber-security to ensure the devel-
opment and implementation of laws, policies, and
programs to empower and protect all community
members, including vulnerable people and com-
munities such as children and youths, effectively
from cybercrimes.

Samah Monammed Albargi [N£S]
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Fig. 3. A representation of the two-pronged approach to
social work

Social work’s focus on understanding, eval-
uating, and redressing the needs, experiences,
and environments of individuals and communities
through policies and laws aimed at social justice is
particularly essential to help address cybercrimes
targeting vulnerable communities and individuals,
such as youths and children. Integrating social
work practice in cyber-security programs and ini-
tiatives could help to orient these programs and ini-
tiatives toward the efforts and goals of addressing
and alleviating the disproportionate impact of cy-
bercrimes on vulnerable groups and people, such
as children and youths, in the society. In particular,
it would help to enhance these programs’ respon-
siveness to the critical experiences of these vul-
nerable groups through tailored interventions and
plans aimed at protecting and empowering them
effectively against these crimes.

The forensic aspect of social work presents fur-
ther critical value in the productivity of this field in
cyber-security programs. As established in [18]
and [19], social workers’ roles today involve navi-
gating the legal system and collaborating with di-
verse stakeholders within this system to create ef-
fective and lasting social change with positive and
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practical impact on communities and individuals.
Fig.3 above shows a two-pronged approach to so-
cial work practice that requires these professionals
to engage effectively in the legal environment [19].
This role helps these professionals to exert influ-
ence on legal systems, through education, advo-
cacy, and proactive contributions to the develop-
ment and implementation of impactful policies, and
empower society members to solve their problems
and improve their lives [19]. Forensic social work
is essential to create practical interventions at the
individual/micro, mezzo (group/household), and
macro/systemic (organizational, institutional, cultur-
al, societal, and community) levels, in line with the
goals of enhancing people’s individual functioning,
coping, and problem-solving capabilities, linking
clients to necessary resources, improving social
service-delivery networks, and promoting social
justice through social policy development and im-
plementation [19]. These roles of forensic social
work involve decision-making and actions based
on critical risk assessments and evaluations of the
vulnerabilities of specific populations. Additionally,
social work could help to understand and evaluate
the motives, goals, and behaviors of cybercrim-
inals. Based on this insight, these professionals
could help cyber-security programs to deduce and
develop tailored strategies, plans, and protection
and defense systems for specific social groups.

Alongside the forensic aspect, clinical social
work enhances the success of cyber-security pro-
grams by availing critical insight into the behaviors,
mindsets, and experiences of vulnerable communi-
ties. Clinical social work focuses on diagnosing, as-
sessing, treating, and preventing mental, emotion-
al, and behavioral disturbances among clients [19].
This aspect of social work could help to integrate
considerations of the unique needs and experi-
ences of vulnerable groups in cyber-security pro-
grams, thus enhancing the protective and defen-
sive value and impact of these programs for these
vulnerable groups. The value of clinical social work
is especially relevant to this goal in cyber-security
in terms of creating practical programs of empow-
erment and protection to alleviate the exposure of
these groups to cybercrimes.

E. Social Work Practice and Community Develop-
ment

Social work’s critical role in cyber-security re-
lates to its value and impact in community develop-
ment. As established in [20], community develop-
ment involves social change interventions aimed at
the empowerment of community members to take
collective action on issues of their interest, solve
their problems, and improve their lives. Community
development aligns with the nature of social work
as a practice-based discipline whose goal is to pro-
mote social justice, respect for and achievement of
human rights, and the empowerment of individuals
and local communities [20]. While social change is
a key goal of social work, community development
incorporates further goals relating to the enhance-
ment of participative democracy, economic oppor-
tunity, and sustainable development. In essence,
community development involves the obligations
of social workers to work in close partnerships with
local communities and organizations to promote
social and political action, policy development, and
the achievement of human rights and social justice
[20]. These focuses of social work in community
development are essential to facilitate the empow-
erment of individuals, households, and entire com-
munities, and to address problems of exclusion
and violations of human rights and social justice.

Community development represents another
important foundation of the value of social work
practice in cyber-security. As established in [20]
and [21], community social work focuses on the
building of an inclusive environment for the integra-
tion and empowerment of community members in a
society and its overall wellbeing and prosperity. The
roles of social work professionals in this focus of
community development include risk assessments,
and policy analyses, development, and changes/
improvements [21]. These roles involve efforts to
investigate, analyze, and evaluate the root caus-
es of social issues, and the unique environments
and experiences of community members with re-
gard to these issues. As noted in [21], some of the
important roles of social workers in community de-
velopment are the provision of counseling to indi-
viduals and families/households, development and
conduction of support groups, community need as-
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sessments, community wellbeing planning, and the
planning, development, and evaluations of com-
munity programs. Others include policy program
analysis, provision of specialized cultural, service,
and program activities to meet community needs,
advocacy to raise and employ relevant resources
to meet community needs, working with volunteers
to support and enhance community programs, and
advocacy to enact change at the structural level,
including through contributions to relevant policies
and law changes and improvements [21]. These
roles of social workers are vital to inform advocacy,
education, policy development, and other empow-
erment programs/interventions to serve local com-
munities and address their needs and problems.
These roles, processes, and goals of social work
in community development are important pathways
to enhance cyber-security policies and interven-
tions at the level of local communities. In effect,
community development represents an important
way of empowering local communities to protect
themselves from cybercrimes through education,
advocacy, policy development, and the proactive
involvement of their members and households in
positive social change and relevant sociopolitical,
cultural, and other actions aimed at defending and
protecting them from these crimes. In these ways,
social work’s activities and responsibilities in com-
munity development represent a valuable means
for the empowerment of local communities in cy-
ber-security programs.

F. Significance of the Review

The review above supports the special value
and role of social work as a field in enhancing cy-
ber-security programs in today’s world. It shows
that specific social work practices and fields — the
person-in-environment and HBSE approaches,
community development aimed at positive social
change, social work policy practice, forensic social
work, clinical social work, and community develop-
ment —support proactive, sustainable, and highly
impactful cyber-security programs. Each of these
areas/fields of practice in social work provides sig-
nificant extra value through holistic assessments
of the needs, experiences, environments, and
processes of cyber use among individuals, com-

munities, and society to inform strong cyber-secu-
rity interventions. These practices are valuable for
their emphasis on empowerment, policy improve-
ment and development, and practical applications
with just benefits for all users. The person-in-envi-
ronment and HBSE frameworks of social work en-
able competent assessments of the experiences,
needs, and environments of cyber-space from the
perspectives of users, while community develop-
ment practice in this field offers relevant and high-
ly impactful paths of users’ empowerment in cy-
ber-security programs. Social work policy practice
offers these programs the advantages of develop-
ing and improving policies and laws aimed at pro-
tecting and empowering individuals and vulnerable
communities, such as children, from cybercrimes.
On their part, forensic and clinical social work of-
fer the programs key resources to navigate through
and exert influence on legal systems through ed-
ucation, advocacy, and proactive social contribu-
tions to the development and implementation of
impactful policies to empower communities and
vulnerable groups with capacities to confront and
solve their cyber-use problems and improve their
cyber lives. Together, these aspects of social work
promise to enhance the capacities of cyber-secu-
rity programs to address the cyber-security needs
of individuals and communities proactively, effec-
tively, and sustainably (by providing an effective,
long-term solution). In essence, the review demon-
strates and proves the special value of social work
and its approaches and fields in providing a critical
path to harness and integrate the human element
of cyber-space in cyber-security programs, thus
fortifying these programs and ensuring their prac-
tical value in securing users and communities from
cybercrimes and threats.

V. DiscussioN

Two key findings are evident from the review
of evidence in published sources above. The first
finding is confirmation of the special value of so-
cial work in fortifying cyber-security programs in to-
day’s world. The review confirms that social work’s
focus on situating, understanding, and evaluat-
ing the needs and experiences of individuals and
communities in terms of their interactions with their
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environments presents special extra value in en-
hancing the practical quality, value, and impact of
cyber-security programs and interventions. As evi-
dentin [3], [11], [12], and [22], effective cyber-se-
curity today requires proactive approaches to the
needs and experiences of cyber-users based on
a competent understanding of the psychological,
sociological, and environmental influences behind
their choices and behaviors in the cyber-space. It
requires a competent understanding of the ways
in which individuals and communities utilize, navi-
gate through, and interact with the cyber-mediated
information space in their daily lives. Critical con-
siderations of current and evolving human factors
and processes, including the complex processes
of interactions between technology and human be-
lief-thought-behavior patterns, are vital in proactive,
impactful, and sustainable cyber protection, detec-
tion, response, and recovery programs [7]. The re-
view illustrates that social work offers a key path-
way to achieve this goal in cyber-security through
its unique capacity to mobilize and provide compe-
tent and useful knowledge about the psychological
and environmental factors and processes of human
behavior that underlie cyber-security.

The second key finding is that specific founda-
tions, practices, and fields or areas of social work
have unique value in proactive and impactful cy-
ber-security programs for users and communities
in today’s society. These foundations and fields/
areas are the person-in-environment and HBSE
frameworks, social work policy practice, forensic
social work, clinical social work, and community
development. As evident in [2], [4], [5], and [14],
the person-in-environment and HBSE models orient
social work toward holistic assessments of individ-
uals’” and communities’ needs, environments, and
behaviors based on recognition of the contributing
roles of complex factors in their lives and social
environments in their decisions, behaviors, and
well-being. Social work policy practice focuses on
developing and enforcing policies, interventions,
and programs aimed at positive social change and
the empowering and protecting vulnerable individ-
uals and communities [4] [15]. Forensic social work
involves social work professionals’ duty to engage
legal systems and exert influence on them to pro-
mote policies and actions aimed at empowering

Social work practice
- Development, social change,
community empowerment

Collaborations with
information/computer
sciences

v U v

Person-in- Social work Clinical social
environment policy practice work
approach
Forensic

Community social work

ldevelopment

land social

change

v

Holistic assessments of community needs;
policy-making; empowerment

Cyber-security
- More effective, sustainable,
impactful, and socially just
cyber-security programs

Fig. 4. Value/impact of various foundations/fields of social
work in enhanced cyber-security programs

individuals/communities to meet their needs and
problems [18] [19]. On its part, community devel-
opment focuses on social change interventions to
promote collective and impactful actions and the
empowerment of communities to solve their prob-
lems [20] [23]. As Fig.4 below illustrates, these as-
pects and processes of social work are valuable in
cyber-security as they base its programs and inter-
ventions on critical and holistic assessments of the
needs and experiences of individuals/communities,
thus informing competent policies, software devel-
opment and applications, and impactful protection,
defense, empowerment, and community develop-
ment programs in the cyber-security effort. Collab-
orations between social work and information/com-
puting sciences based on these foundations and
fields of social work provide an important pathway
toward more effective, productive, sustainable, im-
pactful, and socially just cyber-security programs in
modern society.

One implication of findings in this review relates
to the applicability of social work-informed cy-
ber-security programs and interventions in diverse
institutional and social settings to meet the needs
of particular groups and populations. Social work,
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by its nature, is highly flexible, depending on the
unique needs, experiences, and environments of
people and communities. As established in [23],
[24] and [25], social workers are productive and
impactful in diverse fields and environments, which
supports the adaptability of this profession and its
capacity to provide tailored solutions for the unique
needs of diverse populations and groups in the so-
ciety. The key to success for social workers in these
diverse settings lies in their competent interactions
and partnerships with the populations that they
serve to understand their needs and tailor solutions
to these needs [24]. In this context, the value and
impact of social work in cyber-security is unlimited,
applying even in non-traditional settings such as
schools and the international space. The founda-
tions and fields of social work, as discussed above,
could present optimum value in the productivity
and impact of cyber-security programs in these
settings through competent collaborations with rel-
evant stakeholders, including target communities
and local organizations. In the school setting, for
instance, social work could provide unique insights
into the unique needs and psychological and en-
vironmental experiences of students and school
staff in their interactions with technology and in the
cyber-space, as well as their vulnerabilities as a
group or population in this space. This insight could
inform tailored cyber-security interventions and
programs in the school setting, which the social
security field could also help to implement through
its person-in-environment and HBSE models, com-
munity development resources, forensic and clini-
cal aspects, and policy-making and positive social
change and development roles.

Another key implication of the findings in this
review concerns the applicability of social work as
a foundation for cyber-security systems and inter-
ventions for diverse needs and populations. Social
work insight into human, psychological, environ-
mental, and sociological factors in human-tech-
nology interactions in cyberspace could contribute
to more productive and efficient software building
and applications, policy-making, protection sys-
tems, community development programs, and the
empowerment of individuals and organizations
against cyber-threats and cyber-crimes for diverse
needs and populations. This insight could inform

cyber-security systems aimed at detecting and
tracking cyber-criminals, anticipating and evaluat-
ing the motivations and goals of these cyber-crim-
inals, evaluating the experiences of potential cy-
ber victims (including vulnerable groups such as
children and youths), and creating or developing
efficient chatbot systems to advise and support di-
verse groups in their uses of the cyberspace. These
possibilities indicate the fundamental and extensive
value of social work in holistic, productive, and sus-
tainable cyber-security interventions and programs
for diverse needs, settings, and populations in the
modern society. This value of social work is espe-
cially significant in the modern age of complex and
highly evolving needs, motivations, and experienc-
es among both cyber-criminals and cyber-users in
the society. Integrating social work in cyber-security
programs is essential to hone the impact and re-
sponsiveness of these programs to the diverse and
complex needs and experiences of cyber-users in
today’s society.

V1. CONCLUSION

Rather than being a purely technical domain,
cyber-security is a complex and multi-dimension-
al issue requiring a comprehensive understanding
and evaluation of human behavior, social dynam-
ics, and prevailing organizational structures. These
evaluations are necessary given the increasing-
ly sophisticated nature of cybercrimes in today’s
society. Cybercrimes and their processes, goals,
and effects occur in the context of environmental,
psychological, and sociocultural factors and expe-
riences among individual users and in human com-
munities.

Two key findings are evident in this study. The
first one is proof of the special extra value of social
work as a field in enhancing the efficiency, impact,
and sustainability of cyber-security programs in to-
day’s world. This value rests on this field’s unique
capacity to mobilize and integrate useful insight
into the human element of cyberspace in cyber-se-
curity programs and interventions. In the face of
highly evolving cyber-crimes and threats in today’s
society, the human component, in terms of human
behaviors, choices, and interactions with and in
the cyber-space, represents a front-line area of
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focus in effective cyber-security interventions. So-
cial work provides a key pathway to harness and
integrate the human element of cyber-space in cy-
ber-security programs; it represents opportunities
to make cyber-security programs more proactive,
impactful, and sustainable by modeling these pro-
grams on the practical needs and experiences of
users and communities. The second finding is that
particular social work approaches have special-
ized value in competent cyber-security programs.
These approaches are the person-in-environment
and HBSE frameworks, social work policy practice,
forensic and clinical social work, and community
development. These approaches support holistic
and evidence-based assessments of the needs,
experiences, and environments of individuals and
communities in the cyber space to enable impactful
interventions aimed at their empowerment with ca-
pacities and resources to confront and solve their
problems and needs in the cyber-space. These
approaches are valuable for integrating the needs
and experiences of diverse social groups, includ-
ing vulnerable groups such as children, to enable
advocacy, education, and policy-making interven-
tions designed to meet their unique needs.

Effective collaborations between social work
and information/computing sciences are necessary
to harness this discipline’s value in cyber-security.
These collaborations could help develop social
work-informed cyber-security programs and inter-
ventions in diverse institutional and social settings
to meet the needs of particular groups and popu-
lations. They could contribute to more productive
and efficient cyber-security mechanisms — includ-
ing software building and applications, policy-mak-
ing, protection systems, community development
programs, and the empowerment of individuals
and organizations — that align with the daily needs
and experiences of individuals and communities
in the cyber-space. These collaborations are an
important foundation of genuinely effective, re-
sponsive, impactful, empowering, and sustainable
cyber-security interventions in the face of evolving
cyber-threats/crimes in today’s society.
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