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Abstract

Quantum security is an evolving field that leverages principles of quantum physics to strengthen computing
systems. Core concepts such as superposition and entanglement are foundation to this domain. However, cur-
rent systems face significant challenges due to the extraordinary processing capabilities of quantum computers.
As large-scale quantum computers with high qubit counts become operational, existing cybersecurity mecha-
nisms are increasingly inadequate. This rapid advancement in quantum computing poses substantial risks to
software, networks, web-based systems, and other security measures. To address these challenges, enhancing
cybersecurity mechanisms is imperative. This paper explores various quantum security strategies categorized
into six mechanisms (E1 to E6) and examines their effects on cybersecurity factors labeled H1 through H8. The
analysis employs the Fuzzy Analytic Hierarchy Process (F-AHP) method, which assesses the relative impor-
tance of these factors based on an extensive literature review. By calculating the weight of different security
aspects, the F-AHP method provides insights to prioritize critical components throughout the development
cycle. The findings reveal that quantum-resistant cryptography is the most effective security measure. In con-
trast, digital signatures resistant to quantum errors were assigned the lowest priority, while the software system
(H2) received the highest priority. These results underscore the importance of developing robust cybersecurity
frameworks that align with the capabilities of quantum technology. As the field advances, it is crucial to design
software, networks, and security systems that support the optimal functionality of quantum computers. Imple-
menting quantum security mechanisms can significantly reduce vulnerabilities and mitigate the risk of cyberat-
tacks. Over the next decade, new approaches to cybersecurity risk analysis leveraging quantum technology are
expected to emerge, paving the way for enhanced cyber resilience in a quantum-powered future.

|. INTRODUCTION evolve and the world becomes more interconnect-
Protecting Information Technology (IT) systems ed. Security experts continuously face the threat
has become increasingly challenging as networks of sixth-generation cyberattacks, which are large-

Keywords: cybersecurity, quantum computing, quantum security, risk analysis

EEE * Corresponding Author: Alka Agrawal
Production and hosting by NAUSS ;:' Email: alkaagrawal1155@gmail.com
—
OIS 2 doi: 10.26735/FWSL8668

1658-7782© 2024. JISCR. This is an open access article, distributed under the terms of the Creative Commons, Attribution-NonCommercial License.



https://crossmark.crossref.org/dialog/?doi=10.26735/LQEZ4186&domain=pdf
https://journals.nauss.edu.sa/index.php/JISCR
https://journals.nauss.edu.sa/index.php/JISCR
https://nauss.edu.sa/
https://doi.org/10.26735/FWSL8668
https://crossmark.crossref.org/dialog/?doi=10.26735/FWSL8668&domain=pdf
https://doi.org/10.26735/FWSL8668

§F:¥.8 Quantum Security in Cyber Risk Analysis Through Fuzzy Analytic Hierarchy Process

scale and rapidly spread across various attack
vectors [1]. These attacks are more advanced than
previous ones, evading traditional detection meth-
ods by targeting mobile devices, networks, and
cloud services [2]. The European Association has
announced a $13 million investment in new proj-
ects focused on secure communication. The Ech-
elon intelligence-gathering system, utilized by the
US, Australia, the UK, Canada, and New Zealand,
will be at risk due to the protected correspondence
architecture that employs quantum cryptography.
Companies such as MagiQ Innovations and ID
Quantique are also leveraging quantum cryptogra-
phy to address challenges faced by governments,
corporations, and other organizations, where pre-
venting unauthorized data disclosure has become
a critical priority [3]. This is the time to develop
engineering solutions that safeguard IT infrastruc-
tures, advancing network protection as we enter
this new era. Quantum security, also known as
guantum cryptography, leverages the fundamen-
tal principles of quantum physics to transmit data
securely and untraceably [4]. Quantum cyberse-
curity deals with security in the post-quantum era.
The development of quantum technologies contin-
ues to accelerate exponentially. While it would take
conventional supercomputers around 10,000 years
to be built, Google's entirely quantum Sycamore
Processor might crack security barriers in 200 sec-
onds. Quantum computers, the existing network
security architectural designs, online applications
and software, banking and defence security are all
inherently vulnerable [5]. Only individuals with the
appropriate secret key can decrypt the data that
has been encrypted and secured through cryp-
tography. Quantum computing is one of the fast-
est-growing new technologies, with new discover-
ies and commercial applications emerging every
few weeks. Advancements in quantum technolo-
gy, with ideas that seemed impossible just a few
months ago are quickly becoming a reality. Quan-
tum-enabled computing strengthens Information
Technology (IT) infrastructure security and reduces
the risks of sophisticated cyberattacks, especially
in the context of growing quantum computing ca-
pabilities. Quantum principles assist in protecting
critical systems from evolving cybersecurity threats
through advanced techniques. Risks associated

with brute force attacks highlight research gap in
system and software security, particularly in the con-
text of advancements in quantum computing and IT
infrastructure. The effectiveness of current encryp-
tion methods needs to be enhanced through the
quantum techniques. The rise of computing power
through the quantum principle used in computers
has made brute force attacks easier for skilled at-
tackers. On the other hand, quantum computing of-
fers significant enhancements to encryption meth-
ods. The potential benefits of quantum technology
for both industry and society are substantial. By the
end of this era, practical quantum computing tech-
nology could revolutionize computing strategies
across various sectors. In the next rounds of invest-
ment, quantum computing will fundamentally alter
our understanding of computers and utilize encryp-
tion to safeguard overall digital economy. In critical
applications, quantum-safe encryption features are
essential for maintaining security.

Il. RELaTED WORK

The industry, technology, and security must es-
tablish a clear plan and strategy for a future that
is secure against quantum threats [6]. Even before
quantum computing becomes a reality, the histor-
ical and ongoing complexities of migrating cryp-
tographic systems may take years of reform, re-
mediation, and strategic planning [7]. The threats
to digital system security are growing more intricate
and harder to detect. Quantum security offers high-
ly scalable protection. Quantum security integrates
cutting edge firewall systems to safeguard against
the most advanced online threats, utilizing quan-
tum-resistant encryption [8]. Hyper-scale organi-
zations require integrated security mechanisms
for unified management platforms, remote access
VPNs, and loT security. Quantum computers and
software like quantum key distribution introduce
potential security risks[9]. Certain encryption meth-
ods commonly used to protect sensitive data such
as personal information, financial transactions, and
military secrets could be compromised by quantum
computers [5]. Classical computers cannot perform
such calculations [10]. This indicates that if quan-
tum computing becomes widely accessible, it could
greatly impact traditional cybersecurity methods
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[11]. The 256-bit encryption key would be nearly
impossible for a standard computer to break, but
a quantum computer could do it in mere seconds.
As a result, any sensitive data currently protected
by encryption could be vulnerable [5]. Quantum
computers' ability to simulate materials and intri-
cate processes could advance security research. If
these technologies are misused, they could be em-
ployed to create more lethal weapons or execute
cyberattacks on essential infrastructure, such as
banks and other institutions [12]. Quantum comput-
ing presents unprecedented security risks that can't
be mitigated by existing cryptography solutions, de-
spite its immense promise to progress technology in
many other sectors [13]. Researchers have made
significant progress in developing quantum-resis-
tant algorithms, including digital signatures, quan-
tum-safe protocols, hardware, and standardization.
Current research highlights the promise of scalable
quantum security but overlooks the practical chal-
lenges of integrating these systems into existing
IT infrastructures and decision-making processes.
Security factors pose significant challenges for se-
curity experts.

The F-AHP is particularly effective in managing
ambiguity and uncertainty in decision-making, an
area where traditional Multi-Criteria Decision-Mak-
ing (MCDM) techniques like Analytic Hierarchy
Process (AHP), Technique for Order of Preference
by Similarity to Ideal Solution (TOPSIS), or ViseKrit-
erijumska Optimizacija | Kompromisno Resenje
(VIKOR) means Multicriteria Optimization and Com-
promise Solution, usually abate. F-AHP uses fuzzy
set theory to account for human judgments that are
subjective and flawed, decision-makers can employ
language words instead of precise numerical val-
ues [13]-[16]. This flexibility makes pairwise com-
parisons more consistent and dependable.

Among MCDM approaches, F-AHP successfully
balances qualitative and quantitative criteria, mak-
ing it suitable for complex hierarchical settings [17].
Encouraging interval judgments reduce cognitive bi-
ases and overconfidence, improving the robustness
of quantum alternatives. F-AHP is widely applicable
across various domains and can be combined with
other techniques for greater flexibility, making it a
powerful tool for real-world decision-making chal-

lenges. Quantum computing has dual uses: it can
improve sectors like healthcare and logistics while
also endangering encrypted data and critical infra-
structure, necessitating a balanced approach [18].
Despite progress in developing quantum-safe algo-
rithms, little is known about how to effectively imple-
ment these technologies and ensure their adoption
before quantum computing becomes widespread.
The urgent need to address quantum software se-
curity emphasizes the need of doing interdisciplin-
ary research that links theoretical advancements
with practical implementation strategies for sys-
tems that are safe against quantum attacks.

Our analysis aims to bridge these gaps by ex-
ploring scalable quantum-safe encryption technol-
ogies and prioritizing feasible deployment strat-
egies for industries vulnerable to quantum-era
attacks. To address these threats, researchers are
exploring how quantum computing can be applied
in various sectors, including banking, healthcare,
and logistics. The new encryption algorithms and
security measures that can withstand quantum at-
tacks are currently being developed.

[1l. CYBER SECURITY FACTORS AND QUANTUM
ALTERNATIVES

The following describes the risk factors of cyber
security and an overview of how risk analysis can
be introduced in cybersecurity.

Lack of awareness [H1]: Employees may not be
aware of the risks associated with cyber-security.
Lack of knowledge about cyber-threats and how
they work can lead to mistakes and negligence
that are costly and harm one's image. Ignorance
is a crucial element of effective phishing opera-
tions, which provide attackers access to personal
information. An IBM study found that human errors,
often caused by ignorance, accounts for 95% of
cybersecurity breaches. Inadequate security proto-
cols resulting from insufficient cybersecurity knowl-
edge can lead to data breaches [9].

Errors in hardware and software configuration
[H2]: It is possible that hardware and software are
not configured properly. Errors in software and
hardware can leave companies vulnerable to cy-
berattacks. Security vulnerabilities in outdated
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software might be exploited by hackers. Malicious
actors employ social engineering to trick individu-
als into giving up privileged accounts or disclosing
personal information. When ransomware attacks
occur, important data is encrypted and remains in-
accessible until a ransom is paid. Weak or simple
passwords increase the likelihood of unauthorized
access to devices or accounts. Firewalls with im-
proper configurations may elevate the risk of data
breaches. Insider threats, originating within an or-
ganization, may involve workers, subcontractors, or
business associates who have access to sensitive
information. Ensure that all system defaults and
configurations are up-to-date and set to secure set-
tings. Adopt the principle of least privilege, granting
users and systems only the permissions required to
perform their duties [10].

Remote workforce [H3]: Employees may work
remotely from various locations using unregulated
equipment. The risk of data breaches increases
when files are shared without encryption. Using
personal devices for work purposes significantly
raises the risk of cyberattacks [11].

Inadequate planning [H4]: 80% of cyberattacks
originate from a compromised password. Employ-
ees often manage too many passwords, leading to
non-compliance with password policies. Ineffective
collaboration between security teams increases
the risk of breaches or failed compliance audits.
Conducting regular risk assessments is essential to
identify and evaluate potential cybersecurity risks.
Risk assessments should be performed frequently.
Failure to evaluate risks and respond to compro-
mises jeopardizes business operations. Verify that
vendors critical to operations will not disrupt orga-
nizational goals or processes. A lack of adequate
cybersecurity planning may exacerbate vulnerabil-
ities [12].

Weak cybersecurity strategy [H5]: A cybersecu-
rity strategy is a multi-layered plan to protect net-
works, systems, and digital assets from external
and internal threats. A crucial part of a cybersecu-
rity strategy as endpoints are often thought of as
weak security sites. An established set of rules and
procedures that employees must follow to protect
data and resources is a plan outlining the steps a
company should follow in the event of a cyberat-

- Lack of awareness [H1]

Errorsin hardware and
software configuration [H2]

— Remote workforce [H3]

m [nadequate planning [H4]

Weak cybersecurity strategy
[H5]

Phishing [H6]

— Supply chain risk [H7]

=1 Adversarial assaults [H8]
Fig. 1. Cyber security affecting factors /features

tack. Scammers continuously develop new tactics,
making an adaptive cybersecurity strategy essen-
tial. Organizations may lack a strong cybersecurity
plan, which increases their vulnerability [13], [14].

Phishing [H6]: Phishing is a type of cyberattack
where victims are deceived into revealing person-
al information, installing malicious software, or ex-
posing to cybercrime through fraudulent commu-
nications. Phishing is a form of social engineering.
Phishers may send emails pretending to be friends,
acquaintances, or trustworthy companies. These
emails may contain links to phishing websites.
Phishers may also use SMS or phone calls to im-
personate trusted entities and coerce victims into
sharing sensitive data. Fake websites created by
phishers often mimic legitimate ones but aim to har-
vest personal information. Fake websites created
by phishers often mimic legitimate ones but aim to
harvest personal information. Phishing remains one
of the most prevalent and significant cybersecurity
challenges [15].

Supply chain risk [H7]: In cybersecurity, supply
chain risk refers to the potential compromise of an
item or service within a supply chain due to cyber-
attacks. This includes risks associated with produc-
tion, distribution, manufacturing, or maintenance of
products or services. Through the supply chain,
attackers can gain unauthorized access to systems
and disrupt business operations [13], [16].

Adversarial assaults [H8]: Adversarial assaults
involve cyberattacks that manipulate machine learn-
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Fig. 3. Hierarchy diagram of cyber security factors and
quantum alternatives

ing models to produce incorrect or unexpected out-
comes. These attacks target Al systems by altering
input data or the underlying models. Machine learn-
ing algorithms are particularly vulnerable to minor
changes in input data, which adversaries exploit to
deceive the system. Hackers and spammers may
obfuscate malware and spam text to evade detec-
tion mechanisms. Adversarial assaults can lead to
delayed detection of attacks, erroneous decisions,
financial losses, and even fatalities. These attacks
pose a significant threat to the security and reliabili-
ty of Artificial Intelligence (Al) systems [17].

Quantum Alternatives

To ensure the safety of data and information
against potential cyber-attacks, it is essential to ad-
dress various cybersecurity challenges. Key factors
to consider when designing and implementing se-
cure projects include normalization, quantum-safe
encryption, quantum key distribution, digital signa-

tures, standards, and hardware. Quantum security
concerns are vital for safeguarding data and infor-
mation against the threats posed by quantum com-
puters. Here are some key aspects to consider:

[E1] The capability to resist quantum cryptan-
alysis is crucial, as traditional encryption methods
can be easily compromised by quantum comput-
ers [12]. Research and testing are underway for
post-quantum cryptography and other encryption
techniques that can withstand quantum attacks
[19].

[E2] Quantum key distribution is a secure com-
munication method that guarantees the integrity
and confidentiality of the encryption key by lever-
aging principles of quantum physics [20]. Because
guantum physics governs the distribution of these
keys, they cannot be intercepted without detection
[21].

[E3] Digital signatures, which are designed to
resist quantum attacks, are used to verify and au-
thenticate data [22]. One type of digital signature
system that is currently being developed to prevent
quantum assaults is hash-based digital signatures
[23].

[E4] Quantum computers pose a risk to secure
communication protocols, such as the Transport
Layer Security (TLS) protocol [24]. To combat
these threats, quantum-safe protocols, including
the Quantum-Safe TLS protocol, are being devel-
oped [25].

[E5] Efforts are underway to develop quan-
tum-resistant hardware, such as quantum random
number generators and quantum-resistant smart
cards [26], offering a secure foundation for cryp-
tographic algorithms that resist quantum assaults
[3].

[E6] It is essential to standardize quantum-re-
sistant cryptographic algorithms and protocols to
ensure interoperability and facilitate widespread
adoption of these security measures [19] [27].

IV. MeTHoDOLOGY (Fuzzy AHP)

The F-AHP is an enhancement of the analytic
hierarchy process that incorporates uncertainty or
imprecise data into decision-making. It was devel-
oped by Thomas L. Saaty in the 1970s [22]-[24].
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AHP is a structured decision-making framework
based on pairwise evaluations of criteria and al-
ternatives [28]. F-AHP builds on this framework by
introducing fuzzy sets, which allow for the repre-
sentation of uncertainty in the decision-making pro-
cess.

The first step in the F-AHP process involves
establishing a set of options and criteria, followed
by pairwise comparisons. These comparisons use
a numerical scale from 1 (equal importance) to 9
(extremely important), similar to the standard AHP
[25], [26]. However, instead of relying solely on pre-
cise numerical values to express the importance of
each criterion, F-AHP employs fuzzy numbers or
linguistic variables [29]. Fuzzy sets, each element
indicates a degree of membership in the set, are
utilized to manage these fuzzy values. The F-AHP
approach determines the weights of the criteria
and alternatives by applying a series of mathe-
matical operations to the fuzzy sets after the pair-
wise comparisons [13]. F-AHP has been applied in
several fields, such as design, finance, and envi-
ronmental management, where decision-making
often involves imprecise data [30]. However, it has
a number of drawbacks, including the potential for
subjectivity when interpreting fuzzy sets and the re-
quirement for specialized knowledge to do pairwise
comparisons [31], [32]. After converting linguistic
values to numerical values from the TABLE I, as-
sess each criterion in the hierarchy in light of the
others by conducting pairwise comparisons. These
fuzzy numbers can be represented by trapezoidal
or triangular membership functions [33] as shown
in Fig. 4.

This involves several mathematical techniques,
including normalization, defuzzification, and aggre-
gation from equations 1 to 17. Pairwise comparison
and weight calculation for the alternatives using
the established criterion weights as the basis for
comparison [34]. Assign a score to each option to
obtain weighted scores that will aid in ranking the
alternatives by applying the criterion weights and
comparing the alternative loads. To assess the re-
liability of the results, input values are altered, and
their impact on the outcomes is observed. Sensi-
tivity analysis is conducted to validate the results
of the analysis. The F-AHP technique offers a sys-

M () = a—[0,1] (1)
ha(0) = (25— ogx € Lof] Ao —
[cf,mb] 2
H(X)
1
! m h X

Fig. 4. Triangular Fuzzy Numbers

tematic approach to incorporating uncertainty and
fuzzy logic into decision-making while maintaining
a strong mathematical foundation [35].

The F-AHP approach is designed to address de-
cision-making challenges effectively. The problem
is first organized into a tree structure, as illustrat-
ed in Fig. 4. This structure is developed based on
expert insights. A Triangular Fuzzy Number (TFN)
[36], [37] is then established within a hierarchical
framework. Given that multiple criteria can be in-
fluenced by a single norm, analyzing the range of
any set of prioritized objectives becomes essential.
The study utilized the TFN, which ranges from 0 to
1. This choice was made due to the computational
simplicity of TFN and its ability to manage ambig-
uous data. It is often referred to as TFN if equation
(1-2) can be applied to assess the participation ca-
pabilities of a fuzzy number P on Q.

The maximum breaking point, center farthest
point, and lower limit are denoted by the letters |,
m, and h, respectively, in the TFN shown in Fig. 3.
TABLE | lists the values for the Saaty Scale [19],
which divides the analysis's initial value into three
groups: lower, middle, and upper [15], [17], [38]-
[40]. The numerical values of the TFN are convert-
ed into |, m, and h using equations 3, 4, 5, and 6. In
the two-dimensional matrix, the rows and columns
are represented by the letters "i* and "j." Additional-
ly, it is assumed that TFN is:

Equations 7, 8, and 9 are used to derive the
back-consolidated TFN values. Let M1 = (/1, m1,
h1)and M2 = (12, m2, h2) be two TFNs. The pre-
requisites for these operations have been defined.
After determining the TFN values for each pair of
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TABLE |
TRIANGULAR Fuzzy NUMBER ScALE

Sturdily significant

Justly significant

Feebly significant L
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Identical significant F i
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B
(e)]
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h 1 4 6 8
Em 1 3 5 7
m| 1 2 4 6
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lij = cfn(Jija) (4)
myj = (Jij.JijarJij3)* (5)
And hl] = max(]i,-d) (6)
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3

comparisons, a fuzzy span correlation framework
is generated as n X n lattice using Equation 10.
All span connection structures along the hierarchy
chain are based on the middle value of preferenc-
es, which is determined by Equations 11 and 12.
Equation 13 calculates the fuzzy geometric mean
and fuzzy weights for each factor using the geo-

metric mean technique. The normal and standard-
ized weight conditions are applied using Equations
14, 15, and 16. The most accurate evaluation of the
non-fuzzy performance of the fuzzy weights is pro-
vided by the center-of-area technique in Equation
17. The equations and fuzzy set theory have been
used to address uncertainty and imprecision in cri-
teria weighting and pairwise comparisons. The facil-
itation and computation of fuzzy consistency ratios
involve the aggregation of fuzzy preferences and
the derivation of priority weights, providing a more
reliable and accurate representation of complex
decision problems. F-AHP leverages these equa-
tions to support hierarchical problem structures,
enhance the robustness of decision outcomes, and
offer a systematic approach to addressing ambigu-
ity. F-AHP is a valuable tool for real-world multi-cri-
teria decision-making scenarios.

V. NuMERICAL DATA ANALYSIS

The F-AHP is a valuable approach for tackling
complex decision-making problems. This method
decomposes the problem into a tree structure for
enhanced clarity. Fig. 3 illustrates the hierarchi-
cal structure or geometry of the available criteria.
This form of connection is based on expert opin-
ions. In the next step, a hierarchical framework is
established to develop the Triangular Fuzzy Num-
bers (TFN). Since a single standard can influence
multiple criteria, evaluating the range of any set of
prioritized objectives is essential. Currently, linguis-
tic characteristics are being transformed into TFNs
and converted into numerical values. This decision
was made due to the computational simplicity of
TFNs. A fuzzy number is classified as TFN if its par-
ticipation capabilities meet the specified criteria.
TABLE Il presents the aggregated pairwise com-
parison matrix, TABLE Ill lists the weights of the fac-
tors, and TABLE |V shows the closeness coefficient
of the evaluated results through F-AHP. The degree
of closeness is represented by the graph in Fig. 5.

V1. COMPARISON

The techniques AHP and F-AHP are the con-
sistent quality and expertise of the procedure, as
the same information can be presented in different
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150

Quantum Security in Cyber Risk Analysis Through Fuzzy Analytic Hierarchy Process

H8

H7

H6

H5

H4

H3

H2

H1

HA1

0.90, 1.10, 1.40 1.20, 1.50, 1.70 0.90, 1.00, 1.10 2.10, 2.90, 3.80 1.10, 1.30, 1.60 2.10, 2.90, 3.80 0.90, 1.10, 1.40

1.00, 1.00, 1.00,

1.00, 1.00, 1.00, 1.10, 1.60, 1.90 1.80, 1.90, 2.10 2.70, 3.40, 4.00 2.10, 2.70, 3.20 2.70, 3.40, 4.00 1.00, 1.00, 1.00,

0.70, 0.90, 1.10

H2

H3

0.50, 0.60, 0.90 1.00, 1.00, 1.00, 1.40, 1.60, 1.90 1.70, 2.20, 2.90 1.70, 2.10, 2.60 1.70, 2.20, 2.90 0.50, 0.60, 0.90

0.60, 0.70, 0.80

0.50, 0.55, 0.60 0.50, 0.60, 0.70 1.00, 1.00, 1.00, 1.90, 2.50, 2.70 1.60, 2.50, 2.60 1.90, 2.50, 2.70 0.50, 0.55, 0.60

0.90, 1.00, 1.20

H4

H5

0.30, 0.35, 0.40 0.30, 0.50, 0.70 0.30, 0.40, 0.50 1.00, 1.00, 1.00, 1.00, 1.10, 1.30 1.00, 1.00, 1.00, 0.30, 0.35, 0.40

0.30, 0.30, 0.50

0.30, 0.40, 0.50 0.40, 0.50, 0.60 0.40, 0.50, 0.60 0.80, 0.90, 1.10 1.00, 1.00, 1.00, 0.80, 0.90, 1.10 0.30, 0.40, 0.50

0.70, 0.80, 1.00

H6

H7

2.70, 3.40, 4.00 1.70, 2.20, 2.90 1.90, 2.50, 2.70 1.00, 1.00, 1.00, 0.80, 0.90, 1.10 1.00, 1.00, 1.00, 2.70, 3.40, 4.00

2.10, 2.90, 3.80

1.00, 1.00, 1.00, 0.50, 0.60, 0.90 0.50, 0.55, 0.60 0.50, 0.55, 0.60 0.30, 0.35, 0.40 0.30, 0.40, 0.50 1.00, 1.00, 1.00,

0.90, 1.10, 1.40

H8

TABLE 1lI
WEIGHTS OF THE FACTORS
Factors Weights BNP Rank

HA1 0.15,0.18,0.21 1/6 2
H2 0.19,0.20,0.22 1/5 1
H3 0.13,0.16,0.19 1/7 4
H4 0.12,0.15,0.18 1/6 3
H5 0.06,0.08,0.10 0 8
H6 0.07,0.09,0.13 0 6
H7 0.13,0.10,0.08 0 5
H8 0.12,0.08 ,0.05 0 7

TABLE IV

CLoseNEss COEFFICIENT

Alternatives  +d -d Satisfaction degree of CCi
E1 2/9 172 1/3
E2 4/5 1 2/9
E3 1/4 172 1/3
E4 1/3 1/2 2/5
E5 4/9 3/5 2/5
E6 2[7 1/3 172

2.5

1.5

0.

(6,

0

Satisfaction
degree of CCi

md-

md+
INN i

El E2 E3 E4 E5 E6

Fig. 5. Graphical representation of the degree of closeness

ways [20]. The F-AHP approach aims to assess
the effectiveness and accuracy of the generated
results. The data collection and estimation meth-
ods for AHP are similar to those of F-AHP, with the
key difference being the absence of Fuzzification
in Classical-AHP, which uses real number values.
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TABLE V
COMPARISON OF ALTERNATIVE WITH CLAssICAL-AHP
Methods/Alternatives E1 E2 E3 E4 E5 E6

Fuzzy-AHP 207/625 139/625 141/400 118/291 158/381 289/596

Classical-AHP 14/43 89/400 73/205 28/69 357/859 325/669
06 performed for each factor in our estimation using
' mEL quantum alternatives to ensure the validity of the
04 mE2 sensitivity analysis. The results of these tests are
®E3 presented in TABLE VI. The closeness coefficient
0.2 Ea (CC-l) is calculated based on the security factor
mEs weights, which range from H1 to H8. The CC-I is
0 determined using the F-AHP method to compute
Fuzzy-AHP Classical-AHP WE6 the component weights. The initial weights are dis-

Fig. 6. Comparative bar graph of alternative between Fuzzy
and Classical AHP

The results from both regular AHP and F-AHP are
displayed separately in the table. There is a nota-
bly high Pearson correlation value (0.99171600)
between the outcomes of the F-AHP methodology
and the Classical-AHP strategy as shown in TABLE
V and Fig. 6. F-AHP proves to be more efficient
than the classical AHP method, offering enhanced
productivity and reliability.

VII. SENSITIVITY ANALYSIS

Sensitivity analysis is conducted to validate the
results for each variable. This study focuses on the
weights assigned to the variables. Multiple trials are

played in the first row of TABLE VI and illustrated
in Fig. 7. Among the quantum alternatives, E6 had
the highest weight in the initial results, despite the
fact that there are at least eight quantum alterna-
tives ranging from E1 to E6. To evaluate the satis-
faction level of CC-l, eight trials were conducted.
H7 demonstrated the highest satisfaction level with
quantum alternative E6. Across all tests, E2 re-
quired the least amount of effort. According to con-
flicting studies, the evaluations of alternatives are
significantly influenced by these weights.

VIII. ResuLts
The F-AHP approach to cybersecurity assess-
ment is a critical procedure for verifying quantum
alternatives in cybersecurity. We discussed the

TABLE VI
SENSITIVITY ANALYSIS
Experiments Weights/Alternatives E1 E2 E3 E4 E5 E6
Exp-0 Original Weights 207/625 139/625 141/400 118/291 158/381 289/596
Exp-1 H1 291/826 19/80 29/79 91/216 98/233 67/135
Exp-2 H2 33/100 91/400 108/305 184/449 400/973 59/119
Exp-3 H3 1/3 111/500 13/36 170/421 37/91 477/965
Exp-4 H4 37/108 36/809 337/967 297/754 200/481 33/68
Exp-5 H5 24/79 94/495 169/536 92/243 351/938 446/977
Exp-6 H6 148/577 72/511 254/939 284/847 79/241 258/625
Exp-7 H7 256/735 59/259 49/136 164/383 52/125 167/333
Exp-8 H8 256/769 211/881 294/821 12/29 277/655 304/625
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Fig. 7. Graphical representation of sensitivity analysis of
quantum alternatives

challenges associated with cybersecurity, empha-
sizing the need for a solid foundation to establish
a secure framework. Developers, engineers, and
network and software systems that are both secure
and viable are now essential requirements for this
period. This analysis focuses on a multi-level struc-
ture to highlight the key components and contrib-
uting factors of cybersecurity. Their varied nature
and functionality are progressively evolving as their
applications become increasingly sought after. As
security assessments grow exponentially, develop-
ers also need to ensure cybersecurity supportabili-
ty. The most effective method for achieving realistic
security is to estimate and evaluate cybersecuri-
ty. This exploratory analytical approach produc-
es security in the same way as practical software
approaches and examines reasonable security in
connection to the factors and alternatives. The con-
clusions of this analysis will help security experts
better balance adequate security with the devel-
opment of cybersecurity mechanisms. We exam-
ined eight cybersecurity options based on expert
opinion data, focusing on specific security features,
moderation, and the organizations involved.

* Cybersecurity assessmentwill help developers
address significant security issues by planning
mitigation strategies and other related actions,
ultimately enhancing cybersecurity.

* Experts will use F-AHP quantitative outcomes
to classify cybersecurity components that
rank higher in the hierarchy.

e The security variables related to risk, as shown
in TABLE Ill and derived using the F-AHP
technique, indicate that H2 received the high-

est weight in our quantitative evaluation, while
H5 received the lowest.

e Comparing F-AHP with standard AHP reveals
more effective approaches.

e Sensitivity analysis assesses user satisfaction
with cybersecurity.

This evaluation will provide engineers with a
clearer understanding of the security framework.
Engineers may receive guidance during this as-
sessment to help them refine the security framework
while working with the specific structured elements
involved. Some of the weaknesses identified in this
estimate could be addressed in future research.
The limitations of the results are as follows:

* The data gathered for cybersecurity is valu-
able despite its limitations.

* There could be additional security configura-
tion parameters beyond those discussed in
this study; an abundance of information could
lead to varying outcomes.

The results of the F-AHP approach to cyberse-
curity assessment demonstrate its significance for
evaluating and prioritizing security choices. This
research develops a systematic methodology to
identify critical components and factors influencing
secure systems and quantum alternatives for se-
curity. The approach provides valuable information
for risk reduction and framework enhancement by
allowing developers and engineers to objectively
assess security aspects.

It identifies H2 as the most critical security ele-
ment and demonstrates that F-AHP is superior to
traditional AHP. Additionally, sensitivity analysis fa-
cilitates the validation of results. Despite the limited
scope of the data, the findings offer valuable guid-
ance for enhancing cybersecurity defenses and in-
forming future research.

IX. CoNCLUSIONS

The cybersecurity assignments leverage in-
sights from various experts who were consulted
about the specific product's security features,
strategies, and underlying support. F-AHP is em-
ployed to incorporate the expertise gained through
the master's program. The intricate research frame-
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work of quantum security references cybersecurity
assessment and development.

This analysis explores cybersecurity factors
and their relationships with alternatives by analyz-
ing a diverse group of cyber developers worldwide
who utilize different security metrics. Our research
supports engineers and developers in enhanc-
ing systems by effectively integrating quantum
technology to address cyber threats. While many
evaluation models and strategies are available for
independently assessing security, models and pro-
cedures that integrate security within the F-AHP
framework are far less accessible.

This study examined various cybersecurity chal-
lenges across multiple domains in the context of
quantum computing. The industrial collaboration
will also help in to the development of quantum
cyber security frameworks. It also explored numer-
ous security measures designed to counter poten-
tial quantum attacks. Countermeasures serve as
essential defences against these security threats.
Additionally, this research introduces a novel AHP
approach that forms the basis of a new strategy
specifically tailored for cybersecurity. This system
employs the F-AHP method to identify distinct se-
curity threats. In the realm of quantum computing,
the comprehensive security measure is referred to
as the quantum security alternative. The findings of
this study will aid software developers in address-
ing the identified risks during the cybersecurity pro-
cess.
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